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(U)  ABSTRACT 


Initial  results  of  tne  basic  WARS  phase  I  contract  are  reported  in  the  WARS 
Interim  Technical  Report  (RADC-TR-69-328,  February  1970).  An  expansion  of  this 
program  is  embodied  in  changes  "A"  and  "B"  to  the  contract,  the  results  of  which 
are  reported  herein.  WARS  system  requirements  in  terms  of  the  problem  it  will  in 
part  solve  have  been  defined.  Unique  characteristics  exhibited  by  the  enemy  during 
preparation  for  standoff  attacks  on  Air  Force  installations  have  been  identified.  WARS 
systems  analysis  and  systems  design,  including  surveillance  and  intra-wide  area 
communications,  have  been  specified.  A  modular  design  approach  that  will  be  taken 
in  designing  the  WARS  hardware  has  been  developed.  Added  features  that  are  felt 
necessary  in  making  the  WARS  system  adaptable  to  world-wide  use  and  to  the  wide 
variety  of  possible  Air  Force  applications  have  been  identified.  These  features 
notably  Include  local  alarm  data  processing  units  that  will  reduce  the  data  load  on  the 
RSDCS  and  the  complexity  of  the  CSC  PD,  The  applicability  of  WARS  to  the  Korean 
situation  and  how  WARS  could  best  be  utilized  in  that  situation  has  been  outlined. 
Overall  conclusions  and  recommendations  arc  put  forth.  In  general,  it  is  concluded 
that  the  WARS  concept  is  feasible,  practical,  and  cost  effective.  In  brief  appended 
information,  the  organization  and  duties  of  the  WARS  team  are  tentatively  stipulated, 
the  susceptibilities/vulnerabilities  of  the  WARS  system  are  discussed,  a  scenario  of 
the  build-up  or  development  of  an  air  base  and  the  |)arallel  development  of  I3KSS  is 
described,  and  a  brief  outline  of  how  certain  DC  PCI  hardware  could  be  integrated  into 
the  WARS  system  is  given. 
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Section  1 
INTRODUCTION 


I.l  (U)  SCOPK 


This  report  contains  the  analysis  and  design  results  of  changes  "A"  and  "H"  to  the 
basic  Wide  Area  Remote  Surveillance  (WARS)  system.  Contract  F30602-69-C-0268. 
The  results  of  this  report,  when  combined  with  those  presented  in  the  "WARS  Interim 
Technical  Report,  represents  the  completion  of  phase  1  of  the  contract,  which 
includes: 


a.  Kstablishing  the  feasibility  of  the  WARS  concept 

b.  Design  of  the  WARS  baseline  system,  and  recommendations  for  a  more 
adaptable  system 

c.  The  design  approach  for  the  WARS  baseline  system  hardware  design. 

1,2  (C)  BACKGROUND 

The  WARS  Interim  I'echnical  Hei)ort  presented  the  follow  ing  aspects  of  the  WARS 
study: 

a.  A  threat  analysis  to  determine  if  the  threat  exhibits  distinguishing  features 
during  his  preparations  for  a  standoff  attack  that  can  be  sensed  with  an 
unattended  surveillance  system. 

b.  An  analysis  of  his  approach  routes  leading  to  launch  sites  to  determine  where 
surveillance  hardware  can  best  be  deployed  to  detect  the  threat.  'I'hese  loca¬ 
tions  are  called  "wide  areas.  " 

c.  An  analysis  of  the  SflA  environment  as  it  would  affect  the  threat's  movement 
and  the  deployment  and  operation  of  a  surveillance  system. 

d.  The  analysis  and  preliminary  design  of  a  surveillance  system  to  take  advantage 
of  the  distinguishing  threat  features,  including  the  deployment  ■'onfigu ration 

of  sensors  and  recommended  sensor  types. 

e.  The  analysis  and  preliminary  design  of  a  intra-wide  area  communications 
system  necessary  to  relay  alarm  data  to  the  remote  sensor  data  communica¬ 
tions  system  (RSDCS)  for  final  relay  of  the  alarm  data  to  the  air  base. 

f.  A  preliminary  design  approach  for  the  surveillance  system  and  communica¬ 
tions  system  hardware. 


Stanford.  A.  G.  ,  Friedman,  H.  D.  ,  and  Rothschild.  D.  R.  ,  Wide  Area  Remote 
Surveillance,  ^Ivanla  Electronic  ^’stems -Western  Division;  February'  1970.  RADC- 
TR-69-328. 
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1.3  (C)  CHANGES  A  AND  B  TASKS 

Changea  A  and  B  to  the  basic  contract  include  the  following  additional  tasks  for 
phase  I: 

a.  An  analysis  of  the  intra-wide  area  communications  system  to  assure  that  alarm 
data  loss  due  to  message  Interference  (both  from  intra-  and  inter-wide  area 
sources)  would  be  tolerable  with  respect  to  the  type  of  threat  Information  to 

be  extracted  from  the  data. 

b.  A  detailed  analysis  of  Korea  to  determine  the  applicability  of  WARS  to  Korean 
installations. 

c.  An  initial  analysis  of  the  adaptability  of  the  WARS  system  to  world-wide  use 
and  its  adaptability  to  the  variety  of  Air  Force  installations  to  which  it  may 
be  applied. 

d.  A  study  of  the  use  of  in-field  or  local  data  processing  units  to  reduce  the 
RSDCS  data  load  and  to  simplify  the  base  central  processor. 

In  addition,  all  aspects  of  the  WARS  system  design  were  re-examined  and  refined. 

In  total,  this  has  resulted  in  a  system  design  consisting  of  the  baseline  system  plus 
certain  features  which  are  felt  to  completely  satisfy  the  WARS  requirements  in  terms 
of  flexibility,  adaptability,  and  cost  effectiveness. 

1.4  (U)  REPORT  CONTENTS 

The  report  is  organized  into  eight  (8)  major  sections  and  three  (3)  appendices. 
Section  2  outlines  the  WARS  system  requirements  in  terms  of  the  problem  it  will  in 
part  solve:  prevent  stand-off  attacks  on  I’.S.  air  bases. 

Section  3  outlines  how  WARS  fits  into  the  base  exterior  security  subsystem  (BESS), 
of  which  it  is  a  subsystem. 

Section  4  contains  a  detailed  presentation  of  the  WARS  systems  analysis  and  sys¬ 
tems  design.  Including  surveillance  and  intra-wide  area  communications. 

Section  5  contains  a  detailed  presentation  of  the  design  approach  that  will  be  taken 
in  designing  the  WARS  hardware. 

Section  6  covers  the  added  features  to  the  baseline  system  that  are  felt  necessary 
in  making  the  WARS  system  adaptable  to  world-wide  use  and  to  the  wide  variety  of 
possible  Air  Force  applications. 

Section  7  covers  the  applicability  of  WARS  to  Korea.  It  outlines  the  Korean  situ¬ 
ation  and  demonstrates  how  WARS  could  best  be  utilized  in  that  situation. 

Finally,  Section  8  presents  the  conclusions  drawn  from  phase  I  of  the  study  and 
recommendations  for  future  work  on  WARS. 
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The  first  of  the  three  sppendlces  (Appendix  A)  covers  certain  operational  oharao- 
teristics  of  WARS,  including: 

a.  The  organization  and  duties  of  the  WARS  team  needed  to  deploy  and  maintain 
the  WARS  system  for  a  large  installation. 

b.  The  BUBceptibilities/vulnerabilities  of  WARS  such  as  Jamming,  spoofing  and 
direction  finding,  and  measures  to  counter  these. 

Appendix  B  briefly  outlines  how  certain  DCPG  hardware  could  be  integrated  into 
the  WARS  system;  notably,  air-droppe<;i  sensors  and  special-purpose  hand-emplaced 
sensors. 

Appendix  C  presents  a  scenario  of  the  build-up  or  development  of  a  hypothetical 
air  base  and  the  parallel  development  of  its  BESS.  The  scenario  is  used  to  demon¬ 
strate  the  flexibility  and  adaptability  of  WARS  to  such  a  situation. 

In  summary,  the  WARS  concept  was  found  to  ^>e  feasible  and  practical  to  implement, 
deploy,  and  operate.  The  system  as  presented  in  this  report  is  an  effective  means 
of  detecting  activities  associated  with  stand-off  attacks  before  they  occur,  and  can,  in 
addition,  provide  personnel  detection  and  tracking  for  nearly  any  tactical  application 
where  this  is  desirable.  'Hie  system  is  flexible  and  can  be  used  to  complement  any 
other  area  surveillance  systems  that  may  be  deployed. 

Finally,  Appendix  D  is  the  Bibliography. 
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S«ction  2 

REQUIREMENTS  OF  THE  WIDE  AREA 
REMOTE  SURVEILLANCE  (WARS)  SYSTEM 


2.1  (U)  BACKGROUND 

In  support  of  national  objectives,  the  United  States  Air  Force  must  maintain  air 
bases  in  different  parts  of  the  world.  Some  of  these  air  bases  are  subject  to  commando- 
type  raids  and  standoff  weapons  attacks.  Enemy  attempts  to  penetrate  the  air  base 
perimeter  can  usually  be  repelled  by  a  sufficiently  strong  base  security  force.  However, 
the  air  base  is  particularly  vulnerable  to  surprise  mortar,  rocket,  or  artillery  attacks 
launched  from  outside  the  base  perimeter.  The  degree  of  vulnerability  is  dependent  on 
the  ease  with  which  enemy  personnel  can  move  through  the  area,  on  the  closeness  of  the 
area  to  arms  supplies,  on  the  political  stance  of  the  natives,  and  on  the  degree  of 
control  exercised  by  friendly  ground  forces,  police,  and  native  leaders. 

If  an  air  base  is  vulnerable  to  standoff  weapons  attacks^then  some  supplementary 
protection  must  be  provided.  One  solution  is  to  augment  the  b.'jse  security  force  with 
an  electronic  system  which  can  provide  surveillance  of  enemy  activities  in  the  area. 

This  system  will  permit  the  use  of  a  relatively  small  response  force  oper.iting  from 
the  intelligent  use  of  surveillance  data.  The  essential  requirements  of  such  a  system 
are  outlined  below. 

2.2  (U)  COVERAGE 

y 

The  system  shall  provide  surv’eillance  over  the  land  surrounding  the  h.ase  out  to 
the  maximum  effective  range  of  weapons  known  to  ix*  in  the  enemy’s  possession, 

2.3  (U)  DETECTION 


The  objective  of  the  system  is  to  detect  any  activity  which  is  .associated  with  the 
enemy  moving  along  most  likely  .avenues-of-appro.ach  toward  most  likely  launch  sites. 
Examples  of  such  activities  are  as  follows: 

a.  Movement  to  and  from  launch  sites  by  cither  the  site  selection  survey 
team  or  weapon  crews 

b.  Movement  of  munitions  to  cache  sites 

d.  Establishment  of  caches 

e.  Positioning  of  weapons. 

Although  the  movement  of  munitions  will  typically  take  place  over  trails  by  handcarry 
or  backpack,  the  enemy  might  also  move  munitions  by  means  of  vehicles  and  small 
boats.  Hence,  detection  of  vehicles  and  boats  is  also  essential. 
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2.4  (U)  DISCRIMINATION 


The  Hystem  must  have  a  low  false  alarm  rate.  To  accomplish  this,  maximum  use 
shall  be  made  of  any  unique  characteristics  ptossessed  by  the  threat  in  order  to  discrim¬ 
inate  the  enemy  from  indigeneous  people  or  friendly  forces.  Examples  of  the 
characteristics  w  lich  might  be  used  are: 

a.  Time  of  activity 

b.  Size  and  tormation  of  the  group 

c.  Load  transported 

d.  Distance  traveled 

e.  Rate  of  travel 

f.  Ihrection  of  movement 

2.5  (U)  DESIRED  INTELUGENCE 


The  formiit  of  the  intelligence  supplied  by  the  remote  surveillance  system  must 
permit  rapid  interpretation  and  timely  apj)lie:ition  to  counter  an  impending  attack. 

As  a  minimum,  the  system  shall  suj)ply  Information  on  the  size,  speed,  location  and 
direction  of  travel  of  the  detected  threat. 

2.r)  (U)  ADA  1>T ABILITY 

The  design  of  the  system  sh.all  offer  nmximum  flexibility  for  widely  varying  modes 
of  operation.  Ex;imples  of  features  which  should  be  considered  are;  (1)  utilization  of 
modularized  equipment  designs,  (2)  nexii)le  interface  requirements  and  (.‘t)  adapt¬ 
ability  for  different  levels  of  alarm  discrimination  and  processing. 

2.7  (U)  SER VIC E  CONDITIONS 

The  system  shall  be  designed  and  constructed  to  withstand  the  various  tbmperature, 
humidity  and  other  service  conditions  which  will  be  encountered  in  a  world-wide 
•deployment.  The  system  shall  :ilso  i)e  designed  to  experience  no  degradation  due  to 
Illumination  by  high  power  radars  commonlv  located  near  air  bases. 

2.8  (L)  OPERATING  LD-'E 


,The  overall  system  shall  have  an  oper.ating  life  of  at  least  six  (6)  months  using 
standard  b.atterles  and  minimum  power. 

2.9  (U)  CONCEALMENT 

The  system  components  shall  be  easily  concealed  via  direct  burial  or  appropriate 
camouflage,  and  shall  be  hand  deployed. 

2. 10  (U)  SELF  DESTRUCTION 

- j - - — - - 

Once  the  components  are  installed  and  armed,  any  attempt  to  tamper  with  these,  or 
failure  of  the  battery,  shall  cause  the  encoder  (and  possible  other  components)  to 
self-destruct.  ’ 
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Section  3 

THE  BESS  CONCEPT 


3.1  (U)  GENERAL 


This  section  will  briefly  describe  the  concept,  knowTi  :is  the  Base  Exterior  Security 
Subsystem,  which  is  intended  to  fulfill  the  requirements  stated  in  Section  2.  Under 
this  concept  the  surveillance  of  the  area  surrounding  an  air  base  will  be  accomplished 
by  means  of  a  three  component  system.  The  three  components,  or  subsystems,  are; 

(1)  Wide  Area  Remote  Surveillance  (WARS),  (2)  Remote  Sensor  Data  Communications 
(RSDC),  and  (3)  Central  Security  Control  Processor  and  Display  (CSC PD).  The 
function  of  each  of  these  subsystems  is  described  below, 

3.2  (C)  WARS 


The  Wide  Area  Remote  Surveillance  (W.-\RS)  Subsystem  will  consist  of  a  multitude 
of  detection  devices  emplaced  in  groups,  or  arrays,  along  likely  avenues-of-approach 
and  in  the  vicinity  of  likely  launch  sites.  The  W.ARS  subsystem  is  to  provide  surveil¬ 
lance  over  an  annulus-shaped  area  extending  from  al)out  8  km  to  .about  21  km  from  the 
center  of  the  base. 

The  function  of  the  detection  flevices,  called  Sensor  ^Transmitter  (S/T)  units,  is  to 
emit  alarms  when  an  intruder  enters  the  covered  area.  The  alarms  emitted  by  the 
S/T  units  are  picked  up  by  relays,  called  Receiver  'Relay  (R  R)  units,  and  retransmitted 
to  an  alarm  collection  station,  called  a  Receiver/Interface  (R 'I)  unit.  The  region 
covered  by  all  S''T  units  reporting  (by  relay)  to  a  single  R  unit  is  called  a  Wide  Area. 
Hence,  the  concept  Wide  Area  Surveillance. 

3.3  (C)  RSDC 

The  purpose  of  the  RSDC'  subsystem  is  to  relay  the  alarm  information  from  the 
Wide  Areas  to  the  air  base.  The  m.oximum  tr.ansmission  range  will  be  24  km.  The 
RSDC  will  be  composed  of  throe  major  components;  these  are:  (1)  Long  Range 
Transmitter  (LRT),  (2)  Repeater,  and  (3)  Base  Station.  Each  LRT  will  be  connected  to 
one  R/I  unit:  therefore,  there  will  be  as  many  LRT's  a.s  there  are  Wide  Areas.  Repeaters 
will  be  used  only  as  required;  each  repeater  will  be  capable  of  handling  more  than  one 
LRT.  The  function  of  the  Base  Station  is  to  receive  all  alarm  transmissions  and 
prepare  them  for  input  to  the  CSC  PD  subsystem.  If  the  LRT's  are  to  be  controlled  by 
a  command  link  from  the  base,  the  nece8sar>-  comm.and  and  control  e^juipment  will 
also  be  made  a  part  of  the  Base  Station, 

3.4  (C)  CSCPD 

This  CSCPD  subsystem  will  be  located  on  the  air  base  and  will  serve  as  the  alarm 
processing  and  display  facility.  Its  function  will  be  to  process  the  individual  alarms 
through  space-time  correlations,  to  report  intrusions  and  to  derive  confidence  levels 
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on  their  validity;  and  to  estimate  the  number,  speed,  direction  and  possible  mission  of 
the  intruding  force.  In  addition  to  processing  and  displaying  the  alarms  which  originate 
in  the  Wide  Areas,  the  CSCPD  will  also  accept  and  process  reports  from  sensors 
emplaced  along  the  base  perimeter,  from  human  observers  (both  ground  and  air)  and 
from  airborne  sensing  devices. 
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Section  IV 

WARS  SYSTEM  DESIGN 


4.1  (U)  GENERAL 

This  chapter  contains  the  results  of  a  study  which  was  performed  to  define  the 
system  design  of  the  Wide  Area  Remote  Surveillance  system.  The  material  is  organized 
into  two  major  discussions;  one  dealing  with  the  detection  aspects,  the  other  devoted  to 
the  alatma  transmission  aspects. 

4.2  (C)  DETECTION  ANALYSIS 

4.2.1  (C)  Dual  Detector  Arrangement 

In  order  to  make  the  S/T  unit  easily  .adaptable  to  operation  under  widely  varying 
applications,  the  unit  will  be  designed  to  accommodate  two  separate  detector  assemblies. 
One  of  these  will  be  called  the  primary  detector  and  the  other  will  be  called  the  auxiliary 
detector.  The  S/T  unit  will  be  capable  of  operation  with  the  primary  detector  alone,  or 
with  both  detectors.  A  provision  will  be  incorporated  to  permit  either  of  the  two 
detectors  to  control  the  S/T  transmitter.  The  primary  detector  will  also  be  able  to 
function  as  a  turn-on  device  for  the  auxiliary  detector.  This  type  of  arrangement  will 
reduce  the  "on-air”  time  of  such  active  sensors  as  IH,  radar,  or  K'MID.  Another 
application  of  the  auxiliary  detector  will  be  to  provide  special  information  about  the 
threat;  for  example,  if  ferrous  metal  is  part  of  the  load.  I  i  this  mode  of  operation, 
the  primary  detector  will  control  the  S/T  transmitter  but  the  output  from  the  auxiliary 
detector  will  be  used  to  change  the  code  structure  of  the  transmitted  alarm  message. 

A  description  of  sensors  which  might  serve  as  the  auxiliary  detector  is  provided  in 
Section  6.2  while  the  proposed  primary  detector  is  described  below  . 

4.2.2  (C)  The  Priman' Detector 


4.  2.2.1  (U)  The  Sensor 

Before  a  decision  was  reached  on  what  sensor  to  use  in  the  primary  detector,  all 
the  advantages  and  disadvantages  of  a  number  of  different  types  of  sensors  w'ere  care¬ 
fully  evaluated.  In  the  end,  it  was  decided  that  the  seismic  sensor  is  the  best  candidate. 
The  reasons  for  arriving  at  this  decision  are  listed  below: 

a.  Detection  Performance 


Extensive  data  base  exists  for  most  environments,  except  arctic.  The 
detection  range  is  judged  to  be  adequate  for  the  WARS  application. 

b.  False  Alarm  Rejection 


Extensive  work  has  been  done  in  the  processing  of  seismic  signals.  Low  false 
alarm  rates  are  achievable  with  currently  existing  discrimination  techniques. 
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c.  Cost 

Seismic  sensors  are  one  of  the  least  expensive  sensors. 

d.  Deployment 

Seismic  sensors  fit  into  compact  packages  which  can  easily  be  carried  and 
deployed.  No  critical  field  alignment  procedures  are  required  since  the 
detection  pattern  is  circular. 

e.  Life 

No  difficulty  is  anticipated  to  operate  the  sensor  for  6  months  to  1  year. 
Power  requirements  are  small  and  the  sensor  is  relatively  insensitive  to 
changes  in  its  environs,  such  as  normal  growth  of  plants,  etc. 

f.  Concealment 

Since  a  seismic  sensor  requires  burial^its  concealment  is  easily 
accomplished. 

The  theory  of  operation  of  a  seismic  sensor  is  well  known.  Therefore,  it  will 
suffice  to  state  that  a  geophone  detects  intruders  by  detecting  the  vibrations  set-up  in 
the  earth  by  their  footsteps.  Walking  men  and  moving  vehicles,  along  with  a  number 
of  other  sources  such  as  aircraft,  munitions,  and  rain,  impart  encrg>’  to  the  earth  and 
this  energy  sets  up  seismic  waves.  The  geophone  transduces  the  vibrations  caused  by 
the  seismic  waves  into  an  electrical  signal,  which  is  then  amplified  to  a  level  suitable 
for  the  discriminator  to  operate  on. 

4. 2. 2, 2  (C)  The  Discriminator 

4.  2. 2.  2.1  (C)  Theory- of  Operation 

The  discriminator  recommended  for  the  primary  detector  is  known  as  the  VFD. 

A  generalized  block  diagram  of  this  type  of  processor  is  shown  in  Figure  4-1.  The 
disoriminator  design  has  been  evolved  by  Sylvania  after  an  extensive  stu(^  of  seismic 
signals  over  the  past  several  years.  Statistical  methods  (pattern  recognition  tech¬ 
niques)  were  used  to  determine  the  signal  parameters  which  aid  most  in  separating 
valid  targets  from  false  alarm  sources  with  least  errors. 

The  VFD's  discrimination  capability  is  based  on  several  derived  seismic  signature 
characteristics.  These  are  the  characteristics  that  have  been  found  to  be  the  most 
significant  for  determining  the  presence  of  personnel  and  vehicles  and  for  suppressing 
false  alarms.  The  signal  from  the  geophone  is  amplified  in  a  high-gain  amplifier  with 
an  AGC.  After  amplification,  the  signal  is  passed  through  circuits  which  derive  the 
desired  characteristics  of  the  signal.  The  measured  characteristics  of  the  signal  are 
combinec)  in  the  combining  network  which  forms  a  function  of  the  measured  character¬ 
istics  most  effective  in  discriminating  between  intruders  and  sources  of  false  alarm. 


4-2 

CONFIDENTIAL 


CONFIDENTIAL 


VfD 


ALARM 

OUTPUT 


Figure  4-1  (U),  Variance  Frequency  Diseriininator  lllock  Diagram  (U) 


4.  2.  2.  2,1  (C)  (Continued) 

The  result  of  the  combination  of  the  voltages  from  the  measurement  cliaracteristic 
circuits  is  a  voltage  which  can  be  applied  to  a  threshold.  When  the  voltage 
is  over  the  threshold  an  alarm  signal  is  generated.  Alternatively,  the  output  of 
the  threshold  can  be  applied  to  a  counter  which  sets  the  number  of  counts  needed 
in  a  fixed  Interval  of  time  to  give  an  alarm.  In  this  fashion,  information  over  a 
longer  period  of  time  can  be  accumulated  before  an  alarm  is  given. 

Figures  4-2  and  4-3  show  samples  of  the  raw  seismic  signals  of  i>ersonnel, 
vehicles,  and  two  false-ularm  sources.  The  signatures  in  Figure  4-2 
represent  the  output  of  a  seismic  transducer  when  one  man  is  passing  the  sensor, 
when  a  number  of  men  are  passing  the  sensor,  and  when  it  is  raining  in  the  vic¬ 
inity  of  the  sensor.  It  is  clear  that  a  simple  energy  detector  or  threshold  cross¬ 
ing  detector  cannot  be  used  to  discriminate  against  the  signal  from  the  rain,  since 
it  has  nearly  the  same  amplitude  as  the  signals  from  the  intruders.  Similarly,  the 
sources  of  alarm  represented  in  Figure  4-3,  two  helicopter  signatures,  a  propeller 
aircraft,  and  rain  cannot  be  discriminated  on  the  basis  of  amplitude.  The  VFD  is 
able  to  discriminate  between  the  intruders  and  these  sources  of  false  alarms. 

4.  2.  2.  2.  2  (C)  Performance  Data 


A  series  of  tests  have  been  conducted  with  the  laboraton'  test  setup  shown  in 
Figure  4-4  to  compare  the  performance  of  the  VFD  against  three  other  discriminators 
now  in  use  or  under  development.  The  United  Aircraft  discriminator  (UAD)  is  in  use 
in  ADSID,  the  spectral  discriminator  (SD)  is  under  development  at  Sylvania,  and  the 
FADSID  discriminator  is  in  use  in  Sylvania-built  air- deliverable  sensors.  The  effec¬ 
tive  thresholds  of  the  discriminators  were  adjusted  to  obtain  approximately  equal 


4-3 

CONFIDENTIAL 


1 


PANAMA 


SO  MM/ SEC 


Figure  4-2  (U),  Samples  of  Seismic  Signature  (U) 
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Fipjre  4-4  (V).  Discriminator  Test  Setup  (U) 


4.  2.  2.  2.  2  (C)  (Continued) 

detection  of  one  man  walking.  The  resulting  gains  and  thresholds  are  listed  in 
Table  4-1.  Recorded  signals  from  4  sites  were  used:  Panama,  Thailand,  Big  Basin 
State  Park,  California,  and  Hollister,  California.  These  signals  are  representative 
of  sites  with  a  wide  diversity  of  geophysical  characteristics.  Expanded  chart 
recordings  of  one  man  walking  at  each  of  these  sites  are  shown  in  Figure  4-5.  The 
signal  characteristics  vary  somewhat  between  sites.  For  example,  a  long  duration, 
high  amplitude  burst  is  characteristic  of  Big  Basin  Park,  which  has  soft,  moist  soil. 
Hollister,  which  has  very  hard  soil,  exhibits  a  shorter  duration  and  slightly  higher 
frequency  signal. 
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Table  4-1  (C).  Gain  and  Threshold  Levels  (U) 


RFC  CH 

— 

SIGNAL 

GAIN 

THRESHOLD 

1 

INPUT 

85  db 

0.25  V 

2 

UAD  Alarm 

85  db 

1 

3 

SD  Alarm 

9G  db 

1  V 

4 

FADSID  Alarm 

96  db' 

]  V 

5 

VFD  Threshold 

96  db 

1  \’ 

6 

VFD  Alarm 

j 

96  db 

1  V' 

Note:  Since  the  UAD  threshold  is  approximately  12  db  lower  than  the  other 
processors,  the  equivalent  sensitivity  is  approximately  the  same. 
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Figure  4-5  (U).  Chart  Recording  of  Man  Walking-Four  Sites  (U) 
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4.  2.  2.  2.  2  (C)  (Continued) 

Figures  4-6  through  4-12  are  photo  reproductions  of  the  discriminator  alarm 
responses.  The  maximum  alarm  rates  of  the  different  discriminators  are  as  follows; 

Alarm  rate  is  the  maximum  rate  at  uiiich 
the  particular  processor  may  alann,  regard¬ 
less  of  intnision  size  or  duration,  i.e. ,  VFO 
may  alarm  only  once  every  three  seconds. 


UAD 

1  ulurni/  sec. 

SD 

1  alarm/ 2  sec. 

FADSID  - 

1  alarm  /  lu  sec 

VFD 

1  alarm  3  sec. 

Figure  4-6  displays  the  responses  to  one  man,  G  men,  a  single  6x6  truck  at 
10  mph,  and  rain  from  the  Panama  tape.  Kxamination  of  the  one  man  signal  shows 
that  detection  is  similar  for  all  discriminators  with  the  UAD  exhibiting  the  lowest 
number  of  alarms.  This  adjustment  was  deliberately  made  to  allow  the  best  possible 
false  alarm  rejection  by  the  threshold  type  unit.  The  other  three  discriminators 
provide  at  least  equal  or  better  detection  of  the  6  men  and  the  vehicle.  Note  that  the 
SD  and  V'FI)  completely  reject  the  rain  while  ix)th  the  I'AI)  and  the  FADSIl)  do  not. 

The  FAUSID  and  VFD  completelv  reject  the  helicopter  signals.  The  VFD,  in  fact, 
rejects  all  false  alarm  signals  in  this  sequence  except  the  propeller-driven  aircraft, 
while  the  UAI)  resprjnds  to  all  of  them.  ('I'he  VFD  alarm  which  occurs  at  the  leading 
edge  of  the  rain  signal  is  due  to  the  unnaturally  fast  rise  of  the  signal.  The  rain  signal 
is  only  part  of  a  much  longer  duration  rain  recording  which  was  re-recorded  from  a 
master  tape. ) 

Figure  4-H  shows  the  same  signals  a.>i  figure  l-r>,  but  with  .’i-dH  greater  attenua¬ 
tion.  Detection  range  of  the  men  and  vehicle  decreascsi  somewhat  for  all  discriminators, 
but  the  I'AD  continued  to  alarm  continuously  throughout  the  rain  signal.  Detection 
performance  of  all  processors  increastsi  for  the  man  and  vehicle  signals  when  the  tape 
was  run  at  ,4-db  less  attenuation.  The  response  to  the  false  alarm  signals  showed  no 
change,  which  verifies  that  false  alarm  rejection  is  not  critically  dependent  on  signal 
amplitude.  A  .study  of  Figures  4-7  through  4-12  clearly  shows  that  all  four  discrim¬ 
inators  have  approximately  equal  detection  performance  on  most  of  the  man  and 
vehicle  signatures.  The  .SD  and  VFD  show  slightly  better  detection  of  some  signals, 
such  as  one  man  at  100-foot  range  in  Hollister.  The  VFD  excels  in  rejection  of  all 
false  alarms  except  propeller  tvpc  aircraft,  although  the  SD  performance  is  quite 
close.  As  expected,  the  simple  threshold  type  processor  detects  virtually  any  signal 
with  sufficient  amplitude  to  exceed  threshold. 

Since  the  preceding  test  was  conductetl,  additional  circuit  optimization  of  the  VFD 
has  resulted  in  the  elimination  of  the  response  to  the  propeller  driven  (P2V)  aircraft 
while  retaining  the  same  response  to  the  intrusion  signals. 

The  VFD  has  also  been  compared  to  the  PID.  the  Minisid,  and  the  Helosid  in 
laboratory  tests  conducted  at  MERDC  at  Ft.  Belvoir.  The  results  were  quite  similar. 
The  VFD  and  PID  were  field  tested  at  Camp  A.  P.  Hill  near  Ft.  Belvoir  and  at  an  Army 
airfield  on  Ft.  Belvoir.  Intrusion  tests  at  Camp  A.  P.  Hill  consisted  of  one  man,  5  men 
and  a  vehicle.  The  walking  rates  were  1. 3  and  2  steps  per  second  or  about  3.  6  and 
5.  5  feet  per  second.  The  vehicle  speeds  were  20  and  30  mph.  The  detection  range  of 
the  VFD  averaged  about  100  feet  to  150  feet  for  the  man  or  men  with  a  maximum  range 
of  200  feet,  and  about  600  to  800  feet  for  the  vehicle.  These  ranges  were  equal  to  or 
greater  than  the  range  of  the  PID  operated  in  gain  4. 


4-8 

CONFIDENTIAL 


» 

1 

•i 

t 

I 

{ 

1 

'T' j" 

1 

1 

t 

-  « 

/  V  T%  • _ 

HOLLISTER 


Figure  4-10  (C).  Discriminator  Alarm  Responses  (5)  (U) 
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PROCESSOR  ALARM  RESPONSES 


Figure  4-12  (C).  Discriminator  Alarm  Responses  (I') 


(CONriDiNTIAl) 

4.  2.  2. 2.  2  (C)  (Continued) 

The  VFD  proved  its  superior  performance  in  false  alarm  rejection  at  an  airstrip 
on  Ft.  Belvolf.  The  PID  and  the  VFD  were  set  up  about  200  feet  to  one  side  of  and 
near  the  end  of  the  runaway.  Normal  traffic,  which  was  quite  heavy,  consisting  of 
helicopters  (both  single  and  two  t  j  or  types)  and  propcllor  driven  aircraft  of  various 
types  up  to  Aero  Commander  size  were  monitored  for  about  1-1/2  hours.  A  single 
rotor  helicopter  then  made  overflights  ranging  in  altitude  from  100  feet  to  about  1500 
feet  at  both  slow  and  fast  rates.  It  also  landed,  hovered  and  lifted  off  within  100  feet 
of  the  sensors.  The  VFD  produced  no  alarms  in  response  to  the  helicopters  or  other 
aircraft.  The  noise  level  at  this  site  was  rather  high  even  when  no  aircraft  were 
nearby  and  thus  the  PID  was  in  constant  ."’arm  when  operated  in  Gain  4.  When  operated 
In  Gain  .1  it  was  quiet  except  when  helicopters  were  within  about  1/2  mile  or  when  some 
of  the  larger  aircraft  were  taking  off  or  landing. 

A  detection  range  of  about  70  feet  was  obtained  from  both  sensors  when  no  aircraft 
were  in  the  Immedate  area.  When  a  helicopter  w'as  ntjarby  and  the  PID  was  thus  in 
constant  alarm,  a  detection  range  for  one  man  of  up  to  .15  feet  was  obtained  with  the 
VFD.  The  VFD  is  thus  usable  even  in  the  rather  high  ambient  noise  environment 
encountered  near  an  airstrip. 
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4. 2. 2. 2.  3  (C)  Alarm  Quallflcatlon  Logic 

The  VFD  will  be  designed  so  that  the  input  signal  persists  for  a  period  of  at  least 
4  seconds  before  an  alarm  is  generated.  This  approach  will  assure  that: 

a.  False  alarm  signals  of  short  duration  will  be  rejected  even  if  they  otherwise 
have  the  frequency  and  amplitude  characteristics  which  would  classify  them 
as  targets.  Typical  false  alarm  signals  of  this  type  are  thunder  and  artillery 
or  munitions  explosions. 

b.  An  alarm  represents  several  footsteps  or  meters  of  vehicle  travel.  This,  in 
effect,  amounts  to  increasing  the  information  carried  by  each  alarm. 

c.  Alarms  will  be  transmitted  from  a  given  sensor  at  a  maximum  rate  of  one 
every  4  seconds.  This  prevents  the  transmission  of  redundant  information, 
yet  assures  the  emission  of  enough  alarms  to  permit  recognition  of  an 
intrusion. 

4.  2.  2.  3  (C)  Design  Objectives 

The  primary  detector  will  be  designed  to  meet  the  following  operational  objectives. 
4.  2.  2.  3.1  (C)  Detection  Range 

Two  range  setting.s  will  be  provided;  (1)  Trail,  and  (2)  Fence.  In  the  Trail  mode, 
the  nominal  distance  away  from  the  detector  at  which  a  single  man  (average  weight) 
walking  at  a  normal  pace  is  detected  will  Ik?  approximately  10  meters  while  that  in  the 
Fence  mode  will  in;  approximately  30  meters.  It  is  recognized  that  these  detection 
ranges  will  vary  somewhat  for  different  soil  conditions. 

4.2.  2.  3.2  (C)  Detection  Pattern 

The  detection  pattern  will  be  approximately  circular. 

4.  2.  2.  3.  3  (C)  False  Alarm  Rate 

The  false  alarm  rate  will  be  approximately  Poisson  distributed  with  a  mean  rate  not 
to  exceed  1  alarm  in  40  seconds. 

4.  2.  2.  3.  4  (C)  Reporting  Rate 

Maximum  reporting  rate  will  be  1  alarm  per  4  seconds.  This  will  be  controlled 
by  the  logic  circuit  of  the  VFD. 

4.2.3  (C)  Emplacement  of  Components 

4.  2.  3. 1  (C)  Trail  Array 

The  configuration  recommended  for  surveillance  of  Ukely  avenues  of  approach  is 
depicted  in  Figure  4-13.  The  array  will  consist  of  five  seismic  sensors,  each  with  an 
effective  detection  radius  of  approximately  10  meters.  The  sensors  are  to  be  deployed 
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F’lgure -1-13  (C).  Surveillance  of  a  Typical  Trail  (U) 


4.  2.  3. 1  (C)  (Continued) 

linearly  along  the  trail  at  30-meter  intervals,  and  no  more  than  about  4  meters  from 
the  centerline  of  the  trail.  The  reasons  for  choosing  this  configuration  are  as  follows; 

a.  At  least  two  sensors,  deployed  along  a  trail,  are  required  to  determine  an 
Intruder's  direction  and  speed. 

b.  As  shown  later  in  this  section,  the  speed  estimate  increases  in  confidence 
from  approximately  the  70  percent  to  the  90  percent  level  if  the  estimate  is 
based  on  alarm  data  from  three  rather  than  two  sensors.  A  fairly  accurate 
estimate  of  speed  is  desired  to  predict  intruder  whereabouts  between  arrays. 
Since  estimation  of  intruder  number  is  also  a  function  of  velocity,  a  good 
estimate  of  speed  is  essential  to  obtain  the  best  estimate  of  the  intruder  count. 

c.  Certain  false  alarm  events,  such  as  animal  movements,  can  be  more  easily 
recognized  if  the  alarms  are  received  from  multiple  sensors  spaced  known 
distances  apart. 
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4.2. 3.1  (C)  (Continued) 
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d.  'Fhe  sensor  must  operate  unattended  over  extended  periods  of  time.  Therefore, 
the  addition  of  the  extra  two  sensors  to  the  three  required  to  extract  the  desired 
intrider  information  will  permit  the  loss  of  two  sensors  before  the  performance 
of  the  array  will  be  significantly  degraded.  In  fact,  three  of  the  five  sensors  can 
be  lost  and  the  array  will  still  supply  data  to  produce  fair  estimates  of  the  intru> 
der  characteristics. 

e.  Addition  of  4th  or  5th  sensor  only  adds  redundancy  and  is  a  straight  sensor  cost 
vs.  increased  reliability  consideration. 

Kach  sensor  will  be  uniquely  identified  lor  intruder  direction  and  speed  to  be  deter¬ 
mined.  'Fhe  number  of  sensors  per  array  may  be  expanded  up  to  eight  if  attrition  rates 
in  the  field  indicate  that  such  is  \\arranted.  'Fhe  number  to  be  emplaced  may  also  be  re¬ 
duced  to  as  few  as  three  provided  that  the  sensors  exhibit  an  exceptionally  low  attrition 
rate. 


The  decision  to  set  the  sensor  detection  railius  at  10  meters  and  to  place  them  off 
the  trail  centerline  by  a  distance  ot  4  ineter.s  or  less  is  a  compromise  bidween; 

a.  Holding  the  sensor  detection  /.one  to  a  mimmum  so  that  a  btdter  resolution  of  the 
intruder  count  can  Ix^'  (jbtamed,  i.e.,  the  smaller  the  ^one,  the  belter  the  estimate 
of  count. 

b.  Having  a  large  enougii  detection  >ujne  so  lliat  Uie  alarm  sequence  produced  by  an 
intruder  \sill  clearly  itulicate  his  presence.  This  sequence  must  consist  of 
three  or  more  consecutive  alarms.  Therefore,  a  detection  zone  of  IG  meters 
or  greater  is  required  to  assure  3  or  more  alarms  for  the  ex|)ected  intruder 
velocities  and  the  recommendc-d  alarm  repoiting  rate.  As  shown  later  in 
Section  1.2.  4.  this  allows  the  intruder  count  to  Ixi  estimated  within  ±30  percent. 

The  spacing  of  oO  meters  between  sensors  was  chosen  for  the  following  reasons: 

a.  At  this  spacing,  an  average  of  only  2  to  3  sensors  will  be  simultaneously  report¬ 
ing  alarm  activity  when  the  array  is  intruder  by  large  threat  groups.  TTius, 
alarm  messages  converging  on  an  H  H  from  the  sensor  array  will  be  kept  with¬ 
in  tolerance  relative  to  message  interference  levels. 

b.  Sensor-to-H  H  range  will  not  exceed  200  meters. 

c.  The  sensors  are  spaced  widely  enough  apart  Uj  permit  averaging  out  any  short¬ 
term  variations  in  intruder  speed. 

d.  The  sensors  are  spaced  close  enouj^  together  so  that  installation  of  the  array 
can  be  completed  in  a  reasonable  amount  of  time.  For  example,  if  one  assumed 
that  the  deployment  team  moved  from  one  sen.sor  position  to  another  at  a  rate 

of  1  to  2  meters,  second,  it  would  lake  less  than  a  minute  to  get  from  one  sen¬ 
sor  to  another. 

4.2.  3.2'  (C)  Fence  Array 

The  sensor  array  configuration  proposed  for  launch  area  surveillance  is  shown  in 
Figure  4-lk.  The  array  has  been  configured  to  act  as  a  sensor  fence.  Placed  along 
the  perimeter  of  a  suspected  launch  area,  it  will  detect  anybody  moving  into  the  area. 
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4.2. 3.2  (C)  (Continued) 


The  ma.ximum  extent  of  the  array,  or  fence  section,  has  been  set  at  about  400 
meters.  This  length  is  based  on  the  maximum  effective  sensor  transmitter  range, 
which  is  200  meters  through  hea\T  jungle.  Fach  section  is  made  up  of  R  seismic 
sensors, each  having  an  effective  detection  range  of  30  meters.  The  H/R  is  placed 
near  the  center  of  the  array,  so  that  the  two  end  S  'T  units  must  not  transmit  more 
than  about  200  meters. 

The  r.ange  of  30  meters  is  considered  to  be  the  maximum  reliable  detection  range 
for  a  seismic  sensor  when  a  low  false  alarm  rate  is  essential. 

It  should  also  be  noted  that  the  sensors  within  the  array  overlap  each  other  by 
2  to  3  meters.  This  overlap  is  necessary  to  keep  the  array  from  having  dead  zones 
between  adjacent  sensors.  The  sensor  detection  sen8iti\ity  is  expected  to  vary  some¬ 
what  as  a  function  of  the  soil  conditions.  The  overlap  is  intended  to  compensate  for 
this  uncertainty. 
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Another  reason  for  the  overlap  is  that  the  fence  sensors  must  provide  an  alarm 
pattern  which  clearly  indicates  threat  activity  in  the  presence  of  random  false  alarms. 
Figure  4-15  shows  a  plot  of  the  number  of  alarms  which  will  be  emitted  by  a  30  meter 
S/T  unit  as  a  function  of  the  distance  from  the  sensor  an  intruder  passes  through  the 
sensed  field.  Intruder's  velocity  has  been  assumed  to  be  1  meter  per  second.  It  can 
be  seen  from  the  plot  that  when  adjacent  sensor  fields  are  overlapped  by  2  meters,  all 
intrusions  will  cause  at  least  6  alarms.  In  fact,  the  number  of  alarms  will  be  10  or 
greater  with  a  probability  of  0. 85.  An  alarm  sequence  of  this  length  will  be  clearly 
recognizable  in  the  presence  of  false  alarms.  The  alarm  numbers  Just  cited  are  for  a 
single  man  passing  through  the  fence  array.  Considerably  larger  numbers  can  be 
expected  when  a  launch  party  consisting  of  several  men  moves  into  the  launch  area. 
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Figure  -1-15  (C).  Number  of  Alarms  as  a  Function 
of  Intruder's  Path  (U) 


It  is  quite  conceivable  that  a  fence  array  could  be  deployed  in  an  area  where  RF 
propagation  losses  are  not  great  and  false  alarm  rates  are  very  low.  In  such  a  case, 
the  length  of  the  array  may  be  extended  beyond  the  400  meters  by  using  more  than 
8  sensors^,  or  by  separating  the  sensors  so  that  improbable  crossing  zones  are  not 
covered.  Examples  of  such  applications  are  depicted  in  Figures  4-16  and  4-17. 


Since  only  8  sensors  can  be  uniquely  identified,  expanding  the  array  to  more  than  8 
sensors  will  require  assigning  the  same  ID  code  for  two  adjacent  sensors,  thus 
decreasing  the  location  resolution  by  a  factor  of  two. 
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Figure  4- in  (1).  Deployment  of  Fence  Arrays  for 
Launch  Area  Surveillance  (1) 


4.2.4  (C)  .•\larm  Patterns 
4.  2.4.1  (C)  Computer  Simulation 


A  computer  program  has  been  developed  to  svTithcBize  the  alarm  pattemB  which 
will  result  when  a  group  of  intruders  pass  through  the  proposed  sensor  arrays.  The 
program  was  designed  to  permit  adequate  flexibility  in  choosing  both  the  intruder 
group  characteristics  and  the  array  characteristics.  The  following  parameters  were 
varied; 


a.  Number  of  sensors 

b.  Sensor  detection  radius 

c.  Distance  from  sensor  to  trail 
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Fljfurc  4-17  (U).  Extendcnl  Fence  Array  Dcplov’ment  Configurations  (U) 


4.  2. 4.1  (C)  (Continued) 

d.  Spacing  between  sensors 

e.  Sensor  maximum  reporting  rate 

f.  Number  of  Intruders 

g.  Minimum  spacing  between  Intruders 

h.  Spacing  between  intruders 

i.  Speed  of  intruders 

J.  Average  false  alarm  rate. 
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4.2.4. 1  (C)  (Continued) 

When  these  parameters  were  inserted  Into  the  program,  the  actual  spacings  between 
intruders  and  the  actual  times  at  which  false  alarms  occur  were  determined  from 
appropriate  probability  distributions.  The  minimum  of  2  meters  and  a  most  likely 
spacing  of  4. 5  meters  between  intruders  were  used  to  define  a  Rayleigh  distribution  of 
the  probability  of  spacings.  This  is  shown  in  Figure  4>18.  The  spacings  between 
intruders  in  a  group  were  theu  chosen  according  to  this  distribution. 
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Figure  4-lH  (C).  Probability  Density  Function  used  to  Select 
Intruder  Sparing  at  Random  (U) 


The  (iecision  as  to  whether  or  not  a  false  alarm  occurred  within  a  lime  interval  T 
was  based  on  the  following  procedure.  A  Bernoulli  random  variable  X  was  defined 
with  the  following  valu'^s  and  interpretations: 


PROBABILITY 

VALLE 

OF  OCCL  RRENCE 

INTERPRETATION 

P 

A  false  alarm  occurred  in  the  interval  T. 

^2 

1-p 

No  false  alarm  occurred  in  the  interval  T. 

This  random  variable  can  be  modeled  by  a  biased  coin  where  the  event  "heads"  occurs 
with  probability  p ,  and  "tails"  with  probability  1-p.  At  each  inten'al  T,  and  for  each 
sensor  in  the  array,  the  biased  coin  would  then  be  flipped  to  determine  if  a  false  alarm 
occurred.  In  the  computer  simulation,  the  computer  was  programmed  to  Insert  the 
false  alarms  in  accordance  with  a  random  marker  table  with  the  appropriate  rate  of 
occurrence. 
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The  computer  readouts  show  the  sensors  from  left  to  right  across  the  page  in  the 
same  order  as  they  are  placed  along  the  trail.  On  the  left  hand  side  of  the  page,  time 
is  shown  in  4-second  increments.  Two  alarm  patterns  are  displayed.  The  first  is  the 
pattern  in  which  the  cause  of  each  alarm  is  identified  by  a  different  symbol.  Thus  "O" 
means  that  no  alarm  (False  or  True)  occurred  during  the  interval.  A  "1"  identifies  an 
alarm  caused  by  an  intruder  while  a  "2"  identifies  a  false  alarm.  A  "3"  means  that  a 
folse  alarm  also  occurred  in  the  4-8econd  interval  when  an  alarm  was  caused  by  the 
intruder(s).  The  second  is  the  alarm  pattern  that  would  be  received  at  the  CSC.  In 
this  case,  the  cp  jse  of  individual  alarms  will  not  be  knoMU  and,  therefore,  all  alarms 
are  shown  by  a  '  1". 

4. 2. 4. 2  (C)  Results  of  Computer  Simulation 

The  computer  model  was  used  to  produce  a  number  of  alarm  patterns  to  study  the 
following; 

(1)  Effect  of  intruder  spacing  on  alarm  st*quences 

(2)  The  influence  of  false  alarm  rate  on  the  tiaie  alarm  pattern 

(3)  Sensor  detection  radius  requirement 

(4)  The  effect  of  sensor  spacing  on  the  number  of  S/T  units  active  at  any  one  time. 

Several  important  observations  were  made  from  these  alarm  patterns.  These  are 
discussed  below; 

Observation  #1;  A  fixed  number  of  men  traveling  at  a  fixed  speed  will  produce 
a  widely  varying  alarm  pattern  depending  on  the  spacing 
between  the  men  in  the  column. 

This  is  demonstrated  in  Figure  4-19.  Part  A  shows  the  alarm 
pattern  produced  by  two  men  spaced  4  meters  apart.  The  men 
produced  9  alarms  .as  they  passed  Sensor  No.  1.  In  Part  B.  the 
spacing  was  increased  to  10  meters.  This  resulted  in  producing 
12  alarms  as  the  two  men  passed  Sensor  No.  1.  Part  C  showed 
that  when  the  spacing  is  changed  to  17  meters  the  number  of 
alarms  go  up  to  15. 

Observation  #2;  A  10;  1  or  better  ratio  of  true-alarm-rate  to  false-alarm  rate  is 
needed  to  assure  that  data  will  not  be  obscured  by  randomly 
occurring  false  alarms. 

This  is  illustrated  in  Figure  4-20.  Part  A  shows  the  alatm 
pattern  produced  by  one  man  against  an  average  background 
false  alarm  rate  of  one  in  40  seconds.  Sensor  maximum  alarm 
rate  was  one  in  4  seconds,  thus  giving  a  true-to-falsc  alarm  rate 
ratio  of  10;  1.  Note  that  the  alarm  pattern  produced  by  the 
intruder  stands  out  clearlv  against  the  bacl^round. 
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Figure  4-19  A  (C).  Influence  of  Spacing  between  Men  on  Alarm  Patterns  (U) 
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Flgjire  4-19  B  (C).  Influence  of  Spacing  between  Men  on  Alarm  Patterns  (U) 
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Obeervation  #2:  Part  B  shows  the  alarm  pattern  produced  by  one  man  against  a 
(Cont)  background  false  alarm  rate  of  one  in  20  seconds.  The  true>to« 

false  alarm  rate  ratio  here  is  5:1.  False  alarms  frequently 
appear  in  consecutive  or  near-consecutive  reporting  intervals 
and  could  be  misleading.  A  sufficient  number  of  fiilse  alarms 
appear  at  the  beginning  and  end  of  valid  alarm  sequences  and 
m^ht  cause  errors  in  speed  and  group  sire  estimates. 

Part  C  shows  a  one-man  alarm  pattern  against  a  background 
false  alarm  rate  of  one  in  10  seconds.  The  true-to-false  alarm 
rate  ratio  under  this  condition  is  5:2.  Distinguishing  the  alarm 
pattern  here  is  extremely  difficult,  if  not  impossible,  and  many 
false  targets  would  doubtlessly  be  reported. 

Observation  #3:  At  least  three  alarms  per  sensor  are  needed  to  assure  recogni¬ 
tion  of  an  intrusion  in  the  presence  of  a  true-to-false  alarm 
ratio  of  10;  1 . 

This  is  illustrate<l  in  Figure  •1-20A.  With  this  true-  to  false- 
alarm  ratio,  false  alarms  appear  frequently  in  clusters  of  two. 

If  sensors  are  designc<I  and  emplaced  to  give  a  minimum  of 
three  const*cutIve  alarm.«  for  a  single  intruder,  this  pattern 
should  Ih*  easily  recogniz.nble  by  the  C.SC. 

Observation  A  10  meter  detection  nidius  satisfies  the  requiremenl  of  at  least 
three  alarms  for  a  single  Intruder  traveling  at  rates  of  from 
.am  sec  to  1..*)  m  sec.  A  .Vmeter  detection  radius  dot^s  not. 
(Both  sensor.s  arc  plactsl  at  a  distance  of  1  '?,  their  detection 
radius  from  the  trail.  i 

Part  A  of  Figure  4-21  shows  the  alarms  produced  by  a  single 
man  passing  a  10  meter  radius  sensor  while  Part  B  of  the  same 
figure  shows  the  alarms  produced  by  a  single  man  passing  a 
5-mcter  radius  sensor.  Speed  in  both  cases  is  1 . 5m/sec  which 
represents  the  worst  case  since  for  all  slower  speeds  there  will 
be  more  alarms  than  shown  here. 
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Figure  4-21  (C),  Alarm  Patterns  from  Sensors  with  5  Meter 
and  10  Meter  Detection  Ranges  (U) 
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4.  2. 4. 2  (C)  (Contiaued) 


CONFIDENTIAL 


Obeervation  »5:  It  is  unlikely  that  a  group  of  intruders  will  cause  more  than 
three  sensors  in  a  trail  array  to  alarm  in  a  given  reporting 
interval. 

This  is  illustrated  in  Figure  4-22.  For  sensors  with  Hp  =  10  m, 
50  m  between  sensors  and  a  20  man  intrusion  group  with 
4.  5  meters  as  the  most  probable  spacing  (spacing  no  closer  than 
2  meters),  the  observed  alarm  sequence  is  summarized  below; 

Number  of  Sensors  Percent  of  Total 

in  Alarm  Stale  Alarm  Time 


•M 

4f» 

19 
0 
0 

It  iri  felt  that  infiltration  in  groups  laitter  than  20  men  will  lie 
seen  onl\  rarelv  .xince  large  groups  usually  fragment  to 
rnininii/e  (xissibilitv  of  detection. 

4.  2.  .5  (C)  Kxtriction  of  InteIIigen<-e  Alniut  th«‘  Threat 

4.2.5.!  (C)  Oeneral 

.Section  2.5  llstt'd  the  tv(><'  of  intelliK<’nce  information  which  the  remote  surveillance 
system  shouhl  .‘uipplv  in  ortler  to  provide  the  air  base  with  an  earlv  warning  of  an 
impending  attack.  This  section  discusses  how  smh  int<dlig<*nre  can  lie  extracted  from 
the  alarm  patterns  eniitte<l  t)v  the  I  unit  ami  what  are  some-  of  the  accuraev 
Umltation.s. 

Since  the  trail  arravs  are  the  ones  intendefi  to  provide*  the  early  warning  of  enemy 
movements,  onlv  the  trail  arravs  will  lie  useel  in  the  following  discussion.  However, 
the  inform.ation  vield  from  the  fence  arravs  mav  be  derived  in  a  similar  manner. 

1.2..5.2  (C)  Direction  of  Travel 


For  a  threat  group  moving  dowm  a  trail  and  entering  the  array,  the  CSC  will 
normally  be  able  to  derive  direction  of  travel  as  soon  as  a  target  is  delected.  Detection 
is  to  be  expected  at  one  or  the  other  of  the  sensors  at  the  extremes  of  the  array.  As 
the  enemy  approaches  other  sensors  in  the  array,  the  alarm  sequence  will  verify 
initial  estimates  as  to  the  presence  and  direction  of  travel. 

4.2.5.  .1  (C)  Speed 

Average  speed  may  be  initially  determined  from  the  distance  between  the  first  two 
sensors  to  register  an  alarm  and  the  time  between  their  alarm  sequences.  Speed  may 
be  redetermined  as  other  sensors  and,  eventually,  other  arrays  detect  the  threat. 


1 
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Figure  4-22  (C). 


Alarm  Pattern  for  Twenty-man 
Intrusion  Group  (U)  (Sheet  1  of  2) 
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4. 2.5.  3  (C)  (Continued) 


CONFIDENTIAL 


Figure  4-23  shows  both  a  plan  view  of  two  trail-array  sensors  and  the  alarm 
sequence  produced  by  a  threat  group  moving  past  those  sensors.  To  calculate  the 
speed  V,  at  which  the  threat  group  moved  past  the  sensors,  consider  the  following 
equation  relating  speed  to  the  time  between  alarm  sequences,  and  the  distances  as 
defined  in  Figure  4-23. 


It  is  apparent  that,  if  the  two  sensors  have  the  same  detection  radii  and  are  placed  at 
the  same  distance  from  the  trail,  the  above  equation  reduces  to 


V 


JD 

T 


i.e.,  D'=D. 


(3) 


It  is  expected  that,  generally,  sensors  will  be  sufficiently  alike  in  characteristics  to 
permit  using  this  simplified  relationship,  i.e.,  small  variations  in  detection  radii  and 
distance  from  trail  centerline  can  be  neglected. 

Assuming  that  the  arrival  times  of  the  alarms  are  noted  accurately  at  the  CSC, 
good  speed  estimates  are  possible  if  the  distance  between  sensors  is  known.  It  should 
be  not^  that  a  given  percentage  error  in  the  distance  measurement  assumed  will  give 
rise  to  an  equivalent  percentage  error  in  the  speed  estimate. 

4.  2.  5. 4  (C)  Approximate  Count 


The  number  of  alarms  which  the  threat  group  produces  as  it  passes  a  sensor  may 
be  used  to  estimate  the  number  of  men  (count)  in  the  group.  To  examine  the  validity  of 
a  count  obtained  in  this  fashion,  one  must  consider  the  factors  which  may  influence  the 
number  of  alarms  produced  by  a  given  number  of  men. 


a.  Distance  of  sensor  from  the  trail  -  Provided  the  distance  from  sensor  to 
trail  does  not  exceed  30  to  40  percent  of  the  sensor's  detection  radius,  a 
change  in  sensor-to-trail  distance  has  a  negligible  effect  upon  the  alarm  count. 


b.  Speed  at  which  the  group  is  moving  -  The  alarm  count  is  related  to  the 
intruder  speed  as  follows; 


No.  of  Alarms 


Length  of  Column  ^  Rjj 
(Speedl  (Reporting  Interval) 


(4) 


Speed  may  be  expected  to  vary  from  about  .  5  meters /second  to  about 
1.  5  meters /second  causing  a  3:1  variation  in  the  number  of  alarms. 
Fortunately,  since  speed  will  be  obtained  separately,  corrections  can  be 
made  to  account  for  such  a  variation. 
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c.  Spacing  between  men  in  the  threat  group  -  The  alarm  count  can  be  changfxl 
considerably  by  varying  the  spacing  between  the  men  in  the  threat  group. 

This  is  demonstrate  in  Figure  4-20.  In  practice,  however,  it  is  not  expected 
that  the  spacing  between  men  would  var>'  as  widely  as  those  chosen  for  the 
illustration.  Thus  the  danger  of  sustaining  casualties  from  an  ambush  or 
mines  tends  to  keep  the  men  ffom  moving  in  close  formation  while  control 
problems  on  the  other  hand,  tend  to  preclude  extreme  spreading.  It  is, 
therefore,  expected  that  by  choosing  an  average  spacing  of  5  meters  between 
men  and  converting  the  alai-m  count  to  a  count  of  personnel  on  this  basis  will 
generally  give  an  estimate  correct  to  within  30  percent  of  the  actual  count. 

The  final  relationship  needed  to  estimate  intruder  count  is; 

_ Fstimated  Column  Length 

Estimated  Average  Spacing  Between  Men  =  5  Meters 


w  he  re 

NA  l  olal  Alarm  Count  for  One  Sensor 
\'  Estimated  Inliaidcr  .'<iK*e«i 
lU  Sensor  Iteporting  Intcn’al  (Assumeii  to  lie  1  Seconds) 

4.2.0  (C)  Shape  of  the  Wide  Area 

As  describe<l  in  Section  3.2,  the  S  i  units  will  report  their  alarms  cither  directly 
or  via  an  H  R  to  the  R  I  unit.  The  latter  for  economical  and  logistics  reasons  should 
be  located  so  that  it  can  collect  alarms  from  as  m.any  arrays  as  practical.  This  leads 
to  the  question  of  the  geometrical  shape  of  the  Wide  .-Xrea. 

Initially  the  Wide  Area  was  thought  of  as  a  rectangular  area  of  273,000  square 
meters  with  the  long  side  no  longer  than  four  times  its  short  side.  A  Wide  Area  which 
conforms  to  these  dimensions  and  which  contains  three  arrays  is  shown  in  Figure  4-24. 
If  the  shown  trail  junction  is  the  only  place  within  the  maximum  reception  range  of  the 
R/l  where  sensors  are  to  be  emplaced,  then  the  rectangular  shape  for  the  Wide  Area 
is  as  good  as  any.  However,  situations  will  frequently  be  encountered  where  there  are 
other  trail  junctions  within  the  maximum  reception  range  of  the  R/I.  An  illustration  of 
such  a  situation  is  shown  in  Figure  4-25.  An  examination  of  this  figure  leads  to  the 
conclusion  that  in  order  for  all  these  arrays  to  be  able  to  report  to  the  same  R/I  the 
required  shape  for  the  Wide  Area  shall  be  clrcula?*.  Since  the  maximum  reception 
range  in  the  rectangular  area  was  about  1000  meters,  it  appears  that  the  radius  of  the 
circle  shall  therefore  also  be  about  1000  meters. 
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To  demonstrate  that  the  circular  area  concept  is  superior  to  the  rectangular,  an 
exercise  was  conducted  in  which  surveillance  was  to  be  obtained  over  an  extensive 
trail  network.  The  following  criteria  was  appUed: 

a.  Surveillance  was  to  be  established  on  all  approach  routes  so  that  the  intruders 
could  be  traced  as  the>  moved  tow'ard  the  air  base. 

b.  The  arrays  were  to  be  emplaced  so  that  at  least  once  every  hour  intruders 
would  pass  through  an  array  (assume  an  average  velocity  of  0.6  to 

1  meter/ sec). 

c.  R  I  units  were  to  be  placed  on  high  ground,  whenever  possible,  in  an  effort 
to  minimize  propagation  losses. 

Figure  4-26  shows  the  resulting  distribution  of  the  Wicie  Areas  using  the  rectangular 
shape  while  Figure  4-27  shows  the  same  when  the  circular  shape  is  usetl.  Comparison 
of  the  two  results  prove  the  follow  ing; 

a.  Fight  Wide  Areas  ;tre  required  to  meet  the  trail  sui"\'eillance  requirement 
'i.sing  the  rectangular  as  opf)ose<i  to  only  six  when  the  circular  Wide  Areas 
are  used.  Thus,  a  savings  of  2r>  percent  w:is  realized  in  terms  of  i^quipment 
alon<‘. 

i».  High  ground  surrounding  the  tniils  can  bt*  better  utiliz.e(i  in  placing  the  H  'I's 
when  the  circular  shape  Wide  Areas  are  used. 

c.  Sensor  arrays  can  be  more  optimally  spread  out  along  the  trail.s  using  the 
circular  Wide  .Areas.  This  le.'uis  to  a  l)etter  thr<*at  tracking  with  fewer 
Wide  Areas. 

The  circular  Wide  .Area  concept  is  al.so  Indter  suite<l  for  handling  fence  arrays.  The 
reason  for  this  is  that  there  will  be  much  le.ss  restriction  on  the  possible  fence 
configurations  which  can  be  u.sed,  i.e. ,  the  fence  arrays  can  be  spread  out  more  to 
cover  the  most  prol)able  entry  routes  into  .i  suspected  launch  area. 

Therefore,  It  is  recommendofl  that  a  Wide  Area  is  defined  as  th.at  area  which 
surrounds  the  R  I  within  a  radius  of  1000  meters.  It  should  be  noted,  however,  that 
this  does  not  require  that  all  Wi<le  Areas  are  of  this  size.  The  definition  is  only 
intended  to  set  a  logical  upper  bound  on  size  and  shape. 

4.  2.7  (C)  Selection  of  Wide  Areas 


4. 2. 7.1  (U)  General 

A  map  exercise  was  conducted  to  gain  a  better  insight  into  the  selection  process 
of  Wide  Areas  to  protect  an  airbase.  An  existing  air  base  (Pleiku,  Vietnam)  and  its 
environs  were  selected  as  representing  a  typical  situation  in  which  the  BESS  system 
might  be  deployed.  Although  the  air  base  used  in  this  exercise  was  taken  from  the 
SEA  theater,  it  presents  a  network  of  trails,  roads,  rivers  and  mountains  similar 
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4. 2. 7.1  (U)  (Continued) 

In  many  ways  to  those  found  any  place  in  the  world.  Hence,  the  results  of  the  exercise, 
shown  in  Figure  4-28,  may  be  considered  to  be  indicative  of  what  the  requirements  of 
the  BESS  system  may  be  in  any  world- wide  deployment  where  an  omni-<ttrectional 
surveillance  over  the  environs  of  an  air  base  is  required. 

The  specific  objective  of  the  exercise  was  to  determine: 

a.  Approximately  how  many  Wide  Areas  are  required 

b.  The  distribution  pattern  of  Wide  Areas. 

4. 2. 7. 2  (C)  Selection  Criteria 

Trail  arrays  were  emplaced  to  detect  signiflcant  enemy  use  of  the  existing  trail 
and  road  network.  The  following  criteria  were  used  to  select  the  location  of  the 
Wide  Areas: 

a.  Acquire  the  intruder  as  soon  as  possible  after  he  comes  within  the  24  km. 
radius.  (This  is  heavily  influenced  by  the  considerations  mentioned  in  c  and 
d  below. ) 

b.  Re-acquire  the  intruder  at  least  once  more  before  he  reaches  the  10  km. 
radius. 

c.  Make  maximum  use  of  available  high  ground  to  provide  communications 
to  the  base. 

d.  Provide  surveillance  over  "choke  points"  in  the  trail  network. 

e.  Intensify  surveillance  of  trails  within  the  zone  from  8  to  10  km  from  the  base. 

f.  Avoid  areas  which  come  under  other  surveillance.  (An  example  might  be  a 
heavily  patrolled  road. ) 

g.  Where  possible,  economize  by  selecting  Wide  Area  locations  which  permit 
coverage  of  several  routes  of  approach. 

Fence  arrays  were  emplaced  to  deny  the  enemy  the  use  of  the  most  favorable 
launch  points  or  firing  points.  The  selection  of  these  points  was  based  on: 

a.  Range  of  enemy  weapons 

The  maximum  range  of  enemy  weapons  serves  to  limit  the  area  from  which 
an  attack  may  be  conducted.  Allowances  must,  of  course,  be  made  for  the 
added  range  obtainable  from  elevated  firing  points. 

b.  Foliage  and  terrain 

Launch  points  must  be  relatively  open  and  free  of  terrain  obstacles. 
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c.  Visibility  to  the  base 

Although  it  is  by  no  means  necessary,  the  ability  to  observe  the  base  from  the 
vicinity  of  the  launch  point  is  a  distinct  advantage  in  sighting  and  correcting 
fire. 

d.  Long  axis  of  target 

It  is  particularly  desirable  to  launch  from  those  sites  where  small  errors  in 
range  will  not  cause  a  complete  miss  of  the  target. 

e.  Availability  of  suitable  cache  sites,  avenues  of  approach,  and  withdrawal. 

f.  Absence  of  other  means  of  surveillance. 

4.2.7.  (C)  Results 

The  results  obtained  from  this  exercise  are  summarized  below: 

a.  A  total  of  91  Wide  Areas  were  required  to  detect  enemy  personnel  moving 
toward  the  air  base. 

b.  Each  Wide  Area  containeti,  on  the  average,  4  arrays. 

c.  A  total  of  225  trail  arrays  were  required. 

d.  A  total  of  85  launch  area  arrays  were  required. 

e.  Maximum  array  density  was  obtained  within  the  8-10  km  zone  where  about 
.10  percent  of  the  arrays  were  located. 

4.  2.  8  (C)  Information  to  be  Conveyed  by  the  Alarms 

4.  2.  8. 1  (C)  General 

Each  alarm  shall  carry  a  message  which,  alter  decoding  will  answer  the  following 
two  questions;  (1)  What  cau8e<l  the  alarm?  and  (2)  Where  did  it  come  from  ?  In  brief, 
the  Information  which  must  be  conveyed  by  the  alarm  signal  must  consist  of: 

(1)  address,  and  (2)  cause,  or  status.  The  requirements  of  each  of  these  are 
discussed  below. 

4. 2.  8. 2  (C)  Address 

The  purpose  of  the  address  is  to  allow  the  CSC  to  pinpoint  the  location  of  the  sensor 
which  emitted  the  alarm.  The  following  "postal  zone"  concept  has  been  devised  to  make 
possible  identification  of  each  sensor  emplaced  within  the  8-24  km  annulus. 
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4. 2. 8. 2.1  (C)  Number  of  Sectors 

The  US  Air  Force  concept  for  the  local  ground  defense  of  air  bases  calls  for  the 
establishment  of  sectors  of  defense  responsibility.  The  number  of  sectors  per  air 
base  will  vary  from  one  air  base  to  another  but,  in  general,  is  expected  to  between 
three  and  five.  In  order  to  permit  integration  of  the  BESS  system  into  this  air  base 
defense  concept,  the  annulus  containing  the  sensors  will  be  divided  into  from  three  to 
five  sectors.  Consequently,  the  sector  address  must  be  able  to  identify  one  out  of  five 
possible  sectors.  The  sector  address  vvill  be  added  by  the  LRT  to  avoid  unnecessary 
lengthening  of  the  alarm  message  during  the  S/T-to-R  'I  alarm  relaying  process. 

4. 2.  8. 2. 2  (C)  Number  of  Wide  Areas 

Based  upon  the  results  obtained  during  the  exercise  described  in  Section  4.  2.  7,  it 
is  postulated  that  the  maximum  number  of  wide  areas  for  any  one  air  base  will  not 
exceed  180.  If  an  air  base  is  divided  into  three  defense  sectors  and  assuming  that  the 
distribution  of  the  Wide  Areas  within  the  annulus  is  more  or  less  random,  each  sector 
could  contain  as  many  as  60  Wide  Areas.  Consequently,  the  Wide  Area  address  must 
be  able  to  identify  one  out  of  60  possible  Wide  Areas.  The  Wide  Area  address  will  be 
generated  at  the  S/T's  to  aid  in  the  identification  and  suppression  of  other  near-by 
Wide  Area  signals  during  the  S/T-to-R/T  alarm  relaying  process. 

4.  2.  8. 2.  3  (C)  Number  of  Arrays 

Examination  of  Figure  4-28  reveals  that  conditions  may  be  encountered  where  as 
many  as  8  arrays  are  located  within  a  single  wide  area.  Therefore,  the  array  address 
must  be  able  to  identify  one  out  of  possible  “  arrays.  The  array  address  will  also  be 
generated  at  the  S/T's. 

4.  2. 8. 2. 4  (C)  Number  of  Sensors 

As  discussed  in  Section  4.2.3,  there  will  be  .3  sensors  employed  in  the  trail  array 
and  as  many  as  8  sensors  in  the  fence  array.  Therefore,  the  sensor  address  must  be 
able  to  identify  one  out  of  8  possible  sensors.  The  sensor  address  will,  of  course,  be 
generated  at  each  S/T.  ^ 

4.  2.  8.  3  (C)  Type  of  Alarm 

This  information  is  intended  to  convey;  (1)  most  probable  cause  of  the  alarm, 

(2)  indication  of  the  operational  status  of  the  S/T  unit,  and  (3)  whether  or  not  the 
auxiliary  sensor,  if  one  Is  used,  is  also  detecting  the  presence  of  the  target. 

4.  2.  8.  3.1  (C)  Target  Classification 

At  the  present  tlmc^the  state-of-the-art  in  alarm  discrimination  has  not  yet  reached 
the  level  of  sophistication  where  the  discriminator  not  only  decides  that  a  target  is 
present  but  also  identifies  the  type  of  target.  It  is  expected,  however,  that  in  the  near 
fiiturc^techniques  will  be  developed  to  make  target  classific<ation  possible.  In  anticipa¬ 
tion  of  this  event.  It  is  required  that  at  least  the  following  three  different  types  of 
target  classifications  can  be  conveyed  by  the  alarm:  (1)  personnel,  (2)  vehicles,  and 

(3)  nuisance. 
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4. 2. 8. 3. 2  (C)  StatuBofS/T 

The  encoding  of  the  alarm  must  be  such  as  to  provide  a  unique  indication  when  the 
self  test  of  the  S/T  unit  is  successfully  completed.  Failure  to  receive  such  an  alarm 
will  be  interpreted  at  the  CSC  that  the  S/T  unit  has  ceased  to  perform  its  function. 

4. 2. 8. 3. 3  (C)  Alarm  from  Auxiliary  Sensor 


The  encoding  of  the  alarm  must  also  provide  a  unique  indication  for  the  status  of 
the  auxiliary  sensor,  when  one  is  used.  Both  possible  conditions,  auxiliary  sensor  is 
ON  and  auxiliary  sensor  is  NOT  ON,  must  be  indicated.  The  information  as  to  whether 
an  auxiliary  sensor  is  being  used  witii  a  particular  S/T  unit  is  to  be  stored  in  the  CSC 
and,  hence,  need  not  be  conveyed  by  the  alarm. 

4.3  (C)  ALARM  TRANSMISSION  ANA L\"SIS 

4.  3. 1  (C)  Comments  on  Overall  Approach 


To  convey  the  alarms  irum  the  S,  T's  to  the  U/1,  a  data  link  is  required  to  transmit 
the  short,  somewhat  sporadic,  digital  messages.  A  unique  facet  of  the  BESS  data  link 
is  the  fact  that  as  much  as  25  percent  of  the  raw  data  may  be  lost  without  affecting  signi¬ 
ficantly  the  probability  of  detecting  a  threat.  Hence,  in  contrast  to  many  other  types  of 
digital  communication  systems,  the  U'AUS  data  link  does  not  require  an  extremely  low 
data  loss  rate.  One  can  sacrifice,  therefore,  some  data  loss  in  exchange  for  simplicity 
in  system  operation  and  hardware  design.  It  should  also  be  noted  that  Uiis  data  link  dif¬ 
fers  from  many  other  links  in  that  the  message  lengtlis  are  extremely  short  thus  re¬ 
quiring  frequent  synchronization. 

There  are  various  methods  of  organizing  a  communication  system  which  can 
involve  a  variety  of  multiple.xing  and  or  modulation  methods.  However,  the  most  basic 
resource  with  which  we  are  dealing  in  making  an  appropriate  choice  of  communication 
system  is  that  of  frequency  spectrum  or  channel  allocation.  After  a  considerable  study 
and  consultation  with  RADC,  a  decision  wa.s  made  to  use  a  channel  width  of  60  kHz. 

With  this  decision  made,  the  next  most  important  thing  is  to  use  this  channel  in  a  most 
efficient  manner  so  as  to  require  as  few  of  these  channels  as  possible.  One  could 
envision,  for  example,  taking  a  single  60  kHz  clunnel  and  suixiividing  it  into  a  number 
of  subbands,  each  of  which  is  devoted  either  to,  say,  individual  arrays  or  perhaps  to 
a  single  Wide  Area.  However,  such  approach  would  entail  the  use  of  filters  to  provide 
guardbands  and  may,  therefore,  be  discarded  as  inefficient  utilization  of  bandwidth. 

In  fact,  it  can  be  shown  that  the  most  efficient  way  to  use  a  single  60  kHz  band  is  to 
design  the  communication  signal  to  occupy  as  much  of  the  available  bandwidth  as 
possible  without  causing  unwanted  spillover  or  cross-talk  (interference)  in  either 
adjacent  channel.  Signals  that  make  efficient  use  of  available  bandwidth  (without 
employing  some  form  or  orthogonal  coding,  i.e. ,  pseudo-random  sequences  to 
minimize  mutual  interference)  are  those  with  minimum  time-bandwidth  (TW)  products. 
This  fact  suggests  a  burst-type  rf  signal  with  direct  modulation  by  the  baseband  digital 
signal.  Use  of  any  subcarrier,  or  tones,  in  the  modulation  process  will  yield  a  signal 
with  non-minimal  TW  product  and,  hence,  will  tend  to  make  inefficient  use  of  the 
available  spectrum. 
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The  minimum  number  of  frequency  channels  that  the  data  link  requires  is  two:  one 
for  the  S/T  to  R/R  links;  and  the  other  for  the  R  'R  to  R  1  link.  Hence,  the  simplest 
wide-open  baseline  communications  system  that  one  can  devise  is  a  two  frequency 
channel  system  with  all  the  S  T  to  R  ^R  links  sharing  one  channel  and  all  R/R  to  R/I 
links  sharing  the  other  channel.  The  principal  possible  drawback  to  such  a  wide-open 
system  is  the  potential  interference  of  one  transmission  from  other  simultaneously 
occurring  transmissions.  Before  this  can  be  evaluated,  it  is  necessan’  to  determine 
first  how  many  transmitters  operating  on  the  same  frequency  will  be  within  the  recep¬ 
tion  range  of  each  other.  But  before  this  can  be  determined,  we  need  to  analyze  the 
expected  propagation  losses  between  the  S/T's  to  R  R's  and  then  from  the  H/R's  to 
R/I's.  This  is  covered  in  the  next  section. 

4.3.2  (U)  Path  Loss  Calculations 


4.  3. 2.1  (U)  General 


In  order  to  intelligently  design  the  system,  it  is  essential  to  have  an  accurate 
method  of  predicting  the  propagation  loss  between  the  various  units  which  will  be 
located  with  horizontal  separations  of  10  to  1000  meters  and  where  the  intervening 
region  may  vary  f  rom  thick  jungle  to  open  flat  land.  It  is  the  purpose  of  this  section 
to  derive  and  illustrate  sets  of  curves  from  which  path  loss  can  be  estimated  for  any 
diverse  situation.  In  this  sectior^mks  units  will  be  used  exclusively  and  all  antenna 
gains  will  be  considered  unitv. 

4.  3.  2. 2  (L)  Propagation  Through  Forests 


Since  much  of  the  region  where  WARS  system  will  be  deployed  is  one  covered  with 
trees  of  various  degrees  of  density,  the  development  of  a  propagation  model  for  such 
an  environment  is  essential.  At  short  distances,  the  propagation  loss  in  dlj  has  been 
found  to  be  (Ref.  1)  directlv  proportional  to  antenna  separation.  This  implies  an 
exponential  loss  mechanism  and  suggests  that  the  primarv  mode  of  propagation  is  the 
direct  through-the-forest  mwle.  As  the  distance  increases,  a  gradual  transition  to 
the  so-called  lateral  wave  mode  occurs,  until  eventually  the  direct  mode  energy 
received  is  negligible  compare<l  to  that  of  the  lateral  wave.  While  the  Jansky-Bailcy 
(hereafter  JB)  empirical  model  is  satisfactor>-  for  foresteil  regions  similar  to  the  one 
in  which  their  measurements  were  made,  it  is  felt  that  an  extension  to  other  density 
forests  is  highly  desirable.  The  most  promising  model  for  this  purpose  appears  to  be 
that  of  Dence  and  Tamier  (hereafter  DT)  (Ref.  2).  The  DT  model  is  valid  only  for 
lateral  wave  propagation:  however,  bv  combining  theirs  and  the  .JR  empirical  model, 
a  hybrid  model  will  be  developed  which  will  lie  applicable  to  all  distances  and  forest 
densities  of  interest. 

4.  3.  2. 2.1  (L)  Dence-Tamir  Lateral  Wave  Model 


JB  and  several  other  investigators  have  found  strong  e\1denct  for  lateral  wave 
propagation  when  the  antenna  separation  exceeds  aljout  200  meters.  DT  reason  that 
such  propagation  can  be  simulated  by  treating  the  forest  as  a  lossy  dielectric  slab 
extending  an  effective  height  above  a  semi-infinite  earth  with  different  lossy  dielectric 
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4. 3. 2.2.1  (U)  (Continued) 

properties.  Figure  4<-'29  shows  this  model.  This  total  loss  for  propagation  between 
points  T  and  R  is  shown  to  be  divisible  into  four  distinct  contributions: 

The  loss  L  is  simply  the  loss  from  A  to  B  in  Figure  4-29: 

(if  ] 

is  the  index  of  refraction  of  the  forest 

ueen  antennas 


■-o  "  “'“*10 


8  .2,  2 

-ff  inj  - 


where  n 
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p  horizontal  separation  be 

A  frce-space  wavelength 
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is  the  loss  (hie  to  propagation  in  the  forest  layer. 
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(,/o[T7)  ( 
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The  meaning  of  the  symbols  h,  z^  ,  and  z^  arc  shown  in  Figure  4-29. 


Figure  4-29  (U).  Lateral  Wave  Propagation  Model,  Dence-Tamir  (U) 
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4. 3. 2. 2. 1  (U)  (Continued) 

While  and  L  are  independent  of  how  far  below  the  forest-air  interface  the 
forest  extends,  it  is  obnous  that  the  presence  of  the  relatively  lossy  ground  half-space 
should  incur  additional  losses  if  the  antennas  are  reasonably  close  to  it.  L.  is  an 
interference  loss  due  to  the  fact  that  there  are  numerous  paths  for  energy  ti)  follow  in 
going  from  T  to  R  within  a  dielectric  slab  of  finite  thickness.  It  is  given  by 


L.  = 


(9) 


where 


'“‘'.0 1 7:  :7?ik,h ' 
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and 
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for  vertical  polarization, 


A 


in  -1 

(rij  -  h 


For  froquencio.s  from  aO  MU/  to  2(H»  MHz,  I..  •  i  tU)  for  vertical  iwlarization  and 
for  antenna  height.s  of  1  meter  or  more.  .At  0.  i  meter  a  sample  calculation  for  thick 
forest  ro.sultcd  in  a  loss,  1.^  -1.4.3  db. 

The  loss,  .  termed  the  antenna  resistance  loss,  is  due  to  the  change  in 
antenna  impedance  caused  hv  the  proximity  of  the  conducting  ground.  It  is  given  by 


‘r  '  r'y*  *  '-r".' 


where 


L^(z)  10  log 


R.  z)  ' 
%  > 


R(7»  resistance  for  an  antenna  in  the  forest  at  height  z 

R  -  resistance  for  an  antenna  in  free  space. 

0 


(10) 
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The  ntio  R(z)/Rq  is  tabulated  by  Vogler  and  Noble  (Ref.  3)  for  infinitesimal 
dipoles. 

In  order  to  encompass  all  reasonable  forest  types.  DT  treat  three  forest  thickness 
types  whose  characteristics  are  defined  in  Table  4-2. 


Table  4-2  (U).  Forest  Type  Characteristics  (U) 
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Effective  Forest  Height  (in) 
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The  medium  forest  was  chosen  to  be  similar  to  those  measured  by  JB  (1960)  and 
Parker  and  Makarabhiromya(  1967),  and  the  other  values  were  expected  to  cover  the 
range  of  types  that  might  reasonably  Ik*  encountered. 

Since  L  is  appreciably  only  at  antenna  heights  of  less  than  a  meter,  the  curves  of 
L  ,  versus  afitenna  height  for  the  various  forest  ty|K*s,  shown  in  Figure  4-30  are  useful 
aJ  a  correction,  should  one  or  txuh  antenna  heiglUs  fall  in  this  range. 

Lj,  being  small  under  all  conditions  ot  concern  here  (±1.5  dB)  has  been  neglected 
in  this  analysis.  The  expression  for  the  remaining  loss  terms  are,  at  140  MHz: 


and 


=  15.17  ^  20logj^  'n“  -  1'  •  40  logj^^p 


(11) 


(12) 


4-52 

UNCLASSIFIED 


UNCLASSIFIED 


« 


» ' 


4 


0 


IJ,  UI' 


iMiCt.  1  so 
-  AICUHAC'>  -SDti 

0  .  tS  0  1  0  ?  0  4  10 


r.dffs 

Fijfure  l-:iO  il  ).  (Iround  Pixjxiinitv  Loss  for  Infinitesimal  Dipole  (I’l 


L;L-.2.2  (L)  .Janskv  an<l  Hailey  Model 

From  their  reams  of  data  taken  in  an  actual  forest,  .IH  were  able  to  construct  an 
empirical  model  which  agreed  fairly  well  with  the  averane  measurements  for  ranges 
from  8m  to  lOr.Pm.  At  1 10  Mil/  with  antenna  at  --.‘l.or»m  and  1.  H.'tm  the  loss  predicted 
by  this  moilel  can  be  expressed  as 
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(13) 


For  large  distances,  p  JOO  m,  the  first  term  in  the  brackets  is  negligible  so  that  at 

110  .\niz 


L,„|  ,  17.10 

JHp  large 


At  small  distances,  p<80m. 


"JH 


psmall 


19.00 


•  40  logj^p  (14) 

the  second  term  in  the  brackets  is  negligible  and  we  have 

•  20  logj^p  •  0.401.5P  (15) 
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4.3.2.2.3  (U)  Hybrid  Model 

A  hybrid  model  beeed  on  both  the  JB  and  DT  models  was  developed  next  in  order 
to  obtain  loss  prediction  for  all  antenna  separations  up  to  several  Idlometers  (JB  model) 
and  for  various  forest  types  (DT  model).  An  outline  ot  the  developmrat  of  this  model 
follows. 

At  Mitenna  separations  of  at  least  200  meters  both  the  DT  and  JB  models  are  valid, 
and  foriunately,  both  indicate  losses  which  vary  as  40  ^oSiqP  region.  If  we 

indicate  the  forest  thickness  for  the  JB  model  by  a  '*]"  then  the  DT  model  expression 
for  the  loss  is  from  Eqs.  (11)  and  (12). 


L  =  15.17*20logj^jln'-  1  i-  40logjyC 

(16) 

>  25. 4  [  Im  7n“  -  1  ]  (2hj  -  Zj  -  Zf) 

The  same  loss  from  the  JB  model  is  given  by  Eq.  (14). 

Since  these  must  be  equal,,  we  f.ui  see  that 


1.99  20  logjQ  -  1  I  ♦  25.4  [  Im (2hj  -  -  z^)  <17) 

Or  If  we  define 

20  logjp  'n^^  -  1  h  Cy  25.4  1  Im  /n^  -  1  ]  D., 

and 


then 

Cj  ^  DjSj  =  1.99  (18) 
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4. 3. 2. 2. 3  (U)  (Continued) 

For  the  mediuin  and  thick  forests  with  antenna  heists  equal  to  those  used  by  JB,  we 

can  calculate  C. ,  ,  D.  and  S  ,  S.  using  the  parameters  of  Table  4-2. 

mtmt  mi 

and  can  then  form  the  following  table  of  equations: 

Table  4-3  (U)  Parameters  for  Various  Forest  Densities.  (U) 


C 

+ 

(D) 

X 

(S) 

Medium 

-19.3 

+ 

(.534) 

(14.21) 

=  -11.71 

J-B 

+ 

D. 

) 

=  1.99 

Thick 

-10.4 

4- 

(.894) 

(34.21) 

=  20.2 

Assuming  a  linear  interpolation  for  the  JB  forest  between  the  medium  and  the  thick 
forests  of  DT.  we  find  that 

=  0.689 

and 

Sj  =  22.69 

From  this,  the  effective  height  of  the  JB  forest  can  be  found  as 
hj  =  14.24  m 

Now  the  loss  L  =  DS  is  that  due  to  the  propagation  of  the  lateral  wave  through  the 
layer  of  foliage  ^  so  that  the  coefficient  D  is  proportional  to  the  loss  rate  for  the 
various  forest  types.  In  particular,  we  have: 

^thln _ ^med _ _ ^thlck 

.285  .534  .689  .894 
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At  short  distances  the  JB  model,  Eq.  (15),  also  contains  a  term  which  represents  the 
loss  due  to  propagation  through  the  foliage. 


L. 

3 


19.06 


20  log  p  - 


(19) 


where 


a.  =  .4015 
3 


Since  both  a.  and  11.  represent  rates  of  through-the-foliage  loss  for  the  same  foliage 
density,  the\^  are  projlortional  and  the  constant  of  proportionality  is 

/ 

a. 

k  =  =  .  5845 

j 

assuming  the  same  constant  for  the  other  forest  types  we  have 
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Using  Eq.  (10)  to  correct  for  antenna  heights.  Figure  4-31  is  a  set  of  curves  using 
Eq.  (15)  at  short  antenna  separations  (  s80m)  with  smooth  curves  drawn  to  the 
corresponding  straight-line  curves  from  Eqs.  (11),  (12),  and  (14)  at  large  antenna 
separations.  The  cur\’c  labelotl  JB  has  the  same  shape  as  the  empirically  determined 
curv'e  from  Janskv-Bailey  even  through  the  transition  region. 

All  curves  were  corrected  to  1  meter  antennas  l^ecause  this  is  a  good  reference 
height  and  ground  effects  are  not  appreeiable.  The  amounts  of  correction  in  going  from 
6  ft.  and  13  ft.  antennas  to  one  meter  antennas  are,  in  order  of  increasing  forest 
thickness,  1.07  db,  2.02  db,  2.61  dli,  and  3.  .39  db  respectively. 

To  assess  the  effect  of  frequency  changes  on  the  path  loss,  a  seeond  set  of  curves. 
Figure  4-32,  was  generated  for  165  MHz.  It  was  found  that  this  much  frequency  shift 
increased  the  losses  for  eaeh  of  the  four  forest  types  by  at  most  1. 5  to  3  db  with 
smaller  changes  occurring  at  the  shorter  ranges. 
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Figure  4-31.  (U)  Propagation  Loss  at  140  MHz  Over  Flat  Forested 
Terrain  (Vertical  Polarization)  (U) 

4.3. 2.2.4  (U)  Confidence  and  Expected  Deviation 

JB  have  made  measurements  of  the  propagation  loss  as  the  antennas  are  moved 
cautiously  farther  apart.  They  found  t>v’o  modes  of  fluctuations.  First  they  observed 
violent  changes  in  path  loss  over  very  small  separation  changes  which  is  presumed  due 
to  multipath  constructive  and  destructive  interferences.  A  second  more  gradual  fluc¬ 
tuation  about  the  mean  path  loss  with  distance  is  attributed  to  forest  and  terrain  irreg¬ 
ularities.  The  latter  is  discussed  in  Paragraph  4. 3. 2. 3. 2  for  unforested  terrain. 

JB  ..ompile  statistical  information  on  the  more  rapid  fluctuations.  They  show  a 
peak  to  mean  ratio  distribution  which  is  of  the  Raylei^  type  and  which  has  a  median 
value  of  6. 7  dB  for  vertical  polarization  at  140  MHz.  It  is  a  fair  question  to  ask  what 
the  deviation  statistics  are  for  the  above  causes  acting  together  as  well  as  separately. 
Figure  4-33  supplies  these  answers.  It  is  based  on  the  following  development. 

The  rou^  terrain  model  after  Egli  has  deviations  from  the  mean  which  are  nor¬ 
mally  distributed  about  it  with  a  standard  deviation  of  8. 73  dB.  Iliis  is  perhaps  a 
somewhat  conservative  figure  for  our  case  since  it  assumes  hills  of  152  meters  heights. 
Such  irregularities  in  a  separation  of  1  km  or  less  would  rarely  be  encountered. 
Deviation  probabilities  due  to  such  terrain  irregularities  alone  are  shown  by  the  appro¬ 
priately  labeled  curve  of  Figure  4-33. 
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Figure  4-32.  (U)  Propagation  Loss  at  165  MHz  Over  Flat 
Terrain  (Vertical  Polarization)  (U) 

4. 3. 2. 2. 4  (U)  (Continued) 

If  we  assume  that  the  multipath  deviations  are  sinusoidal  in  nature,  then  the  total 
deviation,  D,  is  given  by 

D  =  R  +  MC 

where 

D,  R,  M,  and  C  are  random  variables 
R  =  deviation  due  to  rou^  terrain  only 
M  envelope  magnitude  of  deviation  due  to  multipath 

C  =  Cos  6,  determines  the  shape  of  the  multipath  deviation  curve  assumed  uni¬ 
formly  distributed. 

The  probability  that  the  total  path  loss  will  not  exceed  the  mean  path  loss  by  more  than 
dB  is  then  given  by: 
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where 

7  -  standard  deviation  due  to  rough  terrain  =  8.  73 

V  =  Rayleigh  parameter  =  64. 8 

This  is  represented  by  the  line  laljeled  "combined"  in  Figure  4-33.  The  third  line  of 
Figure  4-33  labeled  "multipath  only"  shows  the  deviation  statistics  caused  by  multipath 
alone  under  the  assumption  of  a  sinusoidal  shape.  Judging  from  JB  continuous  measure¬ 
ments  with  separation  increase  this  is  a  good  assumption.  Although  these  statistics 
are  based  on  data  taken  in  the  JB-type  forest,  it  is  expected  that  they  would  apply  with 
only  minor  modifications  to  other  forest  types  as  well. 

In  those  few  cases,  in  which  the  mean  loss  curves  are  significantly  exceeded, 
measures  are  available  for  reducing  the  loss.  For  instance,  the  JB  data  shows  that  the 
90%  confidence  peak -null  separation  changes  due  to  multipath  effects  is  only  about  1.  1 
meter  at  140  MHz.  lliis  means  that  on  the  average,  if  the  multipath  loss  is  causing  a 
6.  7  dB  loss  in  excess  of  the  mean,  a  13.4  dB  improvement  can  be  obtained  by  moving 
one  antenna  a  short  distance  to  the  minimum  loss  |X)int.  In  addition,  as  discussed  in 
other  sections,  the  raising  of  the  antennas  or  the  reduction  of  the  antenna  separation 
can  produce  very  significant  reductions  in  path  loss. 

4. 3.  2.  2.  5  (U)  Effect  of  Antenna  Height  Above  Forest  Floor 

Figure  4-34  shows  the  effect  of  antenna  heights  greater  than  one  meter  on  the  path 
loss.  The  solid  lines  represent  the  height  gains  for  the  four  types  of  forest  according 
to  the  DT  theory,  Eg.  (12).  As  would  be  expected,  the  correction  is  greater  for  the 
thicker  forests  and  increases  linearly  up  to  the  point  at  which  the  antenna  penetrates 
the  top  of  the  effective  forest  height.  Although  not  shown  in  the  figures,  one  would 
expect  the  correction  to  continue  to  increase  above  this,  ljut  at  a  reduced  rate.  Even¬ 
tually,  a  turnover  would  occur  with  corrections  becoming  smaller  as  the  vertical  dis¬ 
tance  between  antennas  becomes  larger  with  respect  to  their  horizontal  separation. 

The  hatched  and  dotted  lines  in  Figure  4-34  represent  average  heif^t  corrections 
measured  by  JB  for  two  ranges  of  antenna  separations.  The  most  notable  feature  of 
these  curves  is  the  discrepancy  between  them  and  the  DT  curves  for  small  heights, 

1-6  m.  This  is  easily  explained  by  the  fact  that  as  an  antenna  is  raised  a  little  above 
a  meter,  it  doesn;t  really  begin  to  penetrate  into  the  dense  foliage  region  for  the  first 
several  meters.  Thus,  the  height  gain  foes  not  really  increase  much  until  a  hei^t  of 
5-7  meters  is  reached.  Since  the  DT  model  assumes  a  homogeneous  forest  layer,  no 
such  practical  effect  would  be  expected. 

No  good  explanation  of  the  short  and  long  distance  loss  correction  differences  is 
available.  Certainly  there  is  no  obvious  reason  for  such  a  sharp  transition  region  from 
1600  to  3200  meters,  now  is  it  clear  why  height  gain  should  be  a  function  of  horizontal 
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Figure  4-34.  (U)  Antenna  Height  Correction  Curves  (U) 


4.  3.  2. 2.  5  (U)  (Continued) 

antenna  separation  at  all  four  separations  greater  than  300  meters  where  the  lateral 
wave  is  predominant.  However,  a  possible  explanation  could  be  terrain  masking. 

4. 3. 2. 3  (U)  Propagation  Over  Unforested  Terrain 

4.  3.  2. 3. 1  (U)  Flat  Terrain 


The  propagation  loss  for  antennas  at  heights  z  and  z  above  a  flat  conducting  earth 
is  given  (Kef.  4)  as  i  r 


L  =  40  logj^o  -  20  logj^  Zj  z^  (20) 

This  formula  assumes  that  the  antennas  are  isotropic,  that  the  ray  path  is  near  grazing, 
and  that  the  antennas  are  located  at  least  a  wavelength  above  the  surface.  Figure  4-35 
is  a  plot  of  Eq.  (20)  for  various  geometric  mean  path  heights  and  path  lengths.  The 
minimum  loss  is  bound  by  the  free-space  loss  which  is  given  at  140  MHz  for  isotropic 
antennas  by  the  formula; 

Ljs  =  15.36  +  20  logjQC  (21) 

4. 3. 2. 3. 2  (U)  Rough  Terrain 

A  model  for  rough  terrain  attributed  to  Egli  by  JB  is  given  for  140  MHz  by: 

Lg  =  10.6  +  40  logj^c  -  20  logj^  (Zj  .  z^.) 
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4.3. 2.3.2  (U)  (Cootinued) 

Note  that  this  is  the  same  as  Eq.  (20)  except  for  an  additional  constant  loss  of  10. 6  dB. 
JB  found  that  the  following  model  fit  their  data  somewhat  better. 

L  =  0.23  +  40  logjyp  -  0.656  +  zp  (23) 


However,  it  is  meant  only  for  antenna  separations  of  more  than  3.  2  km  and  also  for 
forested  rough  terrains.  For  the  purposes  of  path  loss  estimation,  it  appears  that  the 
best  we  can  do  is  to  add  some  additional  loss  constant  to  the  curves  of  Hgure  4-34 
such  as  the  10. 6  dB  recommended  by  Egli.  The  good  judgment  of  the  designer  will  have 
to  be  used  here  taking  into  account  that  the  expected  standard  deviation  from  the  Egli 
model  prediction  is  8.  1  dB  with  a  90  percent  confidence  range  of  ilO.  53  dB. 

Figure  4-36  is  meant  to  aid  the  designer  in  this  regard.  It  indicates  conversion 
curves  which  allow  the  determination  of  a  geometric  mean  antenna  hei^t  from  the 
average  path  height  and  the  height  of  one  of  the  antennas.  This  is  useful  where  an 
estimate  of  average  path  height  is  available  and  also  the  heigiit  of  the  antenna  which  is 
on  relatively  flat  groimd.  It  gives  the  effective  geometries  mean  antenna  height  required 


Figure  4-35.  (U)  Electromagnetic  Propagation  Loss  at  140  MHz 
over  a  Flat  Earth  (U) 

4. 3. 2. 3. 3  (U)  Hilly  Terrain 

Figure  4-37  shows  a  curve  based  on  empirically  determined  loss  corrections  for 
situations  in  which  one  of  the  antennas  is  in  a  terrain  shadow.  This  information  (Ref.  4) 
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Finure  4-3(>.  (U)  Averak^e  to  CJeomctnc  Mean  Height  Conversion  (U) 


PERPtNOICUJKI  DISTANCE  TO  NEAREST  UNE-OE-SI&HT  RAY  EROV  POINT  IN  SHADOIAf  m»lm 


Figure  4-37.  (U)  Empirical  Shadow  Loss  at  140  MHz  (U) 

/ 
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4. 3. 2. 3. 3  (U)  (Contimied) 


gives  the  number  of  decibels  of  additional  loss  to  be  expected  as  a  function  of  the  dis¬ 
tance  to  the  line-of -sight  path  from  the  shadowed  antenna  over  the  loss  for  the  line-of- 
sight  case  at  the  same  distance.  It  also  shows  the  9U  percent  confidence  losses. 

4.3.3  (C)  Transmitter  and  Iteceiver  Interference  Analysis 

4. 3.  3.1  (C)  Maximum  Reception  itange 

In  order  to  estimate  the  number  of  S/  T's  which  might  be  within  the  reception  range 
of  an  R/R,  we  first  need  to  determine  the  ma.ximuin  distance  at  which  the  signal  radiated 
by  an  S/  T  might  have  adequate  field  strength  to  be  picked  up  by  an  R/  R.  ITiis  distance 
can  be  estimated  in  the  following  manner. 

When  an  S/T  is  deployed  in  thick  foliage,  its  transmitter  power  will  be  set  to  maxi¬ 
mum  to  assure  the  required  N  at  its  associated  H  U.  But  rarely,  if  ever,  will  a 
forest  be  encountered  which  is  homogeneous.  Therefore,  if  one  plotted  a  constant  field 
strength  contour  for  an  S  T  emplaced  in  forest,  it  is  e.\i>ecU'u  to  look  much  like  the  one 
shown  in  Figure  4-38  (Itef.  5).  'Hius  in  those  sectors  where  the  tree  density  is  lower, 
the  same  field  strength  will  lx.*  maintained  out  to  much  larger  distances  than  in  those 
where  the  tree  density  is  high.  An  estimate  as  to  what  tliis  distance  might  be  can  be 
obtained  by  examining  Figure  4-32.  Ihere  we  see  Uiat  an  S  T  set  to  provide  adequate 
field  strength  over  a  path  of  2uu  meters  through  the  JH  type  of  forest  may  provide  the 
same  field  strength  out  to  a  point  120U  meters  away  through  thin  forest. 

TTiis  leads  to  the  conclusion  that  all  tliose  S  T*s  which  are  located  within  approxi¬ 
mately  120U  meters  from  an  II  R  may  fall  within  the  reception  range  of  an  R,  R.  Cer¬ 
tainly,  this  is  an  upjier  Ixjund  because:  (1)  some  of  those  S  T's  will  lie  set  to  radiate 
less  power,  and  <2)  as  Figure  4-;l^  shows  the  constant  field  strength  contour  is  far 
from  being  omnidirectional. 

By  following  the  same  approach,  one  can  also  «ieterniine  the  radius  for  the  reception 
range  circle  of  an  R,  I.  Again,  with  the  aid  of  Figure  4-32.  one  can  see  that  an  R/R  set 
to  provide  adequate  field  strength  over  a  Idoo  meter  path  through  the  JB  l>pe  of  forest 
may  provide  the  same  field  strength  out  to  a  point  fiooo  meters  away  through  thin  forest. 
Therefore,  as  an  upper  lx)und,  all  R  R's  which  are  located  vsithin  approximately  6000 
meters  from  an  R  I  may  be  considered  to  fall  within  the  reception  range  of  an  R/I. 

4.  3.3.2  (C)  Number  of  S  T's  and  R  R's  Capable  of  Interference 


With  the  circles  of  reception  ranges  determined  alx»ve,  it  is  not  the  task  to  esti¬ 
mate  the  numlier  of  S  T;s  and  R,  R's  which  may  lx;  located  within  these  circles. 

Basically,  two  approaches  are  available.  One  would  arrive  at  the  estimate  by  first 
calculating  how  many  non -over  lapping  Wide  Areas,  or  portions  thereof,  fit  into  the  two 
circles  and  then  decide  on  the  number  of  S  T’s  and  R  R's  which  might  be  located  within 
these  areas.  The  other  approach  would  make  use  of  the  results  which  were  shown  in 
Figure  4-28  and  simply  count  the  maximum  number  of  S,  T's  and  R/R's  deployed  within 
the  1200  and  6000  meter  circles  drawn  around  any  R  R  and  R/I.  respectively. 
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Figure  4-3s.  (U)  Constant  Field  Stren^jUi  lor  a  Uudiutor 
Kinplaeed  m  Forest  (U) 


4.  3. 3.  2  (C)  (Continued) 


By  usin^  the  theoretical  a|iproach,  it  uas  determined  that  Uie  maximum  number  of 
S/T's  that  may  be  locateil  within  the  reception  ranjp.-  of  an  it/  It  can  tie  as  hin^i  as  50, 
while  the  correspondin);  numlxir  of  It  It’s  located  witliin  the  reeejition  range  of  an  It  1 
can  lie  as  high  as  150. 

Since  in  a  real-world  situation  it  is  high  unlikely  that  wide  areas  will  be  packed 
next  to  each  other  over  an  area  as  large  as  Gooo-meter-radius  circle,  the  above  numbers 
were  considered  to  lie  unrealistic.  Therefore,  Figure*  4-28  was  carefully  examined  in 
the  search  for  more  meaningful  numliers.  From  Uiis  exercise,  it  was  found  that  the 
maximum  number  of  S  T's  located  within  a  120tHneter-radlus  circle  is  about  30,  while 
the  largest  number  of  ft  ft's  which  were  found  situated  within  a  GOOO-meter-radius 
circle  was  found  to  be  about  40.  After  some  further  examination  of  Figure  4-28,  it  was 
concluded  that  30  is  indeed  a  reasonable  estimate  of  the  maximum  number  of  S/T's. 

With  regard  to  the  ft/  ft's,  it  was  decided  that  Figure  4-28  may  not  represent  all  jxis- 
sible  conditions,  and  that  there  is  a  possibility  that  the  maximum  numfxir  of  It/ ft's 
could  be  somewhat  higher  than  40.  For  this  reason,  the  estimate  for  the  maximum 
number  of  ft,  R's  that  may  be  located  within  the  reception  range  of  an  ft,  1  was  projected 
to  be  50. 

4.  3. 3. 3  (C)  Simultaneously  Activated  S  T’s  and  ft  ft's 

Now  that  an  estimate  has  been  obtained  on  the  maximum  number  of  S/T's  and  R  R's 
which  are  capable  of  causing  interference,  it  is  important  to  get  an  assessment  on  what 
the  activity  of  these  units  will  be. 

To  do  this,  let  us  review  the  possible  leasons  why  an  S,  T  or  an  R/  R  may  be  on  air. 
For  an  S  T.  the  reasons  are  as  follows; 
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b.  Target  caused  alarms 

c.  Friendly  troop  caused  alarms 

d.  Indigenous  people  caused  alarms 

e.  Animal  caused  alarms. 

For  an  H/H,  the  reasons  are  as  follows 

a.  Receipt  and  address  authentication  of  an  alarm  sent  by  an  S  T 

b.  Receiver  generated  alarm  caused  by  other  equipment  malfunction  or  a  stray 
in-band  signal. 

Let  us  examine  each  of  these  separately. 

False  alarms  will  occur  randomly  \\iUi  a  mean  rule  which  will  depend  on  the  type  of 
sensor  used,  but  under  no  conditions  shall  exceed  1  alarm  in  40  seconds.  TTiis  holds 
for  all  S/T's  in  the  absence  of  an  intrusion.  Tlius,  if  tliere  are  30  S/ T's  located  witliin 
the  reception  range  ot  an  R  R,  there  may  l>e  as  many  as  30  alarms  received  by  the  H  R 
In  a  40  second  interval.  TTiis  is  equivalent  to  3  of  the  S  T’s  sensing  intrusions.  It  is 
important  to  recognize  though  that  a  maximum  of  only  .'>  of  these  30  alarms  will  cause 
the  R/R  to  turn  on.  the  rest  of  them  will  ix-jected  on  the  basis  of  having  an  improper 
array  address. 

To  estimate  the  nundwr  of  S  T'fi  which  may  be  on  simultaneously  as  a  result  of 
intrusions,  the  example  will  Ix'  used  where  Uie  group  consists  of  20  men  spaced  an 
average  of  5  feet  apart  and  moving  with  alxiut  o.6  m  sec  velocity.  Figure  4-22  in 
Section  4.  2.4  showed  that  for  lhi.s  type  of  intrusion  no  more  than  3  out  of  the  5  sensors 
will  be  on  at  the  same  time.  Consequently,  if  the  30  S/  T’s  are  considered  to  make  up 
6  arrays  and  only  one  array  is  lK*ing  intruded  then  the  total  number  of  S/T’s  which  will 
be  active  can  be  shown  to  lx?  5.  7.  If  two  arrays  are  simullanoously  intruded  by  Iw'o  dif¬ 
ferent  20-men  groups,  the  maximum  number  of  active  S/T’s  will  lx;  8,4  and  so  on. 
Figure  4-39  shows  the  results  of  these  comjxilation.s  for  two  diflerent  false  alarm  rates. 
This  again  is  an  upjxjr  bound  since  for  all  other  cases  where  the  intruders  are  animals 
or  composed  of  a  smaller  group  of  people,  the  number  of  simultaneously  active  S/T’s 
will  be  smaller  than  those  shown  in  Figure  4-39. 

\Vc  shall  now  examine  the  maximum  number  of  S/T's  which  may  be  comipeting  for 
the  same  R/I  via  the  50  R  R’s. 

To  start  with,  we  shall  recognize  that  although  there  may  be  as  many  as  30  S/T’s 
within  the  reception  range  of  an  R  R,  the  latter  will  retransmit  only  the  signals  asso¬ 
ciated  with  its  own  array  because  of  the  built-in  address  authentication  feature.  Thus 
we  are  talking  of  a  maximum  of  250  S/T’s  that  may  be  controlling  the  activity  of  the 
R/R’s  located  within  the  reception  range  of  an  R/I.  We  may  now  follow  the  same 
approach  as  before  and,  for  example,  determine  that  in  the  absence  of  any  intrusion. 
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4.3. 3.3  (C)  (Continued) 

the  false  alarm  activity  alone  will  be  equivalent  to  25  of  the  250  S/T's  being  intruded. 

If  one  array  is  actually  being  intruded,  the  number  of  S/T's  trying  to  reach  an  R/I  via 
their  R/R's  goes  up  to  27.7,  and  so  on. 

Figure  4-h'  vs  the  results  of  these  computations  for  two  different  false  alarm 
rates. 

R/R-and  R/I  receiver-generated  alarms  are  expected  to  be  very  few,  if  any,  and 
therefore,  these  are  considered  as  negligible  in  causing  interference. 

The  data  loss  which  results  from  the  inteference  of  the  simultaneously  active  S/T's 
and  R/R's  is  analyzed  and  calculated  in  Section  4. 3. 8. 
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NUMBER  OF  SIMUITANEOUSIY  INTRUDED  ARRAYS 
WITHIN  THE  RECEPTION  RANGE  OF  AN  R/R 


Figure  4-39.  (C)  Number  of  S/T's  Competing  for  an  R/R  (U) 

4.3.4  (C)  Modulation  and  Bandwiddr 

Hiere  are  a  number  of  possible  digital  data  systems  (References  6,7,  and  8)  that 
could  be  chosen  to  transmit  and  receive  the  sensor  messages.  However,  to  minimize 
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the  effects  of  signal  strength  fluctuations  and  noise,  the  only  systems  that  were  con¬ 
sidered  were  those  which  employ  frequency  or  phase  modulation  techniques.  Ihus,  the 
evaluation  was  limited  to:  (1)  coherent  phase-shift-keying  (PSK),  (2)  differentially  co¬ 
herent  PSK  (OPSK),  (3)  coherent  frequency-shift -keying  (FSK),  and  (4)  incoherent  FSK, 
and  (5)  binary  FM.  The  relative  merits  of  these  modulation  techniques  are  compared 
below  on  the  basis  of:  (1)  what  signal-to-noise  ratio  is  required  for  a  fixed  bit  error 
rate,  and  (2)  what  bandwidth  is  required  to  handle  fixed  bit  rate. 

4.3. 4.1  (C)  Required  S/N  for  a  Fixed  Bit  Error  Itate 


For  this  exercise,  the  required  bit  error  rate  for  the  communication  system  will  be 
taken  as  10~^.  The  detector  input  signal-to-noise  energy  ratio  required  to  meet  this  bit 
error  probability  is  read  from  the  curve  shown  in  Figure  4-40  and  tabulated  in  Table 
4-4.  These  curves  assume  common  binaiy  No-Reutrn-to-Zero  (NRZ)  signaling,  opti¬ 
mum  decoding  and  bit  timing  synchronization. 


(COMriMNTIM. 

Figure  4-40.  (C)  Error  Rates  for  Several  Binary  l^stems 
(References  6  and  14)  (U) 

The  system  requiring  the  lowest  enetg)’  ratio  of  6.  8  dB  is  coherent  PSK  and  the 
one  requiring  the  highest  of  11. 0  dB  is  incoherent  FSK,  using  bandpass  filter  detection. 
Binary  FM  and  DPSK  need  9. 0  dB  and  8.  0  dB,  respectively. 

Although  superior  in  performance,  coherent  PSK  is  not  considered  practical  for 
the  WARS  application  becuase  of  the  necessity  of  maintain  a  reference  carrier  in 
the  receiver  which  is  phase  and  frequency  locked  to  the  input  signal.  The  pame  com¬ 
ment  applies  to  the  inferior  coherent  FSK  system.  Therefore,  the  choice  narrows 
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4. 3. 4. 1  (C)  (Continued) 

down  to  OPSK  and  incoherent  FSK.  On  the  basis  of  performance,  DPSK  is  3  dB  superior 
to  incoherent  FSK,  using  bandpass  filter  detection.  The  curve  also  shows  a  1  dB  advan¬ 
tage  oi  DPSK  over  incoherent  FSK  using  discriminator  detection.  However,  the  authors 
of  the  curve  (Reference  15)  comment  that  an  additional  allowance  of  1  dB  should  be  taken 
to  compensate  for  the  reduction  in  noise  margin  due  to  intersymbol  interference. 

4. 3. 4. 2  (U)  Bandwidth  Requirement  Analysis 


Instability  of  the  frequencies  of  the  signal  carrier  and  receiver  local  oscillator 
affects4he  bandwidths  of  the  binary  FM  and  inc(^erent  FSK  systems  more  than  those  at 
DPSK.  There  are  three  bandwidths  which  are  important:  RF  signal  bandwidth  -  the 
actual  bandwidth  of  the  transmitted  RF  signal;  RF  signal  occupancy  bandwidth  -  the  total 
bandwidth  which  the  RF  signal  may  occupy;  and  the  receiver  IF  bandwidth.  These  band- 
widths  will  be  compared  for  the  three  systems  under  consideration. 

Although  binary  FM  and  incoherent  FSK  are  generated  exactly  alike  by  deviating  a 
VCO,  the  different  types  of  detection  actually  affect  the  RF  signal  bandwicto  and  occu¬ 
pancy  in  different  ways.  The  optimal  peak-to-peak  deviation  for  binary  FM.  or,  what 
amounts  to  the  same  thing,  the  minimum  tone  frequency  spacing  for  orthogonal  signaling 
(no  cross-talk)  is  incoherent  FSK  is  l/T,  the  bit  rate  (the  terminology  differs  because 
of  the  detection  method). 

Because  the  bit  length  is  T,  and  the  modulating  waveform  is  low-pass  filtered  at 

the  frequency  1/2T,  the  RF  signal  bandwidth  B„_  may  be  computed  as  follows: 

Kl* 

Brf  =  2(D/2  +  f^) 

=  2/T 

where  D  is  the  peak  deviation,  and  f  =  is  the  low-pass  filter  cutoff  frequency. 

Now  assume  that  the  transmitter  VCO  and  the  receiver  local  oscillator  have  the 
nominal  ±5  KHz  (30  ppm)  instability  in  the  upper  end  of  the  160  to  172  MHz  band.  The 
effect  of  the  VCO  instability  is  that  another  10  KHz  must  be  allowed  for  the  possible 
occupancy  of  the  RF  signal.  When  the  receiver  local  oscillator  instability  is  taken  into 
account,  the  total  possible  signal  occupancy  becomes  2/T  +  20  KHz  (see  Figure  4-42). 
The  IF  bandwidth  must  be  at  least  this  wide  to  assure  that  all  the  signal  frequency  com¬ 
ponents  are  passed  uniformly. 
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Figure  4-41  (U).  Number  of  S/Ps  Com|)eting  for  an  Il/I 


Table  4-4  (U).  Required  S/N  for  =  10-'^  (U) 


Coherent  PSK 

6.8  db 

DPSK 

8. 0  db 

Coherent  FSK 

9.8  db 

Incoherent  FSK 

11.0  db 

Binary  FM 

9. 0  db 
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4. 3. 4. 2  (U)  (Continued) 

Now  consider  binar>'  FM  which  employs  discriminator  detection  of  the  IF  signal, 
and  assume  the  bit  rate  1/T  to  be  10  KHz.  The  center  frequencies  of  the  signal  and 
the  discriminator  may  now  differ  by  as  much  as  10  KHz.  Remembering  that  devi¬ 
ation  1/T  is  10  KHz,  the  output  of  the  discriminator  (assuming  response  to  these  fre¬ 
quencies)  is  positive  (or  negative)  at  both  peak  frequencies,  as  shown  in  Figure  4-42. 
Such  a  situation  is  undesirable  from  the  standpoint  of  noise  and  intersymbol  interference. 
To  avoid  the  filtering  problems  encountered  with  such  a  situation,  the  deviation  should 
be  set  so  that  the  maximum  instability  produces  a  discriminator  output,  the  extreme 
(corresponding  to  the  peak  frequencies)  of  which  have  different  algebraic  signs.  This 
can  be  accomplished  by  increasing  the  total  denation  from  10  KHz  to  20  KHz.  as  shown 
in  Figure  4-43.  Assuming  this  is  done,  the  peak-to-peak  deviation  becomes  1/T  + 

10  KHz.  The  RF  signal  now'  has  a  bandwidth  of  2/  T  +  10  KHz  (from  Eq.  (1))  and  may 
occupy  another  ±5  KHz  because  fo  the  VCO  instability.  Consequently,  the  receiver  IF 
and  the  discriminator  bandwidths  need  to  be  another  10  KHz  larger  to  allow  for  the 
local  oscillator  instability.  Under  these  conditions,  the  RF  signal  occupancy  is  2/T  + 

20  KHz,  and  the  receiver  IF  and  discriminator  bandwidths  are  2T  +  30  KHz. 

^  For  incoherent  FSK,  the  optimum  detector  comprises  two  filters  of  3  dB  bandwidth 
j  whose  center  frequencies  are  separated  by  1/  T  (see  Figure  4--42).  (TTiis  detector  is 
a  matched  tilter. )  When  the  original  signal,  having  the  |xjak  frequencies  separated  by 
l/T,  has  an  uncertainty  in  the  center  frequency  of  ±  10  KHz,  because  of  the  instabilities 
in  the  VCO  and  local  oscillator  frequencies,  the  tone  filter  separation  and  bandwidths 
must  be  increased  to  avoid  intersymbol  interfei-ence  as  shown  in  Figure  4 -44a.  Using 
the  example  of  10  KHz  bit  rate,  the  tone  frequency  separation  (or  peak -to -|>eak  devi¬ 
ation)  increases  from  10  to  30  KHz  and  the  filter  3  dB  Ixmdwidths  from  10  to  30  MHz, 
as  show-n  in  Figure  i-4lb.  The  HF  signal  bamlwldth  is  now  40  KHz,  Oie  total  occupancy 
is  50  KHz,  and  the  IF  bandwidth  GO  KHz. 

The  DPSK  signal  bandwidth  is  unaffected  by  the  oscillator  instabilities.  The  pre¬ 
modulation  filter  3  dB  fjandwidth  is  1/  2T  and  the  corresiJonding  RF  bandwidth  is  1/T. 

The  carrier  instability  pro<luccs  a  ±5  KHz  uncertainty  in  the  carrier  frequency,  giving 
a  bandwidth  of  occupancy  of  1/T  10  KHz.  To  allow  for  the  local  oscillator  instability, 

the  receiver  IF  bandwidth  must  be  1/  T  +  20  KHz.  The  reference  phase  is  derived  from 
the  signal  waveform  and  is  not  dependent  on  any  of  the  frequency  instabilities.  The 
modulation  waveform  detection  and  integrale-and-dump  (matched)  filtering  likewise  is 
independent  of  the  carrier  frequency  uncertainty.  Table  4-5  summarizes  the  bandwidth 
requirements  of  incoherent  FSK.  binary  FM.  and  DPSK  as  a  function  of  bit  rate. 

DPSK  requires  the  smallest  si^ial  bandwidth,  signal  band  occupancy',  and  receiver 
bandwidth.  The  reduced  receiver  bandwidth  also  implies  a  performance  relative  to  inco¬ 
herent  FSK  and  binary  FM  Ijetter  than  that  predicted  by  the  idealized  curves  of  Figure 
4-40.  As  a  result  of  the  instabilities,  the  detection  is  no  longer  optimal  because  the 
additional  IF  bandwidth  needed  to  accommodate  these  instabilities  passes  noise  in  fre¬ 
quencies  where  no  signal  components  are  present.  The  integrate-and-dump  (matched) 
filtering  of  DPSK  suppresses  these  noise  components  The  tone  filters  of  incoherent 
FSK  are.no  longer  matched  to  the  signal,  and  pass  noise  components  in  non-signal 
bands  to  the  subsequent  envelope  detector,  which  is  nonlinear  device.  This  additional 
noise  can  suppress  components  in  the  signal  band  and  degrade  detection  performance. 

The  action  of  the  limiter,  preceding  the  discriminator  of  the  binary  FM  detector,  on 
the  out -of -band  noise  components  similarly  suppresses  the  signal  components  and 
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Table  4-5.  (C)  Required  Bandv^idths  (U) 


Kffects  of  Instabilit}’ 


Baseband  with 
Pre-.Mod 
Filtering 

RF 

Signal 

B\\ 

RF 

Signal 

B\\ 

Maximum 

RF  B\V 
Occupancy 

Receiver 

IF  BW 

DPSK 

F  21 

1  T 

1 

1 

1  1+  10  KHz 

1  l■^  20  KHz 

Binary 

FM 

1  21 

2/  1 

2 

1 ' 10  KHz 

2  1--  20  KHz 

2/T+30  KHz 

Incoherent 

FSK 

1  21 

2  1 

•> 

1  -  20  KHz 

2  1-  30  KHz 

2  T^  40  KHz 

4.  3,  4. 2  (U)  (Continued) 

degrades  detection  performance,  'nie  idealized  curves  of  Figure  4-31)  also  assume  bit 
synchronization.  In  practice,  the  bit  synchronization  is  derived  from  the  demodulated 
baseband  waveform.  For  binary  FM  imd  incoherent  FSK.  this  waveform  is  iKiisier 
than  that  predicted  by  the  curves,  nierefore,  tlie  reliability  of  obtaining  synchronization 
is  also  adversely  affected  by  tlie  necessarily  larger  Ixindwidths  of  the  binary  FM  and 
Incoherent  FSK  systems. 

The  KF  signal  bandwidths  become  important  liecause  ol  the  constraint  of  ()|)erating 
within  a  b()  KHz  channel.  The  occupancy  of  Uic  1)P.SK  signal  is  tiall  or  less  than  hall  that 
of  binary  FM  or  incohertnt  FSK.  To  meet  a  lixed  adjacent -channel  spillover  rtxjuire- 
ment,  the  DPSK  system  can  operate  at  twice  the  rate  of  either  ol  the  others.  Signaling 
at  higher  rates  is  advantageous,  liecause  it  reduces  the  proliability  ol  overla|)|)ing  mes¬ 
sages  and  the  FCM  vulnerability  of  the  system. 

4.  3.  4. 3  (C)  Choice  of  Modulation 

In  the  previous  discussion,  no  mention  was  made  of  bit  timing  or  synchronization. 

Bit  timing  must  be  derived  from  the  incoming  waveform  in  order  to  sample  at  the  proper 
times  for  making  a  decision.  The  method  for  deriving  timing  for  either  FSK  will  have 
a  noisier  waveform  because  of  the  larger  bandwidths  required  to  offset  the  instabilities. 
This  makes  bit  svnehronization  in  F'SK  more  subject  to  error  and  uncertain  operation. 
Therefore,  considering  the  lower  signal -lo-noise  required  for  a  given  probability  of 
error  and  the  lower  RF  and  receiver  bandwidth  requirements.  DPSK  was  selected  over 
the  other  two  techniques. 

DPSK  is  a  phase-reversal  modulation  wherein  the  carrier  is  switched  between  0* 
and  180*  phases  under  control  of  the  digital  data.  At  the  receiving  end,  the  data  is 
recovered  by  comparing  the  relative  phases  of  succeeding  bits.  Thus,  a  long  train  of 
"zeros"  consists  merely  of  the  carrier  frequency,  while  in  a  long  train  of  "ones"  the 
phase  of’ the  carrier  is  continuously  recersing  at  the  end  of  each  bit  time.  In  conven¬ 
tional  digital  systems,  long  sreams  of  data  arc  sent  wherein,  on  the  average,  there 
are  as  many  "ones"  as  "zeros".  This  assures  that  there  will  be  frequent  phase  rever¬ 
sals  from  which  to  extract  the  necessary  synchronization  and  bit-timing  information. 
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This,  however,  is  not  the  case  in  the  WARS  application.  First  of  all,  we  will  not  have 
long  streams  of  data,  and,  furthermore,  some  of  the  messages  will  contain  all  "zeros" 
or  all  "ones".  Therefore,  in  order  to  make  synchronization  possible  in  the  WARS  sys¬ 
tem,  we  must  have  a  modulation  technique  that  will  assure  that  each  of  the  short  mes¬ 
sages,  irrespective  of  it  composition,  contains  adequate  phase  reversals.  It  is  for  this 
reason  that  it  was  decided  to  use  the  split-phase  version  of  DPSK.  In  this  technique, 
during  the  bit  interval  T,  a  "1"  is  represented  b>’  a  mid-interval  [^ase  transition  from 
0*  to  180”,  while  an  "0"  is  represented  by  the  opposite  transition.  Thus,  a  phase  tran¬ 
sition  is  transmitted  at  least  once  each  baud  peiiod  T  from  which  bit  timing  can  be 
derived.  This  subject  is  further  discussed  in  Section  4.  3.  5.  The  decoding  performance 
of  this  scheme  measured  in  terms  of  probability  of  decision  error  versus  signal-to- 
noise  ratio  will  be  the  same  as  conventional  DPSK.  The  bandwidth  of  this  split-phase 
modulation,  however,  is  twice  that  which  is  retjuired  in  conventional  DPSK  for  the  same 
information  bit  rate.  Note,  though, thit  Uie  modulation  bandwidth  for  u  split-fre<^|ency 
FSK  would  likewise  double,  if  the  information  bit  were  were  held  constant. 

*4 

4.  3.  4.  4  (C)  Hirlfate 

The  choice  of  bit  rate  is  irilluenced  bv  .‘Several  factors.  It  enters  into  determining 
required  signal  channel  width  as  well  as  receiver  bandwidth.  From  the  point  of  view  of 
efficient  channel  utilization  and  to  minimize  interference  due  to  overlapping  trans¬ 
missions,  it  is  desirable  to  raise  the  bit  rati  as  high  as  |x)ssihle.  The  factors  placing 
an  upper  bound  un  the  bit  rate  are: 

a.  The  need  to  contain  :mv  unwantisi  or  spurious  emis.sions  outside  the  allix’ated 
i’lO  kHz  channel 

h.  The  need  for  excess  bandwidth  due  to  transmitter  and  receiver  instabilities 

c.  The  desirabilitv,  from  .i  practical  equipment  implementation  |)Oint  of  \iew, 
to  use  some  of  the  available  channel  width  to  provide  bit  timing 
svnehronization. 

In  order  to  accommodate  the  projected  transmitter  and  bO  instabilities  and  to 
provide  some  guardband  between  adjacent  channels,  it  is  obvious  that  no  more  than 
about  20  kHz  is  available  for  the  information  bandwidth.  With  prefiltering  at  1 /T,  this 
then  would  permit  a  hit  rate  of  20  Klips.  In  a  split-phase  PSK,  this  amounts  to  an 
information  bit  rate  of  10  Kbps.  This  is  then  the  recommended  information  bit  rate 
for  the  W.ARS  data  link. 

4.3.5  (C)  Message  Format 

4.  3.5. 1  (C)  Bit  Structure 


As  discussed  in  Section  4.  3.4.3,  the  recommended  encoding  technique  will  be  split- 
phase.  sometimes  referred  to  as  the  Manchester  code  (Ref.  14),  in  which  a  phase  tran¬ 
sition  is  transmitted  halfway  through  each  baud.  Encoding  a  "1"  as  a  "10"  produces  a 
transition  from  an  amplitude  level  of  *1  to  -1  at  time  T/2  and  encoding  a  ”0"  as  a  "01" 
results  in  the  opposite  transition.  Figure  4-45  illustrates  the  coding  and  amplitude 
transitions.  Note  that  such  a  split-phase  data  stream  may  or  may  not  have  phase  tran¬ 
sitions  at  the  end  of  a  baud.  These  extraneous  transitions  much  be  eliminated  by  the 
timing  circuitry. 
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Kijiure  4-15.  (C)  Kncoilinn  and  Ampljlude  Transitions  (U) 


4.  3.  .1.2  (C)  Pre;uiit)lf 

As  a  proaniblf  to  the  rIlc•s.sa^;t•.  a  five-Int  Barker  code  (lllpl)  has  Iseen  chosen. ul. 
provide  a  tranie  marker  lor  the  start  «)f  the  messat'e.  Preeedinj;  the  code  will  be  two 
0  s  to  provide  two  transitions  to  start  the  neeiled  bit  tnninn  atid  load  the  five-bit 
Barker  code  shift  register.  Five  bits  were  chosen  lor  the  Barker  code  to  allow  for  one 
bit  error  in  the  sequence.  The  (iroliability  o|  encounterintj  two  or  more  errors  is  nec- 
lB0i>Iy  small  if  the  bit  error  probability  is  2  x  lo-3.  For  one  error,  the  maximum  lit- 
put  pulse  amp  itude  will  Ik*  -.j-i  ;{  instead  of  the  miuimum  five.  Settinu  and  exceedine 

the  threshold  level  at  lust  under  thive  will  thus  furnish  a  marker  pulse  even  when  there 

is  a  )it  error  in  the  Barker  c(b«le.  Hu*  detectio.i  o|  the  |»reamble  is  described  in  Section 
4.3.  < . 


I..3.  (C)  .Address  and  Status 


The  address  and  status  information  which  the  riata  links  must  convey  from  each 
W  ARS  to  the  rsc'PP.  were  outlined  in  .‘Section  4.2.  The  numl>or  of  bits  required 
to  accomplish  this  mission  are  presented  below . 

Wide  Area  Address  Must  identify  one  out  of 

possible  fiO  locations: 
hence,  this  will  require 
t)  bits. 


Array  Address 


Sensor  Address 


Must  identify  one  out  of 
possible  8  arrays:  hence, 
this  will  require  .1  bits. 

Must  identify  one  out  of 
possible  B  sensors:  hence, 
this  will  require  .1  bits. 
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Auxiliary  Sensor  Status  Must  ideotif>’  one  out  of  2 

states;  hence,  this  will 
require  1  bit. 

Target  Classification  and  S  '1'  Status  Must  identify  one  out  of 

4  possible  states;  hence, 
this  will  require  2  bits. 


4. 3.  5.  4  (C)  Parity 

To  provide  a  parity  check  of  the  bits  within  the  word  received  at  the  CSCPD,  one 
(1)  bit  will  be  reserved  for  this  purpose. 

4.3,5.  j  (C)  *lt.jssage  Structure 


Figure  4-47  shows  the  message  structuie  which  results  when  the  various  bit  rt^uire 
ments  derived  about  are  combined  into  a  single  code  word 


[NABd  fRA.Vt  WARS  ID  ARRAY  ID  SlkSOR  ID  STATUS  4  TVPf 

i?eirSi  MARA  5  BITS  KBITS'  TBITS'  '1  BITSI  ALARM  i?BITSi 


_ ^ _ 1 

■ 

f 

• 

in 

H 

1 

■ 

- 1 

AUXIILARY  PARITY  BIT 
SFNSOR 

ilBITl  I 


?.)VS[C '73  BITS'  -- 
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Figure  4-47.  (C)  Message  Structure  (U) 

4.3.fi  (C)  nit  and  Frame  S\-nchronizatlon 


\Mien  digitally  encoded  information  is  demodulated  in  a  receiver,  the  decoding 
circuitry  must  have  an  indication  as  to  where  the  message  starts  and  w'here  to  sample 
the  data  stream  in  order  to  decide  whether  a  "i"  or  a  ”0"  was  sent.  Various  tradeoffs 
and  other  factors  relating  to  s>-nchronization  are  considered  below. 

For  a  short  digital  message,  a  clock  whose  free-running  frequency  is  close  to  the 
bit  rate  may  be  employed  in  the  receiver  to  trigger  the  sampling  circuitry.  Although 
this  would  eliminate  the  need  for  bit  sv-nchronizatlon  there  still  would  exist  uncertainties 
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4.3.6  (C)  (Continued) 

in  the  sampling  time  within  the  bit  period  because  of  the  difference  in  frequencies  of  the 
transmitter  and  receiver  clocks.  For  the  usual  (optimal)  iiAegrate-and-sample  detec¬ 
tion  of  PSK,  for  example,  the  unknown  and  unstable  position  of  the  sampling  phase  is 
entirely  unsuitable.  To  indicate  the  start  of  the  message  (frame  synchronization),  the 
free-running  receiver  clock  is  usually  triggered  by  the  first  bit  and  then  allowed  to  run 
free.  The  initial  sampling  phase  is  thus  set  and  the  principal  problem  thereafter  is 
only  the  relative  drift  of  this  clock  and  the  transmitter  clock.  Assuming  that  the  stability 
of  the  receiver  and  transmitter  clocks  is  each  ±1%,  the  sampling  time  of  the  last  bit  of  a 
23  bit  message  may  be  in  error  by  as  much  as  0. 46  bit  periods.  TTiis  means  that  in  the 
subsequent  integration  process  only  a  fraction  of  the  bit  will  be  available  thus  resulting 
only  in  a  fraction  of  the  signal  energj'  available  for  the  decision  circuits. 

Therefore,  starting  the  clock  from  the  first  message  bit  may  not  be  reliable 
enough.  As  the  entire  detection  process  depends  on  the  correct  starting  of  the  clock, 
it  is  essential  to  have  a  more  reliable  marker  to  indicate  the  start  of  the  message. 

One  such  scheme  is  to  use  a  marker  in  the  form  of  an  n-bit  Barker  code  (References  6 
and  10)  before  the  message  bits.  This  Barker  code  marker  is  fed  to  a  tapped  delay 
line,  which  produces  output  pulse  of  amplitude  •-  n,  when  a  match  is  obtained,  and  a 
pulse  of  magnitude  <1,  otherwise.  The  output  pulse  is  the  weighted  sum  over  n  pulse 
intervals,  thus  providing  a  signal-to-nolse  volt.age  ratio  improvement  of  (n)l '2, 
Unfortunately,  a  tapped  delay  line  is  not  easy  and  economical  to  implement.  The  tapped 
delay  line  can  lie  replaced  bv  a  .shift  register  but  then  bit  timing  is  required  for  proper 
clocking. 

From  the  alternatives  presented  ai>ove,  it  was  decided  that  the  latter  offers  the 
best  solution.  Consequently,  the  .'j-bit  Barker  code  was  selected  for  the  frame  marker. 
Bit  timing  will  be  derived  directly  from  the  incoming  signal  as  discussed  in  Section 
4.. 3.  7. 2. 

4.3.7  (C)  System  Configuration  and  Operation 

All  S/T-to-R/R  links  in  the  WARS  system  will  operate  on  a  common  CO  KHz  channel 
and  all  R/R-to-R/I  links  on  another  common  60  KHz  channel.  When  the  split-phase  PSK 
encoded  signal  transmitted  by  the  S  T  is  received  at  the  R/  R,  it  will  be  demodulated  and 
decoded  to  verify  address,  restored  to  its  original  format,  and  retransmitted  to  the  R/1. 
IXiiing  the  time  the  R/R  transmitter  is  energized,  the  R,  R  wi’l  be  disabled.  The  blanking 
time  will  be  5.  8  milliseconds  to  allow  a  nominal  3  mi’.iiseconds  for  the  transmitter  warm¬ 
up,  2.3  milliseconds  for  the  message  transmission  and  0.  5  milliseconds  for  shut-down 
of  the  transmitter.  The  received  message  in  the  P./R  receiver  will  be  checked  for  the 
proper  array  and  WARS  address  to  avoid  retransmission  of  the  same  alarm  ^ ,  more 
than  one  R/R.  In  the  R/I,  the  received  message  will  also  be  verified  to  have  the  proper 
WARS  address  before  it  will  be  sent  to  the  LRT. 

4.3. 7.1  (C)  Receiver 

The  block  diagram  of  the  receiver  is  shown  in  Figure  4-48.  The  signal  that  the 
receiver  is  to  detect  is  a  split-phase  PSK  signal  transmitted  at  VHF.  The  receiver  is 
to  detect  the  carrier,  lock  onto  the  carrier  ,  synchronize  with  the  bit  timing,  and  decode 
the  information  on  the  carrier  that  follows  the  synchronization  bits.  Synchronization  of 
the  receiver  to  the  signal  is  aided  by  u\e  structure  of  the  signal  and  by  the  preface  to 
the  message.  Every  bit  contains  a  phase  transition  in  the  middle  of  the  bit.  A  "one” 
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4. 3. 7.1  (C)  (Continued) 

has  the  transition  in  one  direction,  while  a  "zero"  has  the  transition  in  the  other  direction. 
There  may  also,  but  nut  necessarily,  be  a  phase  transition  between  bits. 

The  basic  structure  of  the  receiver  consists  of  a  front  end,  a  demodulator,  a  bit 
synchronization  t;enerator,  a  preface  s>'nchronization  generator,  and  the  demodulator 
and  buffer  for  the  message. 

The  block  diagram  of  the  receiver  front  end  is  showm  in  Figure  4-49a.  The  front 
end  consists  of  an  antenna,  an  UF  amplifier,  a  mixer,  IF  amplifier,  and  circuitry  to 
begin  the  demodulation  of  the  signal. 

The  demodulation  scheme  used  is  coherent.  The  required  receiver  phase  syn¬ 
chronization  is  supplied  by  the  carrier  phase  locked  loop  (Ref.  20).  The  input  signal  to 
the  loop  is  a  sinusoid  of  the  carrier  frequency  which  is  stripped  of  phase  transitions. 

This  is  accomplished  by  doubling  the  frequency  of  the  IF  amplifier  signal,  limiting  and 
filtering  this  signal  to  obtain  double  the  carrier  frequency,  and  finally,  dividing  this 
signal  by  a  factor  of  2  to  obtain  the  original  carrier  frequency.  This  signal  is  fed  to 
the  loop  for  phase  s>7ichronization.  In  this  manner,  the  phase  modulation  is  removed 
from  the  carrier  and  the  lack  of  a  true  carrier  in  the  PSK  signal  causes  no  difficulty. 

No  attempt  is  made  to  resolve  the  IbO®  phase  ambiguity  that  exists  by  using  the  phase 
locked  loop  in  this  manner.  Following  the  deimKiulation  mixer  is  a  filter  to  remove  the 
high  frequency  noise  components  from  the  output. 

The  remainder  of  the  receiver  front  end  consists  of  a  matched  filter  in  the  form  of 
an  integrator  which  is  dunqKsI  into  the  storage  circuits  at  intervals  synchronized  at  twice 
the  bit  rate. 

The  front  end  has  hvo  outputs;  one  output  is  the  outiiut  of  the  integrator  just  before 
it  is  dumped;  the  second  output  is  the  signal  from  the  Itit  SNTichronization  circuit  to  pro¬ 
vide  dump  timing. 

4.3.  7.2  (C)  Receiver  l>emo<lu [a t jon 

The  basic  dcm<Kiulator  is  shown  in  Figure  4-4Jil).  The  output  of  the  integrator  is 
sampled  and  heUl  just  t)efore  it  is  dunqxjd.  I’receding  Uiis.  the  contents  of  the  first 
sample  and  hold  circuits  are  transferre<i  to  the  second  sample  and  hold.  The  two  sample 
and  hold  cricuits.  therefore,  contain  the  present  and  the  immediate  past  out))ut  of  the 
integrator. 

The  outputs  of  the  sample  and  hold  circuits  are  combined  in  an  adder  liy  weighting 
one  of  the  outputs  positively  juid  the  other  output  negatively.  Thus,  the  output  of  the 
integrator  at  the  end  of  two  half  bits  is  added  together  with  one  of  the  half  bits  inverted. 

This  operation  removes  the  phase  inversion  in  the  middle  of  the  l)it. 

The  output  of  the  adder  is  applie^l  to  a  threshold  centered  at  zero.  A  positive  voltage 
from  the  adder  indicates  a  "one",  while  a  negative  voltage  from  the  adder  indicates  a  "zero" 
at  the  time  that  the  hit  symehronization  pulse  is  received.  The  output  of  the  threshold  is 
fetl  through  thebit  synchronization  gate  to  the  output  buffer  yvhich  is  reset  from  the  squelch 
circuit. 
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Figure  4-49ft  (U)  Front  Kn«i  (H 
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OUTPUT 


Figure  4 -49b  (U>  Basle  Demodulator  (U) 
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4. 3. 7. 2  (C)  (Continued) 

A  frame  synchronization  signal  from  the  Barker  code  synchronization  circuit  ini¬ 
tiates  the  bit  synchronization  pulse.  \M)en  a  complete  message  has  been  received,  the 
shift  pulse  from  this  source  is  turned  off  and  the  register  contains  the  message  that  was 
transmitted.  The  message  may  be  obtained  from  the  buffer,  either  directly  from  the 
parallel  output  of  the  register  or  from  the  serial  output  by  applying  an  auxiliary  shift 
signal. 

4.3. 7.3  (C)  Bit  Synchronization 

'rhe  phase  locked  loop  in  the  receiver  front  end  is  locked  to  the  bit  timing  and 
delivers  two  pulses  per  bit.  One  pulse  is  delivered  at  the  start  of  the  bit  and  the  second 
pulse  is  at  the  middle.  To  achieve  proper  bit  synchronization,  the  correct  phase  must 
be  selected  from  the  <louble  bit  synchronization  pulse  train. 

n»e  block  diagram  of  the  circuits  which  determine  the  correct  phase  of  the  twice 
bit  rate  clock  is  showii  in  ligure  4— 4‘Jc.  nie  circuits  use  the  same  sample  and  hold 
circuits  used  in  the  demodulator. 

The  output  of  the  sample  and  hold  circuits  is  applied  to  twoadders.  In  one  of  the 
uddets,  Ixith  of  the  out(xits  are  weighted  plus,  while  in  the  oUier.  one  is  wei^ted  plus 
and  the  other  minus.  Ihe  outputs  of  the  adders  aix*  full  wave  rectified  and  a|)plied  to  a 
threshold  circuit 

I  he  output  ot  the  threshold  is  ”.\NI)’tl''  with  each  of  the  two  (3)  clock  (ihases,  and 
used  to  control  the  direction  of  ;m  up-down  counter.  Phase  1  (;  1)  of  the  clock  causes 
the  counter  to  count  up,  and  l*liase  two  (J  2)  to  count  down.  Tlie  output  of  the  counter 
is  converted  to  an  analog  voltage  and  compared  witii  a  threshold.  As  the  counter  will 
tend  to  count  in  one  direction,  after  a  short  time  the  input  to  the  threshold  circuit  will 
be  either  positive  or  negative.  A  jio.siUve  voltage  indicates  that  phase  one  is  to  lie 
selected,  while  a  negtitive  voltagi-  indicates  that  phase  two  is  to  lx*  selected  by  the  phase 
selection  switch.  The  (Hit|)ut  of  the  selection  switch  i.s  the  correct  bit  synchronization 
pulse. 

Figure  d-oO  shows  the  timing  vsaveforms  that  can  Ik?  exjiectcd  in  the  bit  synchroni¬ 
zation  circuits.  The  first  two  waveforms  show  the  Phase  one  and  Phase  two  clocks. 

The  third  and  fourth  waveforms  show  the  outputs  of  the  first  sample  and  hold  circuit 
and  the  second  sample  and  hold  circuit.  The  output  of  the  second  sample  and  hold  cir¬ 
cuit  duplicates  the  output  of  the  first  sample  and  hold  circuit  delayed  by  one  half  a  bit 
time. 

The  output  of  the  first  and  second  adder  constitutes  the  first  and  sixth  wavelorms. 
Note  that  the  (xitput  of  the  first  adder  is  different  from  zero  only  when  there  is  a  tran¬ 
sition  between  a  "one  "  and  a  "zero"  or  a  "zero"  and  a  "one"  contained  in  the  sample 
and  hold  circuits.  Similarly .  the  output  of  the  secomi  adder  is  zero  only  when  there  is 
a  transistion  present  in  the  sample  and  hold  circuits.  When  the  outtwts  of  the  tw-o 
adders  are  full  wave  rectified,  the  output  of  the  second  adder  will  be  larger  than  the 
output  of  the-first  adder  e.xcept  during  the  transition  fietween  bits  of  different  types. 

The  output  of  the  phase  one  clock  delayed  by  a  small  amount  to  allow  the  full  wave 
rectifiers  to  settle  is  shown  on  the  sev’enth  waveform.  The  output  of  the  threshold 
folbwlng  the  rectifiers  is  waveform  eight.  This  output  is  positive  only  during  the  time 
when  the  phase  one  clock  is  sampling  the  output  of  the  threshold.  The  input  to  the 
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counter  from  the  phase  one  "ANI>'  gate  will  be  the  two  pulses  shown  in  waveform  num¬ 
ber  nine.  TTiere  will  be  no  pulses  from  the  phase  two  "ANIT’  gate  during  this  period. 
Consequently  the  counter  will  count  up  by  two  counts.  The  results  will  be  the  selection 
of  phase  one  as  the  coned  phase  for  the  bit  synchromzation. 

4.3.  7.1  (C)  Barker  Code  Synchronization 


rhe  preface  to  the  message  that  is  to  be  received  consists  of  a  sequence  of  zeros 
followed  b>  u  liarker  code,  'fhe  message  follows  the  Barker  code.  Detection  of  the 
Barker  code  serves  to  provide  a  frame  marker  for  the  message. 

Figure  4-49d  is  a  block  diagram  of  the  Barker  code  synchronization  circuit.  Oper¬ 
ation  IS  initiated  by  making  a  decision  regarding  the  jjhase  of  die  dump  signal  to  the 
integrator  in  the  front  end.  Ihe  logic  level  indicating  this  ik*cision  is  transferred  into 
the  shift  register  when  the  shift  pulse  from  the  phase  locked  loop  at  twice  the  bit  rate 
apiiears.  In  this  manner,  the  output  of  the  ikcisiuns  regarding  Uie  state  of  the  iniHit 
for  each  half  bit  of  the  in(xit  are  loaded  into  the  shift  legister. 


'Fhe  output  of  the  shift  register  is  foniieil  by  weigliting  Uie  outputs  of  each  stage  of 
the  register  either  plus  or  minus  and  adthng.  Hie  weiglits  i-orrespond  to  die  levels 
that  would  lie  present  in  the  shift  register  when  the  Barker  code  is  contained  in  Uie 
shift  register.  The  "ones"  will  lie  weighted  plus  ;uid  the  "zeros"  weiglited  minus. 

When  the  Barker  ccxle  Irom  a  new  message  appears  at  the  iii|)ut.  tiie  out)>ut  of  the 
weighting  network  will  Is.-  small  until  the  Barker  code  is  lullv  contained  in  the  shift 
register.  When  the  Barker  code  matidies  fhe  weii^iJs.  die  outixit  of  die  adding  network 
will  lie  either  very  large  negatively  or  ven  large*  iMisitively.  Ihe  polarity  will  de|)end 
on  the  phase  of  the  carrier  which  was  selecte<l  by  die  phase  locked  loop  of  the  iront  end. 
The  full  wave  rectifier  will  change*  all  excursions  to  ixisitivc.  Ihe  threshold  should  lx* 
set  so  that  n.  f  of  the  lilts  can  he  in  error  ami  still  cross  the  threshold.  The  high  error 
rate  allowable  for*  the  Ikirker  code  to  achieve*  s\Tich roiiization  means  that  ivliahle  syn¬ 
chronization  will  lx*  contained  ever,  when  die  error  rate  lor  the  message  is  unacceptably 
high. 

I..!,  (C)  Mes.s.ige  f^rror  An.alvsis 

.As  in  .inv  other  tvpe  of  comnninic.ations  system,  the  tr.insmission  of  the  al.*irm 
messages  will  not  be  perfect  hcc.auso  of  noise  .and  interfering  signals  in  the  channel. 
Therefore,  it  will  not  he  alwav.s  possible  to  demodulate  and  reconstruct  fhe  trans¬ 
mitted  signal  in  its  entirety.  Krrors  will  not  only  be  generated  in  the  W  ARS  data 
channels  but  also  in  those  of  the  RSDCS  and  the  CSCPD.  Therefore,  to  determine  the 
probability  that  a  message  emitted  hv  an  S  T  will  actually  be  received  and  decoded  by 
the  CSCPD  without  any  errors,  one  needs  to  consider  the  entire  BESS  communications 
link.  This,  however.  Is  beyond  the  scope  of  this  studv  and,  therefore,  onlv  the 
expected  message  loss  for  the  WARS  subsystem  will  be  analvred  here. 

To  facilitate  this  analysis,  notation  will  be  introduced  as  shown  In  Figure  4-51 
Thus  the  S  T  will  be  denoted  as  point  X,  the  R  R  as  point  Y,  and  the  R  T  as  point  Z. 

In  the  following  sections,  the  various  sources  of  errors  are  Identified  and  the  data  loss 
derived  as  a  function  of  the  number  of  active  S/T's  and  the  hit  error  probability. 
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Figure  4-51  (U).  Notation  Used  in  Message  Error  Analysis  (U) 
4.3.8. 1  (C)  Source  of  Errors 


Errors  can  occur  at  each  receiver  (at  Y  or  Z)  during  the  synchronization  and 
information  phase.  In  terms  of  statistical  decision  theor>’,  errors  due  to  an  incorrect 
decision  can  result  from  either  misses  or  false  alarms.  In  the  s Mich roni ration  phase 
both  misses  and  false  alarms  are  possible,  but  only  misses  can  result  in  data  loss. 
During  the  information  phase  errors  due  to  confusing  a  .MARK  with  a  SPACE,  and 
vice  versa,  can  occur.  This  comes  from  the  fact  that  once  a  valid  frame  marker  is 
detected,  the  message  (Pi  bits)  will  always  be  read,  correctly  or  incorrectly. 
Summarized  below  are  the  possible  sources  of  errors  at  each  receiver  during  both  the 
synchronization  and  information  phase.s. 

SvTichronization  Phase: 


a.  False  .Alarms 

Noise 

Interfering  .Sign;ils  ln-i).in<l 

Cross  T.ilk  -  interference  from  .•^ign:d.s  in  arli.acc’nt  i)ands 

b.  Misses 

Noise  •  Intended  signal  obscure<i  by  noise 

(Iverl.ap  -  interference  from  other  (stronger)  signals  in-band 

Cross-talk  -  interference  from  strong  signals  in  adjacent  band 

c.  Receiver  lU.anking 

At  R  R  receiver  while  transmitter  is  on 
Information  Ph.ase: 


Noise 

'Interference  -  other  in-band  signals 
Cross-Talk  -  interference  from  adjacent  band  signals 


4-87 

CONFIDENTIAL 


i 


CONriOINTIAl 

4. 3. 8. 2  (C)  Data  Loss  Calculations 

To  proceed  with  the  analysis,  let  us  define  some  appropriate  notation.  In  general, 

let 

P  =  probability  of  successful  transmission 

Q  =  1-P  -  probability  of  unsuccessful  transmission 

Also,  let  subscripts  denote  source  of  errors,  with  P|  referring  to  sync  phase  and  Pg 
referring  to  information  phase;  additional  letter  subscripts  will  refer  to  individual 
source  of  errors,  e.g. ,  P^-  =  probability  of  successful  transmission  during  informa¬ 
tion  phase  in  the  presence  of  noise.  Further,  let  superscripts  refer  to  receiver 
location,  e.g.,  P^'  =  probability  of  successful  synchronization  at  Y.  Therefore, 
the  probability  of  completely  successful  message  transmission,  P.j, ,  can  be  stated  as 


p  =  p  p  =  pJ'  p^ 


Each  component  of  (24)  can  i>e  broken  dowTi  further,  e.  g. 


p  p  '' p  ^  p  p  ^  p 


As  a  slight  conflict  In  notation,  but  conforming  to  conventional  usage,  let  Pj,  be  defined 
as  the  bit  error  probabllltv.  The  probahilltv  of  not  ha\ing  a  bit  error  Is  the  Joint 
probability  of  correctly  extracting  (from  the  split-phase  code  transition)  the  timing 
pulse  for  the  bit  and  of  making  a  correct  decoding  decision  at  the  output  of  the  integrator 
Since  these  two  events  are  not  independent,  onlv  a  bound  on  the  bit  error  probability  can 
be  given.  Thus 

p  -  I  -  (probability  of  correct  bit  timing) 

C  ( fcO ) 

X  (probability  of  correct  bit  decoding) 

It  will  also  be  assumed  that  any  errors  due  to  cross  talk  from  adjacent  channels  are 
negligible.  This  will  certainly  hold  for  our  signals  and  cannot  be  estimated  for  other, 
non-WARS,  signals.  Furthermore,  we  will  make  a  rather  unrealistic  assumption  that 
any  interference  due  to  message  overlap  will  result  In  a  loss  of  message. 

The  analysis  is  performed  for  arbitrary  numbers  of  active  interferers  in  range  of 
the  receivers  at  the  R/R  and  R  I. 
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=  total  length  of  message 
=  2.  3  msec 

=  overlap  time  during  sync  phase 
-  overlap  time  during  information  phase 

y 

S  -  number  of  active,  in-range  interferers  at  R  R 

=  number  of  active  interferers  in- range  at  R  I 
Any  noise  present  is  assumed  to  be  white  gaussian  over  the  channel  width. 
4.  3.  8.  2.  I  (C)  lx>sG  During  S>Tichronization  Phase 


During  this  phase  data  loss  can  result  onlv  as  a  result  of  "misses".  Therefore, 
the  analysis  is  directed  at  the  problem  of  obtaining  a  correct  frsime  timing.  The 
probability  of  success  during  synchronization  can  in*  represented  by 


In 


II 


(27) 


Wliere  the  subscript  n  and  I  stand  for  noise  and  interference,  respt'ctively.  Kach  of 
these  are  analyzed  belosv. 

IXie  to  .Noise: 

If  1  length  of  svnc  woni  (Barker  Code  length) 

k  maximum  nunil)er  of  errors  in  svnc  word  permitted  for 

correct  recognition 

then,  the  prohabilltv  of  no  error  at  cither  the  K  H  or  H  I  (assuming  the  same  operating 
S  'N  and  resulting  p^^  at  each  j»oint)  is 


P 


V 

In 


k 


m=o 


(1  -  p  ) 
e 


1  -  m 


where 


1  : 

m  1  (1  -  m)  '. 


(28) 


With  1-5  and  k  -  1,  Equation  (2*^)  reduces  to 
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4. 3.8.2. 1  (C)  (Coatioued) 


Thus. 


(1  -  (1  ^  4p^) 


(29) 


Due  to  Overlap: 


(1  -  p/ 


<1-4  p^r 


(30) 


In  determining  loss  due  to  overlap  from  interfering  signals  we  shall  make  the  very 
pessimistic  assumption  that  any  overlap  will  cause  a  loss  of  the  message.  This  is 
certainly  not  true  as  only  signals  of  equal  or  greater  strength  than  the  intended  message 
are  expected  in  reality  to  introduce  errors.  However,  if  it  can  be  shown  that  the  system 
will  operate  in  a  reasonable  manner  even  Mith  this  typt'  of  assumption,  the  actual 
performance  can  oe  expected  to  be  significantly  better. 


To  estimate  the  data  loss  due  to  interference  from  overlapping  alarm  messages,  a 
l^lsson  model  will  be  used.  The  l^oisson  probability  distribution  is  given  by 


P(k.  T) 


-m  r 
e 


(Ml  T)^ 

lcT“ 


(31) 


Equation  (:!l)  expresses  t.ie  probability  that  k  events  will  occur  during  the  time 
interval  t  ,  where  m  T  is  the  average  number  of  events  during  the  interval.  If  one 
sensor  alarm  is  actlvattnl  from  a  set  of  N,  the  conditional  proliability  that  no  other 
alarms  occur  during  the  tlm--  interval  ris  expre^stst  bv  the  Poisson  distribution  with 
k-  0  and  m  -  (N  -  i)X  .  w  here  X  is  the  alarm  mess.'ige  rate,  and  N  is  the  total 
number  of  sensors  in  the  gnnip  iieing  considered. 

Thus,  the  result  is 


P(0.  r) 


-(N  -  1)X  r 
c 


(32) 


During  the  sync  phase,  the  overlap  of  the  intended  sync  word  by  another  signal  results 
from  any  transmission  starting  5.  8  milliseconds  prior  to  the  sync  word  plus  any  time 
during  the  sync  word,  for  a  total  of 


Tj  -  6. 5  msecs 

where 

X  =  0.  25  alarms/second 
and  using  the  Poisson  model  derived  above 

y  _  -1.625  X  lO'^(Ny-l) 

*^11  ■  ® 
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4.  Z.  8. 2. 1  (C)  (Continued) 
where 

N  ^  is  as  defined  in  Section  4.  3. 8. 2. 

Likewise, 

pZ  _  -1.625  X 

Fjl  e 

hence, 

P  P>’  -  -1.625  X  -2) 

II  ■  Ml 

Finally,  from  Equations  (30)  and  (35) 


-  (1  -  p^,)  (1-4  p^)"  e 


2  -1.  625  X  lu'^(N^  +N^-2) 


4.3.  8.2.2  (C)  Loss  During  Rcceivor  lUanking 


(34) 


(35) 


(36) 


The  receiver  at  the  K  H  will  be  bl:mked  for  a  total  of  :i)x>ut  5.8  milliseconds  .after 
the  reception  to  transmit  an  authenticated  moss.'ige.  The  only  data  loss  that  can  result 
from  this  blanking  is  the  occurrence  of  an  alarm  from  one  of  the  other  sensors  of  the 
same  array.  (The  same  sensor,  of  course,  cannot  transmit  again  for  another 
4  seconds. )  The  probability  of  no  alarm  from  any  one  of  the  4  other  sensors  is. 


Pjn  -  Pxp  -  '  (4  )  (0.  25)  (4.  3  X  lo“’S  M  1  -  5.  H  X  0.  9942  (37) 

This  assumes  no  blanking  at  the  H  I. 

4.3.  8.2.3  (C)  Loss  During  Information  Phase 

The  probability  of  successful  transmission  during  the  information  phase  of  the 
message  will  be 

^2  "  ^2n  ’  ^21  ' 

These  are  calculated  belc»w. 

Due  to  Noise: 

A  message  is  assumed  to  be  lost  if  one  or  more  bits  out  of  the  16  information  bits 
are  in  error.  The  probability  that  there  will  be  no  bit  errors  at  either  the  R/R  or 
R/I  (assuming  the  same  at  each)  is  from  Equation  (28); 
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4.3. 8.2.3  (C)  (Continued) 


Hence, 


(1  -  P^) 


16 


(1  -  Pe) 


32 


(38) 

(39) 


Due  to  Overlap: 


Overlap  of  the  intended  information  portion  of  the  message  b>’  another  signal  which 
does  not  also  overlap  the  sync  word  (since  we  do  not  wish  to  count  the  same  loss  twice) 
can  occur  only  for  additional  transmission  starting  during  the  1. 6  milliseconds  duration 
of  the  information  word.  Hence,  with  r.>  =  1.6  msecs,  and  therefore 


21 


=  e 


-4  X 


-4  V 
10  (.V 


^  N  -2) 


(40) 


And  combining  L'qu:itions  (39)  and  \40),  we  obtain 


-4  X  10"‘(N'  ♦ 
c 


(41) 


4.  3. 8,2.4  (C)  Overall  Data  Loss 

The  probability  of  successful  transmission  from  an  8/  T  to  its  R/I  can  now  be 
found  by  combining  the  result  of  Equations  (36),  (37),  and  (41). 

Thus, 


P.J.  =  0.  9942  (1  -  Pp)"*®  (1*4  Pp)^  exp  I  -2.025  X  10’^(N^  +  N*-2)  ]  .  (42) 


If  we  let 


N.J.  =  ^  -2 


(43) 


then  N-p  represents  the  sum  of  the  number  of  simultaneously  active  interferers  within 
range  of  an  R/R  and  R/I.  Thus  an  upper  bound  on  the  expected  data  loss  is 


Q_  =  1  -  0.9957  (1 


Pe)  (1 


4P^) 


-2.025  X  10‘®N_ 
e  I 
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4.  3.  8..  2. 4  (C)  (Coatinued) 


Equation  (44)  is  plotted  in  Figure  4-52  as  a  function  of  N-p  for  values  of  pg  =  0, 
10”^,  2  X  10"3,  5  X  10~^,  and  10~2.  Note  that  the  curve  for  Pg  =  0,  namely  for 


=  1  -  0.  9ti42  e 


-‘tN 

-2.  025  X  10  •*  T 


(45) 


represents  the  data  loss  when  the  S/  N  ratio  present  at  the  input  to  the  receiver  is  so 
large  that  no  bit  errors  are  made.  From  this  it  can  be  seen  that  achieving  large 
receiver  input  SNH's  will  not  guarrantee  error  free  performance  for  the  WARS  Data 
Link.  The  implication  of  this  is  that  relatively  little  would  be  gained  if  one  kept 
arbitrarily  increasing  the  transmitter  powers. 

Next,  it  is  of  interest  to  determine  data  loss  as  a  function  of  the  sensor  false 
alarm  rate.  For  this  exercise,  we  shall  adopt  the  approach  used  in  Section  4.  3.3.3  to 
calculate  the  equivalent  number  of  activated  S,  T's  as  a  result  of  combined  intrusions 
and  false  alarms.  Such  a  method  provides  quite  accuraU*  estunates  for  the  lower  false 
alrm  rates.  Ihe  reason  for  this  is  that  the  "equivalent  number  of  activ’ated  sensors" 
approach  treats  one  false  alann  overlut>ping  another  false  alarm  as  data  loss.  Never¬ 
theless,  it  is  a  convenient  way  to  assess  fairly  accurately  the  ex])ected  data  loss  for 
false  alarm  rates  up  to  as  hij^  as  3(j  |er  hour. 

A  bit  error  probability  p^.  =  2  x  10~^  and  the  previously  used  threat  model  of  20 
men  were  ernployeil  to  obtain  results  shown  in  Figure  4-53.  From  this  plot  it  can  be 
seen  that  as  many  as  5  arrays  may  lie  simultaiUHiusly  intruded  (thus  requiring  about 
loo  men)  Ixjfore  the  data  loss  will  exceed  10  percent,  provided  that  the  sensors  used 
e.xhibit  a  mean  false  alarm  rate  of  ik)  moiv  than  1  every  hour.  For  higher  false  alarm 
rates  the  data  loss  will  lx*  sliglitly  higher. 

Another  area  which  we  need  to  examine  is  data  loss  for  a  slower  data  rale.  The 
assumption  will  lie  made  that  the  cahnnel  .spacing  remains  unchanged  (60  KHz).  After 
some  evaluation  of  .ill  tbise  aspects  that  enter  into  the  selection  of  a  data  rale,  a 
3-khs  rate  was  chosen  as  the  only  other  data  rate  to  lx>  considered.  Figure  4-54  is  a 
replot  of  Figure  4-.‘)2  for  the  .5-kbs  data  rate.  I3ecause  of  twice  the  message  length, 
the  overlap  probability  is  considerably  higher,  thus  leading  to  a  more  severe  data 
loss.  However,  if  the  bit  error  probability  could  lx*  improved  with  the  lower  data 
rate,  the  latter  would  l)ecome  a  more  attractive  alternative  to  the  pro|)08ed  10-kbs  rate. 

"False  alarms"  at  the  receiver  will  occur  Ijy  chance  due  to  noise  and  due  to  non¬ 
intended  in-band  signals.  (Such  "false  alarnis"  should  not  be  confused  with  false  sensor 
alarms,  which  can  be  valid  message  alarms  in  so  far  as  the  receiver  is  conce rned .  Whal 
is  of  concern  here  is  that  receiver  fal.se  alarms  may  occur  while  there  is  no  sensor 
alarm  present. 

^ch  receiver  false  alarnis  do  not  result  in  data  loss,  ljut  conceivably  may  introduce 
false  data  in  the  CSCPD.  An  exact  evaluation  of  such  receiver  alarms  is  not  amenable  to 
straightforward  analysis,  and  furthermore,  is  not  considered  to  be  very'  important  owing 
to  the  safeguards  built  into  the  system,  namely: 
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Prohabilities  (11 


CONFIDENTIAL 


4.3.  8.  2.4  (C)  (Coatinufed) 

Equation  (44)  is  plotted  in  Figure  4-52  as  a  function  of  N-p  for  values  of  =  0, 
10"^,  2  X  10*J,  5  X  10"3,  and  10~2.  Note  that  the  curve  for  Pg  =  0,  namely  for 


-  1  -  0.  ‘>y42 


-2.025  X 


lo'^^T 


(45) 


represents  the  data  kiss  Mhen  the  S  N  ratio  present  at  the  input  to  the  receiver  is  so 
large  that  no  bit  errors  are  made.  From  this  it  can  be  seen  that  achieving  large 
receiver  input  SNK's  will  not  guarrantee  error  free  performance  for  the  WARS  Elsta 
Link.  The  implication  ot  this  is  that  relatively  little  would  be  gained  if  one  kept 
arbitrarily  increasing  the  transmitter  powers. 

.S'e.xt,  It  IS  of  interest  to  determine  data  loss  as  a  lunction  of  the  sensor  false 
alarm  rate.  F'ur  this  e.xercise,  we  shall  adopt  the  approach  used  in  St^ction  4.  3. 3.3  to 
calculate  the  equivalent  nuinla.*!'  of  activated  S  T's  as  a  result  ol  combined  intrusions 
and  false  alarms.  Such  a  method  pixivides  quite  accurate  estimates  for  the  lower  false 
alrm  rates.  Hie  reason  lor  this  is  that  the  “equivalent  number  of  activ’Uted  sensors" 
approacii  treats  one  false  alann  overlapping  another  false  alarm  as  data  loss.  Never¬ 
theless,  it  IS  a  convenient  way  to  assess  fairly  accurately  Uie  ex}x<cted  data  loss  for 
false  alarm  rates  up  to  as  hii^  as  3<i  |>er  hour. 

A  bit  error  pniliabilitv  J  lu  ^  and  Ifie  previously  used  threat  model  of  20 
men  were  employed  to  obtain  result.s  shown  in  Figure  l-Sj.  Fiom  this  plot  it  can  be 
seen  that  as  many  as  3  arruy.s  may  be  simultaiu'ously  intru(k*d  (Uius  requiring  about 
luo  men)  Indore  the  <lata  lo.ss  will  exceed  lo  percent,  pniviiied  that  Uie  sensors  used 
e.xhlblt  a  mean  false  alarm  rate  of  no  moix-  Uian  1  every  hour.  For  higfier  false  alarm 
rates  the  data  loss  will  1k'  .slii^fitlv  higher. 

Another  area  which  we  need  to  exiunine  is  data  loss  for  a  slower  data  rate.  TTie 
assumption  will  Is.*  made  that  the  cahnm  1  .‘^pat  ing  remains  unchanged  (00  KHz).  After 
some  evaluation  of  all  those  aspects  that  enter  into  the  selection  of  a  data  rate,  a 
.*i-kbs  rale  was  chosen  as  the  only  other  data  rate  lo  Ik-  <‘onsidered.  Figurt;  4-54  is  a 
replot  of  Figure  for  the  l-kbs  data  rate.  Ikwause  ol  twice  the  message  length, 
the  overlap  prolKibilitv  is  considerably  hij^ier,  thus  leading  lo  a  more  severe  data 
loss.  However,  if  the  bit  error  probability  could  In'  im|)rovcd  with  the  low'er  data 
rate,  the  hder  would  Irecome  a  mon?  attractive  altemaUve  to  the  pro|>OBed  lO-kbs  rale. 

"False  alarms”  at  the  receiver  will  occur  Ijy  chance  (iuc  to  noise  and  due  to  non- 
intended  in-liand  signals.  (Such  "false  alarms"  should  not  he  confused  with  false  sensor 
alarms,  which  can  l>e  valid  message  alarms  in  so  far  as  the  receiver  is  concerned.  What 
is  of  concern  here  is  that  receiver  false  alarms  may  occur  while  there  is  no  sensor 
alarm  present. 

Such  receiver  false  alarms  do  not  result  in  data  loss,  trut  conceivably  may  introduce 
false  data  in  the  CSCPD.  An  exact  evaluation  of  such  receiver  alarms  is  not  amenable  to 
straightforward  analysis,  and  furthermore,  is  not  considered  to  be  very  important  owing 
to  the  safeguards  built  into  the  system,  namely; 
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4.3. 8.3  (C)  (Continued) 

a.  Frame  aynchroniaation  by  meana  of  a  Barker  Code; 

b.  authentication  of  WARS  and  array  addreaa  at  the  R/  R, 

c.  authentication  of  WARS  addreaa  at  R^  1  and. 

d.  correlation  and  cooroboration  of  data  at  the  CSCPD. 

Thua,  even  if  faiae  receiver  aiamia  did  manage  to  get  tlirough  the  ayatem  and  arrive  at 
the  baae,  the  CSCPD  could  minimise  their  impact  in  much  the  aame  manner  aa  falee 
aenaor  alarm  a  will  be  treated. 

4.3.9  (C)  Signal  Analyais 

4.3.9.  1  (U)  Voltage  Spectrum 


Tranamlaalon  of  the  rapidly  occuring  transitions  in  the  data  stream  requires  a 
large  l)andwidth.  Fortunately  this  is  not  necessar>’  because  most  of  the  signal  power  is 
concentrated  in  a  narrow  band  whose  width  is  approximately  that  of  the  bit  rate.  Thus 
excessive  receiver  noise  would  be  present  If  a  bandwidth  was  used  which  is  large  enough 
to  allow  the  receiver  to  respond  exactlv  to  the  rapid  transitions  of  the  data  stream. 

The  proper  filtering  characteristic  will  now  U*  derlvtHi  with  the  aid  of  spectral 
cons  Ide  rations. 

The  .split-pha.se  .signal,  m(tl.  can  1h-  represented  jiiathematlcally  as  follows; 


m(t) 


where 


a,  ' M  it  -  f.  n 
k  •  u 


a  d  -  k  I 

O 


rect  (t) 


the  impulse  function, 
1  0  s  t  <-  1 
0  el.sewhorc. 


W  reel  ( 


(4r,) 


(47) 


T  =  is  the  inffirmation  bit  jioriod.  and  ~  ^  1  or  -1,  each  with  a  probability  of 

1  2.  The  symbol  "W'’  (ienotes  convolution  and  the  letter  "n"  the  total  number 
of  bits  in  the  message. 

The  autoi'or relation  of  the  signal  is  given  by 

Rg  =  E  (S(l)  ■  S(t  -  -)) 

and  the  Spectrum  is  supplied  In-  the  Fourier  transform  of  the  autocorrelation  function. 

9 

S,(f)=  j'  Rg(t)ej^*  dt 


JL 
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Hm  power  spectrum  for  severs!  different  types  of  sipisl  hss  been  feoersted  using  s 
computer.  The  results  are  shown  in  Figures  4-55,  4-56,  and  4-57.  At  the  top  left  of 
each  figure,  the  phase  of  the  sipisl  (or  s  "one"  is  shown.  The  waveform  for  the 
"zero"  adds  180*  or  ^  radians  to  the  waveform  for  the  "one". 

Figure  4-55  shows  the  spectrum  when  the  signal  has  the  form  of  E<|uMi«n  (46).  The 
bit  rate  is  10  kilobits  per  second.  Seven  percent  of  the  energy  of  this  signal  lies  above 
the  carrier  plus  20  KHz.  4. 6%  of  the  energy  lies  above  30  KHz. 

Figure  4-56  shows  the  spectrum  of  a  signal  whose  phase  is  smoothed.  For  this  sig¬ 
nal  only  3. 2%  of  the  energy  lies  higher  than  20  KHz  above  the  carrier  and  2.4  %  of  the 
energy  lies  hi^er  than  30  KHz  above  the  carrier.  Ihe  smoothed  waveform  reduces  the 
energy  outside  a  given  band  by  about  3  dB  from  the  enerifk'  of  the  idealized  signal. 

Figure  4-57  shows  the  spectrum  for  a  very  smooth  phase  waveform.  Tlie  energy 
which  is  more  than  20  KHz  above  the  carrier  frequency  is  2.  of  the  energy.  The 
energy  of  the  signal  which  is  mure  than  30  KHz  above  the  carrier  frequency  is  less  than 
0.  8%  of  the  energy  of  the  signal.  For  ifiis  very  smooth  signal,  the  interference  with  an 
adjacent  channel  will  contain  less  than  1  (  of  the  energv'  of  the  sigiial.  Filtering  of  the 
signal  at  afxait  l.-'i  times  the  bit  rate  will  reduce  the  interfering  signal  still  lurther  if 
desired. 


It  has  Ijeen  established  (lleferences  11  ami  12)  from  baiKlwidlli,  inlersymbol  inter¬ 
ference,  and  proltuhlllty  of  bit  error  corusiderations  in  telemetry  and  Udegra|iiy  that  the 
signal  shaping  filter  shcjuld  fje  guussian  (or  ma.uinul  linear)  with  the  3  dB  |K)int  at  1/T 
and  36  dB  per  octave  altenuaticin.  (  Ihis  res|«in.se  can  Ih*  a{»|>ro]umaU*d  In  six  cascaded 
H-C  lowpaas  .states.  ) 


The  hit  .streams  In  telegraphy  or  telemetry  are  usually  more  random  and  longer  than 
the  bit  streams  will  1»*  in  the  \S  AH.S  u(5)lk'ution  For  this  reason,  it  Is  not  enough  here 
Just  to  consider  the  average  spectrum,  fiei’ause  some  of  the  sequences  may  contain  nearly 
all  "I's"  or  "0'4".  Therefore,  let  us  ctin.sider  two  cases:  (1)  A  bit  stream  of  all  "1*b", 
and  (2)  a  bit  stream  of  alternating  "O’.s  .and  I's’  The  first  will  have  the  largest  spec¬ 
tral  spread,  because  there  is  a  tran.sillon  every  T/2  sectmds.  The  second,  on  the  other 
hand,  will  have  the  smallest  f>ecausc  the  tr.ansttions  take  place  only  every  T  seconds. 

The  spectrum  of  the  waveform  corresponding  to  the  signal  of  F^quation  46  is 


ir\  ^  /  sin  -  f  n  T  \  ^  » 

I  sin  -f  f  T  j  ^  ■  T 


)  n  T  ))' 


when  a,  =  1  for  all  k 
k 


and 


S  (f)  =  r  IsiniziULlL] 

x'*'  \  ^sin(-f2T)  I 


(sin  ("  (f  -  1  n  T))^ 


when  a,  =  1  k  even 
k 

=  -  I  k  otld. 
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The  voltage  speutru  corresponding  to  the  above  equations  is  indicated  in  Figure  4-50. 

The  power  spectra  are  equal  to  the  square  of  the  voltage  spectra.  Note  that  the  energy 
in  the  harmonics  decreases  with  the  square  of  the  number  of  the  harmonicis  and  that  only 
the  odd  harmonics  are  present. 

The  spectra  of  the  signals  with  the  smoothed  phase  waveforms  will  be  similar  to  the 
spectra  of  Piture  4-5tj.  Of  course,  the  smoothed  phase  will  mean  that  the  coefficients 
for  the(Ji^JJLp  at  each  harmonic  will  be  smaller  than  the  coefficients  that  result 
from  square  wave  modulation.  ” 

4.  3.  9.  2  (C)  Channel  Spillover 

In  order  to  estimate  the  amount  of  power  that  may  be  spilled  into  an  adjacent  chan¬ 
nel  as  a  result  of  the  split-phase  signal,  the  worst  case  of  the  all  "1"  (or  "0")  sequence 
is  used  to  provide  a  bound,  'fhe  channel  is  GO  KHz.  The  expected  instability  in  the  car¬ 
rier  frequency  is  ±5  KHz  (at  170  MHz).  Using  the  approximation  that  the  power  is  con¬ 
tained  in  spectral  lines  at  odd  multiples  of  1/T,  one  can  use  the  coefficient  evaluated 
at  these  frequencies  to  estimate  the  percentage  of  the  total  power  in  these  frequencies. 
When  the  maximum  carrier  instability  of  5  KHz  has  occurred,  the  band  edges  will  be 
be  +25  and  -35  KHz  from  the  carrier.  Therefore,  the  channel  contains  power  at  fre¬ 
quency  offsets  (from  the  carrier)  at  -30  KHz,  -10  KHz,  and  +10  KHz.  TTie  power  at 
+30  KHz  occurs  at  5  KHz  Ixjyond  the  band  edge.  Using  the  36  dB/octave  filter  which  is 
3  dB  down  at  10  KHz,  this  signal  is  found  to  be  attenuated  by  75  dB.  Any  spillover  power 
at  other  frequencies  will  be  attenuated  by  at  least  this  factor.  Taking  all  this  into  account 
of  performing  an  appro-ximate  integration,  the  spillover  power  in  adjacent  channels  on  one 
side  of  the  RF  signal  will  be  at  least  85  dB  below  the  total  power  in  the  modulated  cat  Tier. 

The  spectra  due  to  the  smoothed  phase  modulations  will  decrease  fast  enou^  with 
increasing  frequency  that  it  may  be  possible  to  accept  the  spillover  that  lies  outside  of  the 
band  and  the  filter  placed  after  the  phase  modulator  could  then  be  eliminated. 

4. 3. 9.  3  (C)  Summary  of  Signal  Analysis 


The  waveform  analysis  has  shown  that  filtering  the  modulation  waveform  with  a 
gaussian  (or  maximal  linear)  filter  whose  3  dB  point  is  (1/T  -*  1/nT)  and  whose  rolloff 
characteristic  is  36  dB/octave  will  produce  waveform  for  carrier  modulation.  If  the 
bit  rate  1/T  is  10  KHz,  the  3  dB  point  of  the  filter  should  be  roughly  10.  5  KHz.  Signals 
for  all  bit  sequences  will  pass  through  this  filter,  yielding  the  required  shaped  pulses 
at  the  output.  The  worst  case  of  power  spillover  into  an  adjacent  channel  occurs  with 
all  "1"  or  "0"  sequences  and  is  approximately  85  dB  below  the  power  in  the  60  KHz 
wide  channel  of  operation.  Hence,  if  necessary,  say  for  purposes  of  expansion  of  fhe 
system,  the  inlarmation  bit  rate  could  be  increased  to  the  order  of  15  kilobits  per 
second  and  still  yield  a  spectrum  which  would  not  produce  cross-talk  in  adhacent  chan¬ 
nels. 


Further  ananlysis  may  show  that  the  spectrum  of  a  smoothed  phase  .vaveform  will 
decrease  fast  enough  that  filtering  is  not  required  to  eliminate  cross-talk. 
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Figure  4-58  (C)  \  oltage  Spectra  of  Split-Phase  Signal  (U) 
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4.  3. 10  (C)  Power  Budget  AnalyBis 

4,  3. 10. 1  (C)  Bit  Krror  Probability  and  S/N 

As  indicated  by  Equation  (26),  the  probability  of  bit  error  p  is  dependent  upon 
the  Joint  event  of  obtaining  correct  bit  timing  and  a  correct  bit  ^  decoding  decison. 

The  decoding  in  the  proposed  system  will  be  such  that  if  a  transition  at  the  center  of 
an  information  bit  (at  or  near  the  split-phase  transition)  is  missed,  no  decoding  of  that 
bit  will  occur.  Let  p^^  represent  the  probability  of  missing  a  bit  timing  transition 
and  qg  represent  the  conditional  probability  that  a  decision  error  is  made  while 
sampling  the  output  of  the  integrator,  given  that  correct  bit  timing  has  been  established. 
Thus  the  total  probability  of  bit  error  will  be 


p  =  p  ^  (1  -  p  )q  (53) 

m  ^m  e 

Qg  is  thus  the  normal  error  probability  that  appears  in  the  conventional  bit  error 
probability  versus  signal-to-noise  ratio  (K  .N’q)  curves  of  standard  texts  (References  6, 
7,8).  These  standard  curves  are  derived  on  the  basis  that  timing  SNTichroniz.ation  is 
firmly  established. 

For  a  specified  Input  .S  ,  (ig  can  be  o!)tained  directly  from  standard  curves. 
However,  the  transition  miss  probability  p^^^  is  not  obtainable  in  a  str.aightforward 
manner.  In  fact,  (|  and  p  arc  not  independent  since  the  noise  at  the  transition 
time  and  at  the  inte^ator  safflpling  in.stant  are  correlated.  Therefore,  no  rigorous 
solution  to  the  complete  problem  is  available  at  this  time.  However,  in  order  to  be 
able  to  complete  the  design  values,  we  shall  make  the  assumption  that  both  the  transi¬ 
tion  miss  probabllitv  p  and  the  conditional  decoding  error  probability  q  will  be 
equal,  i.e. , 


P 


m 


(54) 


With  this  assumption,  E'quatlon  (.5.3)  becomes 


-3 

From  the  curves  of  Figure  4-.i2,  a  bit  error  probability  of  2  x  10  is  taken  as  a 
reasonable  choice  because  the  data  loss  will  then  be  only  about  6%  greater  than  that 
for  a  link  with  p^  =  0.  Hence,  with  p^  =  2  x  10“3^  from  (55)  becomes 

%  10“^  (56) 
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4.  3. 10. 1  (C)  (Continued) 


From  standard  curves  for  DPSK  (Reference  7),  whose  performance  the  proposed 
system  approximates, 


y  =  ^  =  7.5  dB 


Since  the  receiver  must  have  a  bandwidth  wider  than  the  sig^nal  bandwidth  of 
20  kHz  to  accommodate  possible  frequency  Instabilities  of  the  transmitter  and  receiver 
local  oscillator,  the  3  dB  receiver  IF  bandwidth  will  be  designed  to  be  40  kHz.  With 
W  =  40  kHz  and  a  bit  time  T  =  0. 1  milliseconds,  TW  -  4.  Since 


FT  =  TW  s 


the  receiver  Input 


^  =  1.9  dB.  (59) 

4.  3.  10.  2  (C)  fleceiver  Sensitivity 

The  receiver  sensitivity,  defined  as  the  minimum  usable  input  signal  level  to  yield 
a  p  =  2  X  10"3.  is  detennined  as  follows: 


KTB  =  -174  dBm  +  40  dB 


=  -128  dBm 


Receiver  Noise  Figure  (nominal) 


Receiver  Internal  Noise  N. 


■121  dBm 


S/N  in  bit  rate  bandwidth  for  p  =  2  x  10 

e 

Bandwidth  correction  factor  40  KHz/ 10  KHz 


7.5  dB 


6.  0  dB 


Required  receiver  IF  S/N  for  p  =  2  x  lo”’’  ideal 
DPSK  demodulator  (7.  5-6.  OdB)? 


1.5  dB 


Demodulator  perfonnance  degradation  allowance 
(from  ideal) 


4.5  dB 


Required  IF  S/N  for  p^  =  2  x  lO”**  for  degraded 
demodulator  (2.  4  3.6  dB) 


6.0  dB 


Minimum  signal  level  for  decoding 
(-121  dBm  +  6  dB) 


=  -115  dBm 


If  the  receiver  NF  is  allowed  to  go  to  10  dB  in  the  worst  case,  then  a  minimum  sig¬ 
nal  level  for  decoding  would  be  -112  dBm. 
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4. 3. 10, 2  (C)  (Continued) 

A  4. 5  dB  demodulator  performance  degradation  is  a  composite  of  phase  locked  loop 
acquisition  performance  degradation  for  the  short  acquisition  times  allowed,  timing 
synchronization  accuracy  loss  and  decoding  losses  for  the  signal  format  chosen  and 
likely  degradation  due  to  the  factors  of  component  tolerances. 

The  degradation  of  the  performance  of  a  demodulahjr  due  to  jitter  in  the  recon¬ 
structed  carrier  phase  is  developed  in  Reference  20  (see  Page  4-96)  at  the  same  time 
the  degradation  due  to  a  degraded  correlation  factor  is  developed.  We  estimate  the 
correlation  between  two  bits  of  opposite  type  to  be  approximately  -0.  8.  The  degradation 
of  the  performance  through  tlie  lack  of  perfect  correlation  and  the  phase  jitter  will 
require  an  increase  in  signal-to -noise  ratio  of  1  dB  to  maintain  the  required  error  rate. 
Timing  inaccuracies  should  require  less  than  an  additional  0.  5  dB  signal -to -noise  ratio 
to  maintain  the  performance.  The  remaining  3  dB  should  be  an  adequate  allowance  for 
the  effects  of  component  tolerance,  especially  in  such  points  as  thresholds  and  ampli¬ 
fier  gain. 

The  4.  5  dB  performance  degradation  allowed  for  the  demodulator  should  be  ade¬ 
quate  for  the  actual  circuit. 

The  presence  of  indigenous  noise  will  tend  to  reduce  the  receiver  performance. 

The  prediction  of  indigenous  mdse  levels,  however,  can  at  Ijest  only  a  very'  rough 
approximation.  Atmospheric  noise  need  nut  lx  consitlei-ed  at  VTIF.  in  fact,  the  only 
plausible  natural  noise  is  (if  Galactic  origin.  For  the  frequencies  of  interest,  mean 
Galactic  noise  levels  can  lx  as  high  as  5  dB  above  KTB.  Any  other  contribution  to 
indigenous  noise  must  lx  man-made. 

It  is  estimated  that  man-made  noise  could  reach  a  level  of  14  dB  above  KTB.  but 
only  in  cases  where  the  intra-wide  area  communication  receivers  are  operating  in 
close  proximity  to  communications  centers,  or  industrial  centers.  When  the  communi¬ 
cations  receivers  are  deployed  in  remote  locations,  the  mean  man-made  noise  reaching 
the  receivers  can  be  e.xpected  to  be  no  greater  than  Galactic  levels.  It  will  Ije  shown 
that  the  intra-wide  area  link  can  be  reliably  closed  using  the  indigenous  noise  5  dB 
above  KTB  and  closed  at  some  loss  in  transmission  range  using  the  worst  case  of  14  dB 
above  KTB. 

For  a  nominal  receiver  NF  of  7  dB  and  a  realistic  indigenous  noise  level  of  5  dB 
above  KTB: 


Incident  indigenous  noise  level  (KTB  +  .5  dB) 

Antenna  Gain 

Input  Indigenous  noise  at  Receiver  Input  -  NI 
Combined  Input  Noise  Level 

N.p  =  Nj  =  (-125  dBm  combined  with  a  -121  dBm) 


-123  dBm 
-2  dB 
-125  dBm 
-119. 5  dBm 


IF  S/N  (for  -112  dBm  signal  signal  level) 
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Hius,  there  is  1.  5  dB  of  margin  for  nominal  receiver  noise  figure  and  with  degraded 
demodulator  performance.  Noise  figure  degradation  to  10  dB  would  result  in  a  small 
loss  in  transmission  range  for  a  J&B  forest.  Figure  4-31  indicates  that  range  would 
only  have  to  Ije  reduced  in  a  few  percent  from  maximum  to  pick  up  the  1.  5  dB  required 
in  received  signal  level  for  a  6  dB  IF  S/N. 

For  the  unlikely  case  of  14  dB  above  KTB  in  a  J&B  forest  environment; 


Incident  indigenous  noise  level  (KTB  14  dB) 

•  114  dBm 

Antenna  Gain 

-2  dB 

Indigenous  noise  at  receiver  input  NI 

-116  dBm 

Combined  input  noise  level 

N.p  =  .N’j  Nj^  =  (-116  dBm  combined  with  -121  dBm) 

-115  dBm 

Minimum  received  signal  level 

-112  dBm 

IF  S,  N 

3  dB 

'Fhus,  the  received  signal  level  would  have  to  increase  to  -10!)  dBm  for  a  nominal 
receiver  noise  figure  and  with  degraded  demodulator  performance,  and  to  -106  dBm 
for  additional  noise  figure  degradation  to  10  dB.  Ihis  would  result  in  approximately 
15  percent  and  .'10  percent  transmission  range  loss  respectively  for  a  J&B  forest. 

-3 

A  reasonable  compromise  K  1  sensitivitj’  is  -112  dBm  for  a  p^  =  2  x  10  ,  By 

requiring  that  this  level  lx*  pivsent  at  the  receiver  input  terminals^ through  a  J&B  forest 
and  at  the  end-of-life  tran.smitter  power  output,  subsequent  analysis  will  show  that  rea¬ 
sonable  H/  It  transmitter  outfmt  iwwer  requirements  result.  For  the  S/T  to  H/R  link 
the  receiver  sensitivity  requirement  can  lx*  relaxed  and  still  result  in  very  reasonably 
S/T  transmitter  ^)o\ver  requirements  as  will  be  seen  in  subsequent  analysis.  Requiring 
that  a  -105  dBm  signal  level  lx;  present  at  the  R/H  receiver  input,  and  controlling  the 
receiver  NF  and  demodulator  trade-offs  (Ijy  establishing  a  R/R  receiver  IF  S/N  of  6  dB 
as  in  the  R/I  receiver)  will  permit  operation  in  extremely  high  indigenous  levels  with¬ 
out  transmission  range  degradation.  Since  there  is  more  flexibility  in  R^l  location  in 
general  than  R/R  location,  it  is  believed  that  a  reasonable  compromise  is  required 
receiver  sensitivity  has  been  made. 

4.3.10.3  (C)  Required  Transmitter  Power 


The  required  transmitter  |X)wer  for  the  S/T  and  the  R/R  will  be  highly  dependent 
upon  the  propagation  path  loss,  which  is  a  function  of  the  local  environment.  The  results 
of  the  propagation  path  loss  analysis  were  presented  in  Section  4.3.  2.  The  greatest 
path  loss  occurs  at  the  higher  frequencies  so  the  design  will  be  based  for  165  MHz.  At 
this  frequency  the  propagation  path  loss  in  a  fairly  thick  jungle  forest  (JB  curve  of 
Figure  4-32)  for  antennas  at  a  height  of  1  meter  are  given  as  follows: 
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4. 3. 10. 3  (C)  (Continued) 

G  +  G  s  -9  dB 
t  r 

=  +17  dBm 

For  the  S/T,the  end-of-life  transmitter  power  will  be  50  mw.  An  initial  S/T  trans¬ 
mitter  power  of  100  mw  will  be  required  to  give  sufficient  allowance  for  battery  degra¬ 
dation  over  the  operating  life. 

To  avoid  unnecessarily  strong  radiations  where  the  foliage  is  thin,  the  S/T  as  well 
as  the  R/R  transmitters  will  be  designed  to  provide  two  power  outputs;  one  10  dB  less 
than  the  other. 

4.3.11  (C)  Summary  of  Data  Link  Analysis 

A  relatively  simple  efficient  baseline  communication  system  has  been  evolved. 

This  system  uses  two  frequency  channels  for  all  the  links;  one  frequency  is  for  the 
S/T-to-R/R  links  and  a  second  frequency  for  the  R/R-to-R/I  links.  Each  sensor  alarm 
will  be  encoded  in  a  short  burst  digital  transmission  of  23  bits  duration  at  a  bit  rate  of 
10  kilobits  per  second. 

The  system  will  operate  so  that  the  R/R  will  act  as  a  regenerative  repeater  i  e 
it  will  perform  demodulation,  decoding,  authentication  of  address,  regeneration  of  the 
received  code  word,  and  frequency  translation.  The  R/R  receiver  will  be  blanked  while 
the  retransmission  is  taking  place  (approximately  4. 3  milliseconds).  A  capability  also 
exists  for  the  system  to  grow  in  that  the  data  rate  can  be  increased  by  about  50  percent 
without  introducing  intolerable  splatter  or  cross-talk  in  adjacent  channels. 

Channel  minimization  is  accomplished  by  letting  multiple  transmitters  share  a 
common  channel.  This,  of  course,  leads  to  a  certain  amount  of  data  loss  attributed  to 
message  overlap.  The  estimated  S/T-to-R/I  data  loss,  however,  appears  to  be  quite 
reasonable  when  one  considers  that  the  overall  BESS  data  loss  can  go  up  to  25  percent 
before  any  significant  degradation  of  the  system  performance  occurs.  The  percent 
data  loss  caused  by  message  overlap  is  determined  by  the  false-alarm  rate  of  the  sen¬ 
sors  used  and  the  degree  of  activity  near  the  arrays.  Calculations  show  that  if  five  of 
the  arrays  located  within  the  reception  range  of  an  R/I  are  simultaneously  intruded  by 
five  20-man  groups  and  if  the  deployed  sensors  exhibit  a  mean  false  alarm  rate  of  1 
every  hour,  the  S/T-to-R/I  data  loss  will  be  of  the  order  of  10  percent. 

Table  4-6  summarizes  the  principal  characteri sties  for  the  baseline  WARS  com¬ 
munication  system. 
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Table  4-6  (C).  Summary  of  Data  Link  Characteristics  (U) 


Frequency  Band 

138-172  MHz 

Number  of  Channels 

2 

Channel  Width 

60  kHz 

Channel  Separation 

3  MHz 

RF  Signal  BW 

20  kHz 

Receiver  IF  BW's  (3  db) 

40  kHz 

Modulation 

PSK 

Information  Bit  Rate 

10  kbps 

Signal  Coding 

20  kbps  split-phase 
(Manchester  Code) 

Baseband  Filtering 

10.  5  kHz  (a  36  db/oct, 
Gaussian  response 

Message  Lengths 

23  Bits** 

Enable  Bits 

=  2  * 

Frame  Marker 

=  5 

WARS  ID 

=  6 

Array  ID 

=  3 

Sensor  ID 

=  3 

Status  and  Type  Alarm 

=  2 

Self  Test 

=  1 

Parity 

=  1 

S/T  Transmitter  Power  (Initial) 

100  mw  and  10  mw 

R/R  Transmitter  Power  (Initial) 

4  W  and  0. 4  W 

R/I  Receiver  Sensitivity 

-112  dBm 

R/R  Receiver  Sensitivity 

-105  dBm 

Receiver  Bit  Error  Probability 

2  X  10"^ 

Estimated  Data  Loss  (Upper  Bound) 

20  percent 

In  order  to  increase  system  flexibility  a  twenty -fourth  bit  may  be  added 
for  use  with  auxiliary  inputs. 

Enable  shall  be  two  or  more  bits. 
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Section  \' 

WARS  HARDWARE  DESIGN 


5.1  (U)  GENERAL 

This  section  is  intended  to  serve  as  a  preliminary  design  plan  for  the  hardware 
which  is  required  to  implement  the  system  design  presented  in  Section  IV.  Both 
electrical  and  physical  design  are  outlined  for  the  three  components  of  the  WARS 
subsystem:  (1)  S/T,  (2)  R/R,  and  (3)  R/I. 

5.2  (C)  ELE CTRICAL  DESIGN 

5. 2.  1  (C)  Sensor/Transmitter  (S/T)  Unit 


A  block  diagram  of  this  unit  is  shown  in  Figure  5-1.  The  major  subsystems  of 
this  unit  are:  (1)  Primary  Detector,  (2)  Encoder  and  Power  Control,  (3)  Modula¬ 
tor,  (4)  Transmitter,  (5)  Antenna,  and  (G)  Battery  Pack.  The  proposed  electri¬ 
cal  design  of  these  are  covered  in  the  following  sections. 

5.2. 1.1  (C)  Primary  Detector 

A  block  schematic  diagram  of  this  module  is  shown  in  Figure  5-2.  The  major 
component  of  this  module  are: 

a.  Geophone 

b.  Amplifier 

c.  Discriminator 

d.  Self  Test 

e.  Alarm  Pulse  Generator 

f.  Voltage  Regulators 
5.2. 1. 1.  1  (C)  Geophone 

The  geophone  is  an  electro-mechanical  device  which  converts  vertical  earth 
motion  (in  the  order  of  10 ‘^inches)  generated  by  personnel,  vehicles,  aircraft,  etc.  , 
into  electrical  signals.  The  primary  parts  of  the  geophone  arc  the  permanent 
magnet  and  the  coil-mass.  Tlie  coil  is  wound  on  a  known  mass  which  is  attached  to 
the  stationary  case  by  a  spring.  The  magnet  and  case  are  rigidly  and  mechanically 
coupled  to  the  earth.  When  the  earth  moves,  the  magnet  and  case  also  move.  The 
coil,  however,  tends  to  remain  stationary  and  lags  behind  the  motion  of  the  earth. 
Consequently,  the  relative  motion  between  the  magnet  and  coil  generates  a  current 
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Figure  5-1  (C).  Block  Schematic, 
S/T  Unit  (U) 


(CONFIOtNTUl) 


in  the  coil  proportional  to  the  relative  velocity  between  the  magnet  and  coil.  The 
moving  coil  cuts  the  magnetic  flux  lines,  thereby  generating  a  current.  Provided 
the  resulting  signals  are  large  enough,  relative  to  normal  background  and  geophone 
noise,  further  amplification  and  processing  readily  yields  a  recognizable  seismic 
signature. 


Two  geophones  arp  being  considered  for  use  as  the  Primary  Sensor.  Both 
devices  are  characterized  by  proven  reliability,  small  size,  light  weight,  rugged¬ 
ness,  and  low  cost.  These  geophoncs  have  been  tested  extensively  by  Sylv’ania 
and  have  been  used  in  numerous  other  seismic  intrusion  detection  systems.  The 
geophone  specifications  are  as  follows: 

Parameter  MARK  Products  Ltd.  Geo  Space  Corp. 


Model  No. 

L-9 

Natural  Frequency 

10  Hz 

Coil  Resistance 

2200  n 

Height 

1" 

Diameter 

.875" 

Weight 

1.  8  oz. 

HSJ-61 
10  Hz 

2200  n 
1" 

.  875" 
1.  8  oz. 
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Figure  5-2  (C).  Block  Schematic,  Seismic  Amplifier-Discriminator 
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5.2. 1.1.2  (C)  Amplifier 

The  output  signal  from  the  geophone  will  be  amplified  by  a  three-stage,  96-dB 
(nominal)  voltage  gain  amplifier.  The  gain  stability  over  the  specified  temperature 
range  will  be  ^  1  dB,  The  frequency  response  will  be  down  3  dB  at  12  and  120  Hz. 

The  choice  of  bandwidth  for  the  amplifier  is  governed  by  he  N'ariance  Frequency 
Discriminator.  Since  the  signals  generattni  by  personnel  walking  are  generally  in 
the  20-to-40  Hz  band,  the  higher  frequency  signals  passed  by  the  amplifier  will  be 
used  to  improve  signal  discrimination  thus  reducing  the  false  alarm  rate. 

The  amplifier  will  consist  of  three  low-power,  stabilized-bias  transistor  stages. 
The  first  stage  input  will  be  protected  from  large  signals  which  otherwise  would 
destroy  the  first  stage.  Such  large  signals  can  be  generated  by  dropping  the  sensor 
or  by  a  nearby  artillery  shell  burst.  The  first  stage  will  also  be  optimized  for  low 
noise  operation  to  avoid  sensitivitv  limitation  by  amplifier  noise.  The  output  noise 
level  will  be  less  than  10  m\'  rms  for  an  tquivalent  input  noise  of  approximately 
0.  15  uV  rms.  The  final  stage  of  the  amplifier  will  be  followed  by  a  buffer  driver 
necessarv  to  drive  the  AGC  and  the  processor. 

Shunt  AGC  will  b<‘  employtHl  between  the  first  and  second  gain  stages  to  allow 
distortion-free  operation  over  a  wide  dvnamie  range  of  input  signals.  The  AGC  will 
have  a  10  dM-dvnamic  range  with  a  1  second  dela\  -attack  time  and  a  10  second  release 
time. 

A  field  selectable  gain  switch  will  lx*  a<tded  l)»‘tw(>en  the  S(*eond  and  third  stages  to 
set  the  approximate  detection  range  of  the  Primarv  .Smsor  to  (Other  10  or  30  meters 
for  personnel. 

5.2.  1.1. .3  (C)  Discriminator 

The  output  of  the  amplifier  is  fed  into  the  VFD.  The  signal  is  first  fed  into 
the  circuits  which  generate  the  characteristic  measurements  w’hich  have  been  det¬ 
ermined  to  be  most  effective  in  the  discrimination  Ijetween  the  intruders  which  are 
to  be  detected  and  the  sources  of  false  alarm.  Contrary  to  the  usual  pr{x;edure  for 
selecting  such  characteristics  consisting  of  guessing  at  a  set  of  characteristics 
which  might  work  when  trying  the  resulting  circuits  in  a  test,  the  characteristics 
used  in  the  VFD  were  selected  through  a  much  more  thorough  and  exhaustive  pro¬ 
cedure,  A  large  number  of  different  types  of  measurements  were  made  on  the 
output  of  the  amplifier  associated  with  the  seismic  transducer  or  geophone.  Part¬ 
icular  emphasis  was  placed  on  such  simple  measurements  as  the  amplitude,  the 
frequency,  the  variations  of  the  amplitude,  the  variations  of  the  frequency,  and 
cross-correlations  of  these  different  quantities.  The  amplitucie  of  the  signals  can 
be  measui  ed  with  an  energy  detector  or  envelope  detector.  The  frequency  of  the 
signals  can  be  measured  in  a  number  of  different  ways.  One  technique  is  to  use 
a  low  frequency  discriminator  constructed  in  much  the  same  way  that  high  fre¬ 
quency  discriminators  are  constructed  with  integrated -circuit  operational  amp¬ 
lifiers  supplying  the  function  of  the  transformers.iisually  required. 

Secondary  measurements  were  also  made  on  the  signals  from  the  primary  signal 
characteristic  measurement  devices.  Such  operations  as  filtering  can  be  easily 
performed.  In  addition,  such  things  as  the  average  frequency  of  the  envelope,  the 
average  amplitude  of  the  envelope,  the  peak-to-peak  variation  of  the  envelope 
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5. 2.  1.1.3  (C)  (Continued) 

and  similar  measurements  of  the  frequency  of  the  signal  were  iiieasured  by  sinqily 
applying  the  primary  circuit  measurement  devices  to  the  output  of  the  primary 
circuit  measuring  devices.  Cross  correlations  of  the  primary  and  secondary 
measurements  could  also  be  approximated  by  using  mc^rately  simple  mixing 
operations  followed  by  filtering  operations. 

In  the  manner  described  above  a  large  number  of  characteristics  of  the 
amplitude  and  of  the  frequency  of  the  signals  due  to  personnel,  to  vehicles,  and 
to  rain  and  planes  of  differenc  types  were  measured.  An  additional  possible 
measurement  that  was  not  included  for  theoretical  reasons  was  a  phase  measure¬ 
ment.  It  was  considered  that  the  phase  measurements  would  be  almost  entirely 
random  for  each  of  the  types  of  signals  and  would  therefore  supply  little  information 
about  the  origin  of  the  signal.*  A  computer  was  used  to  explore  the  possible  useful 
variations  of  the  measurements  and  the  techniques  for  combining  the  measurements 
to  arrive  at  the  best  possible  combination  of  characteristics  of  the  signal.  This 
combination  is  not  "optimum"  as  a  detector  of  the  intruders,  since  there  is  almost 
surely  a  more  complicated  set  of  measurements  which  will  perform  the  desired 
discrimination  more  precisely.  However,  the  characteristics  which  were  selected 
will  detect  intruders  reliably  with  simply  constructed  circuits. 

5.2.  1.  1.  i  (C’)  Self  Tost 

The  self-tost  circuitry  consists  of  a  low  frequency  clock,  a  !»-bit  counter,  and  a 
(lecfKle  gate.  The  counter  divides  the  clock  fre<juency  In  29  to  achieve  a  one  hour 
cycle  time.  ITie  deco<le  gate  detects  the  end  of  a  one  hour  period  and  triggers  the 
Alarm  Pulse  (ienerator.  Since  a  sensor  alarm  is  a  valid  verification  that  the  Primary 
Detector  and  the  rest  of  the  S/  T  are  operational,  it  is  unnecessary  to  transmit  self 
test  messages  during  periods  of  activity,  ('onseciuently ,  a  sensor  alarm  will  reset 
the  9-i)it  coimter  to  l)egin  a  new  onc'  hour  period.  If  no  sensor  alarms  have  occurred 
during  a  one  hour  perio<l,  a  test  message  will  be  sent  at  the  end  of  that  period.  A 
minimum  of  one  message  will  be  transmitted  every  hour.  ITie  clock  is  a  low  fre- 
quenev,  low  power,  discrete  component  clock.  The  9-bit  counter  and  the  decode  gate 
are  low  power  COS-MOS  integrated  circuits. 

5.2.  1.  1,5  (D  .Alarm  Pulse  Generator 


The  alarm  pulse  generator  initiates  power  turn-on  to  the  encoder,  modulator, 
and  transmitter,  and  limits  the  alarm  rate  to  1  per  4  seconds  maximum.  The  alarm 
pulse  will  be  of  sufficient  length  to  turn  power  on  and  to  permit  the  encoder  time  to 
stabilize.  Following  circuit  stabilization,  the  encoder  will  assume  the  power  control 
function  and  maintain  power  on  imtil  the  message  transmission  is  complete.  The 
alarm  pulse  must  be  larger  than  six  volts  in  amplitude  and  from  0.  5  to  2  ms  long. 
The  auxiliary  sensor  must  also  generate  a  similar  alarm  pulse  and  must  contain  a 
built-in  alarm  rate  limiter. 

5.2.  1.1,  f)  (C)  Voltage  Regulators 

The  ‘12  V  and  HI  V  regulators  will  supply  voltages  for  the  amplifier  and  VFD 
and  will  be  on  continuously.  The  ■‘^12  V’  regulator  will  exhibit  a  low  output  impedance 
(<lfl)  and  good  input  voltage  transient  response.  Since  the  battery  voltage  will  xTiry 
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5.2. 1.1. 6  (Continued) 

widely  during  a  transmission  cycle,  special  care  must  be  taken  to  prevent  the  trans¬ 
ients  from  introducing  high  noise  levels  into  the  amplifier,  possibly  forcing  the  ampli¬ 
fier  AGC  to  reduce  gain.  The  regulator  will  employ  a  Darlington  pass  transistor 
configuration  with  short  circuit  output  protection.  A  low  current  LVA  zener  diode 
will  supply  the  reference  voltage  and  will  be  compensated  with  a  transistor  base- 
emitter  junction.  The  +6  V  regulator  will  operate  from  the  +12  V  regulator  and  will 
be  of  very  simple,  low  power  shunt  configuration. 

5.2. 1.1.  7  (C)  Alarm  Qualification  Logic 

The  Auxiliary  Detector  alarm  signal  will  be  applied  to  the  encoder  without  further 
processing  or  gating  with  the  Primary  Detector.  Two  options  for  combining  these  are 
discussed  in  Chapter  6.  Since  the  sensor  which  is  generating  the  alarm  or  a  self 
test  must  be  identified  in  the  transmitted  message,  it  is  necessary’  to  include  some 
control  logic  to  Identify  the  alarm  source/self  test.  The  lines  X,  Y,  and  Z  (see 
B’lgure  5-2)  will  be  used  as  follows: 

X  =  Primary  Sensor  Alarm 

Y  --  Self  Test 

Z  =  Auxiliary  Sensor  Abrm 

X’Y  =  Primary  Sensor  Alarm 
Z’  Y  =  Auxiliary  Sensor  Alarm 


'.X-  Y  =  Self  Test 


5.2. 1.1. 8  (U)  Power  , 

Power  will  be  supplied  continuously  to  the  amplifier  and  the  discriminator. 

5.2. 1.2  (C)  Encoder  and  Power  Control 
5.2. 1.2.1  (C)  General 

The  primary  function  of  the  encoder  is  to  generate  tile,  message  of  the  S/T  unit 
in  response  to  an  alarm  signal  received  from  the  Primavy  Detector.  The  response 
message  is  a  digital  word  consisting  of  2.'3-bits  designated  as  follows: 
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5.2. 1.2.1  (C)  (Continued) 


Bit  Nos. 

Description 

1  - 

2 

Enable  (00) 

3  - 

7 

Frame  Marker  (11101) 

8  - 

13 

WARS  ID 

14  - 

16 

Array  ID 

17  - 

19 

Sensor  ID 

20 

Aux.  Sensor  Alarm 

21  - 

22 

Status  &  T\pe  Alarm 

23 

Parity 

The  encoder  will  provide  for  external  control  of  the  WARS  ID,  Array  ID, 

.sensor  ID,  and  identification  parity  bits  by  selections  made  on  a  code  pluR.  The  code 
plug  setting  will  be  made  prior  to  field  deployment.  The  remaining  bits  of  the 
response  message  are  set  internally  by  the  encoder  circuitry.  The  parity  bit  will 
depend  on  all  bits  except  the  enable  and  frame  marker  bits. 

The  enc(Kler  timing  circuitry  will  determine  the  duration  of  the  transmission  of 
the  S/T  unit.  Upon  receipt  of  an  alarm  from  the  Primary  Detector,  the  encoder  will 
generate  a  power  control  signal  to  enable  the  power  switches.  Thus,  power  will  be 
applied  to  the  transmitter  for  the  duration  of  the  power  control  signal, 

f). 2 .1  2 _ (C)  Description  of  Operation 

A  block  diagram  of  the  encoder  and  power  control  subsystems  is  shown  in 
Figure  5-.'I.  The  encoder  is  inactive  in  the  non-alarm  state.  The  battery  voltage  is 
applied  to  the  power  control  flip-flop  and  the  power  switch  of  the  encoder,  resulting 
in  a  continuous  current  drain  of  10  microamperes.  The  system  can  also  be  operated 
with  an  external  DC  power  source  as  shown. 

An  alarm  pulse  from  the  processor  acts  as  a  temporary  enable  signal  for  the 
power  switch  which  applies  the  battery  voltage  to  the  +12  volt  regulator.  A  regulated 
+12  volts  DC  is  applied  to  the  encoder  circuitry  and  to  the  transmitter.  The  current 
drain  will  be  less  than  40  milliamperes.  The  reset  circuit,  which  is  triggered  when 
the  +12  volts  is  applied,  generates  two  reset  pulses  R1  and  R2.  R1  triggers  the  power 
flip-flop  which  generates  a  sustained  enable  signal  for  the  power  switch.  Reset  pulse 
R2  is  generated  1  ms  after  power  is  applied  and  is  used  to  trigger  the  load  command 
circuit  and  turn  on  the  clock.  The  1  ms  delay  allows  the  transmitter  time  to  reach 
the  proper  frequency  and  power  level  before  the  message  is  transmitted.  Figure  5-4 
shows  a  timing  diagram  of  some  of  the  signals  generated  in  the  encoder.  The  load 
command  pulse  clears  the  bit  counter  and  acts  as  a  control  signal  for  the  shift 
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ALARM  SIGNAL 


♦12V 


POWER  CONTROL 
SIGNAL 


RESET 

R2 


LOAD  COMMAND 
PULSE 


TmT 


CLOCK 


SHIFT  REGISTER 
OUTPUT 


RESPONSE 

MESSAGE 


0  0  1110 


Figure  5-4  (C)  Encoder  Timing  Diagram  (U) 
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5. 2 . 1  ■  2 . 2  (C )  (Continued) 

register.  The  occurrence  of  a  load  command  pulse  with  a  negative  transition  of  the 
clock  Cp  causes  a  parallel  transfer  of  data  into  the  shift  register.  Note  that  the  state 
of  the  parallel  inputs  (1  -  23)  to  the  shift  register  represents  the  message.  Parallel 
inputs  1-7  are  generated  internally.  Inputs  8-19  are  controlled  by  selections  made 
on  the  code  plug.  A  "one"  is  programmed  by  cutting  a  jumper  wire  which  applies  a 
positive  voltage  to  the  shift  register.  No  action  is  necessary  to  program  a  "zero" 
since  the  jumper  wires  are  already  connected  to  ground.  Inputs  20,  21,  and  22  are 
status  inputs  from  the  Primary  Detector.  A  parity  generator  generates  the  parity 
input  (23).  Inputs  to  the  parity  generator  are  from  bits  20  through  22  and  from  the 
code  plug,  where  a  field  setting  indicates  parity' status  of  bits  8  through  19. 

The  first  negative  transition  of  the  clock  waveform  is  used  to  load  the  register 
and  each  additional  negative  transition  is  used  to  serially  read  out  the  shift  register. 
The  output  and  inverted  output  of  tfib  shift  register  are  gated  with  the  clock  outputs  in 
the  enc^e  gate  to  generate  the  "ones"  and  "zeros"  of  the  message.  The  encode  gate 
generates  a  "zero"  when  the  register  output  is  zero  volts,  and  a  "one"  when  the 
register  output  is  +12  volts.  Figure  5-4  shows  the  correct  description  of  "one"  and 
"zero"  bits.  The  bit  counter  keeps  count  of  the  number  of  bits  generated  by  counting 
the  clock  pulses.  The  frequency  of  the  clock  is  10  Khz.  After  23  bits  are  trans¬ 
mitted,  the  counter  decode  gate  generates  a  pulse  which  resets  the  power  control 
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5.2. 1.2.2  (C)  (Continued) 

flip-flop  and  turns  off  the  clock.  Thus,  the  enable  signal  for  the  power  switch  is  re¬ 
moved  and  the  +12  volts  is  turned  off.  The  transmission  time  is  3.3  ms  (2.3  ms  for 
the  message  and  1  ms  for  transmitter  stabilization). 

In  summary,  the  S/T  message  format  is  determined  by  selections  made  on  a  code 
plug  and  other  internal  connections.  An  alarm  from  the  Primary  Detector  will  drive 
the  power  control  circuitry  to  apply  power  to  the  encoder.  After  a  1  ms  delay  for 
transmitter  stabilization,  the  digital  data  on  the  parallel  inputs  on  the  shift  register 
are  stored  in  a  23  stage  register.  The  register  is  read  out  serially.  This  serial  out¬ 
put  is  gated  with  the  10  kHz  clock  to  generate  the  S/T  message. 

5. 2.1.3  (C)  Modulator 

The  proposed  modulation  format  for  the  WARS  system  is  binary  phase  modula¬ 
tion,  where  difference  between  a  mark  and  space  is  transmitted  by  changing  the  phase 
of  the  RF  carrier  by  180“  (see  Figure  5-5).  In  order  to  maintain  a  high  average  power 
during  each  bit  transmission  and  to  minimize  the  transmission  bandwidth  and  spillover, 
two  other  requirements  must  also  lie  placed  on  the  modulator.  The  first  requirement 
indicates  that  little  or  no  amplitude  modulation  be  placed  on  the  carrier  during  the 
phase  modulation  process;  and  the  second,  that  the  iiandwidth  of  the  modulating  wave¬ 
form  be  limited  to  just  that  necessary  for  the  bit  rate  and  modulation  format  involved. 

In  order  to  pre.serve  the  benefits  obtained  by  the  use  of  prcmodulation  filtering, 
a  linear  phase  modulator  is  required  such  that  the  phase  of  the  carrier  varies  linearly 
with  the  modulating  waveform  and  thus,  no  amplitude  modulation  is  introduced 

There  are  several  basic  types  of  linear  phase  modulators  available  for  use  in 
this  application.  The  final  choice  will  be  determincKl  during  the  initial  equipment 
design  phase  preceding  the  preparation  of  the  design  plan.  However,  at  ypical  Armstrong 
linear  phase  modulator  is  described  Ijelow. 
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Figure  5-5  (C).  Snlit-Phase  PSK  Bit  Structure  (U) 
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5. 2. 1.3  (C)  (Continued) 

The  modulating  voltage  is  applied  to  a  balanced  mixer  which  is  also  fed  by  the 
basic  carrier  oscillator.  The  resulting  output  is  a  double  sideband  sig^l  with  the 
carrier  suppressed  by  the  rejection  balance  of  the  mixer.  When  a  90*  shifted  carrier 
is  reinserted  to  the  DSB  signal  in  the  adder,  a  f^ase  modulated  signal  is  produced.  In 
this  technique,  the  maximum  linear  phase  shift  available  is  in  the  order  of  0. 5  radian; 
therefore,  frequency  and  thus  phase  multiplication  must  follow  to  increase  the  phase 
shift  to  r  radian.  A  small  amount  of  amplitude  modulation  is  also  produced  which  is 
eliminated  by  the  limiter  and  the  class  C  amplifiers  in  the  transmitter  output  and  drive 
chain. 

5. 2. 1.4  (C)  Transmitter 

5.2. 1.4.1  (C)  General 

The  S/T  requires  a  high  stability  \'HF  ti'ansmitter  operating  at  a  single  crystal 
controlled  frequency  in  the  range  of  138  to  174  MHz. 

A  block  diagram  of  the  transmitter  module  is  shown  in  Figure  5-0.  The  basic  ele¬ 
ments  are  a  fifth-overtone -mode  crystal  oscillator,  X2  multiplier,  output  amplifier, 
and  antenna  matching  networks. 

5. 2. 1.4. 2  (C)  Oscillator 

The  oscillator  is  a  Pierce  configuration,  which  offers  excellent  frequency  stabil¬ 
ity  for  cryshil  oscillator  operation. 

The  Pierce  oscillator  utilizes  a  fifth -overtone -mode  crystal  as  a  series  component 
in  the  feedback  network.  Capacitors  used  in  the  feedijack  network  are  chosen  to  satis¬ 
fy  the  oscillation  criterion  as  well  as  to  swamp  out  device  capacitances.  The  HF  out¬ 
put  is  taken  from  .t  low-impedance  point  on  a  capacitive  divider,  thereby  providing  a 
constant  load  on  the  device. 

The  crystal  is  operated  at  the  fifth  overtone  and  has  a  specified  stability  of  i25  ppm 
from  (Overall  oscillator  stalhlity  is  ^30  ppm  over  the  temperature  range. 

fbe  oscillator  utilizes  an  FET  device  which  has  a  flicker  noise  (1  /f)  corner  fre¬ 
quency  of  approximately  100  Hz  compared  to  bipolar  flicker  noise  corner  frequencies 
of  about  10  kHz.  This  factor,  coupled  with  the  high  Q  of  the  oscillator,  minimizes 
the  incidental  frequency  modulation. 

5  2. 1.4.3  (U)  Multiplier 

A  class  C  multiplier  will  be  used  to  take  advantage  of  the  fact  that  the  oscillator 
is  unmodulated.  The  multiplier  consists  of  a  one-stage  2N918  class  C  amplifier  with 
a  parallel  resonant  tank  circuit  on  the  output.  The  capacitive  branch  of  the  tank  cir¬ 
cuit  is  a  capacitive  divider  used  to  match  to  50  ohm  mixer  input.  The  multiplier  bias 
is  set  by  the  oscillator  output  level.  See  Figure  5-7. 

5. 2. 1.4. 4  (C)  Output  Stage  and  Antenna  Matching 

The  power  amplifier  will  be  two  (2)  cascaded  2N38G(>  stages  giving  19  dB  of  gain. 
This  gives  a  -'-18  dBm  power  amplifier  output  and  a  -^17  dBm  output  to  the  antenna  when 
in  the  50  mW  mode  of  operation. 
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Figure  5-6  (C).  Sensor  Transmitter  Block  Diagram  (U) 


Figure  5-7  (U).  Multiplier  Schematic  Diagram  (U) 
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5.2.  1.4.4  (C)  (Continued) 

The  driver  will  operate  Class  H  due  to  low  gain  requirements  and  a  desire  for 
gooti  efficiency.  I’lie  output  stage  will  operate  Class  C  so  that  the  output  power  is  a 
function  of  the  output  load  and  Vcc  only. 

The  antenna  matching  networks  will  lx‘  couple<l  to  the  collector  of  the  final  ampli¬ 
fier  as  shown  in  Figure  5->J.  Proper  power  level  will  be  selected  by  connecting  the 
antenna  to  connector  »1  for  50  m\V  output  or  to  connector  ”2  for  5  mW  output.  The 
matching  network  connectwl  to  the  50  ohm  antenna  will  reflect  a  load  Hj  to  the  output 
amplifier,  giving  a  power  level: 

\“  . 

50  m\V  -  P  ,  =  „ -  for  antenna  connected  to  connector 

ol  2  R. 

^'1 

and 

•) 

V" 

5  m\V  -  P  =  ,,  ,, —  for  antc-nna  connected  to  connector  *2. 

()2  2  R . 

Rj  will  be  selected  to  give  th<'  proper  output  level  at  minimum  \'cc  as  pow(*r  will 
decrease  with  decreasing  supplv  voltage. 

The  matching  network  not  connectc'd  to  the  antenna  (open  circuited),  will  be 
designed  to  r('flect  an  open  at  the  collector  of  the  final  amplifier,  thus  consuming 
no  power  from  the  output  amplifier.  This  t\7)e  of  matching  network,  reflecting 
50  ohms  for  a  50  ohm  termination  and  *  for  open  termination,  has  been  built  and 
successfullv  tested.  .See  Figure  5-0  for  a  network  analvzer  plot. 


ANHNyA 

♦-soi; 


OPiy 


Figure  5-H  (C). 


.  ...  (COWriDffKTIAl) 

.•\ntenna  Matching  Networks  (1  ) 
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5.2. 1.4.4  (C)  (Continued) 

The  four  pole  output  filter  network  components  will  be  resonated  at  the  desired 
frequency  to  attenuate  the  spurs  generated  in  the  Class  C  output  stages  (see  Figure 
5-101. 


Figure  5-10  (T).  Output  Filter  (C) 

5.2.  1.4.  5  (C)  Power  Switching 

The  power  will  be  supplied  by  an  18-volt  battery.  The  battery  voltage  will  l>e 
connected  directly  to  the  final  amplifier  which  is  biased  Class  C  and  will  remain  in 
.the  cutoff  mode  until  driven  on  by  the  preceding  stage.  The  remaining  circuits  will 
be  supplicHl  from  a  switched  12-volt  regulator  controlled  by  the  power  control 
circuit.  The  final  state  will  have  alx>ut  GO'?  efficiency  and  will  draw 


■  fc)  W 

5.2. 1.5  (C)  Antenna 
5.2. 1.5.1  (C)  General 


GO  mW 
(15V)  (0.  G) 


=  G.  7  mA  for  high  ixiwer  level 
at  end  of  battery  life 


Physical  size  is  of  prime  importance  for  the  antenna  to  be  used  with  the  WARS 
subsystem  components.  The  antenna  will  be  the  only  part  of  the  units  above  ground 
level  and,  therefore,  is  to  be  as  inconspicuous  as  possible.  The  antenna  must  also 
be  simple  in  construction  to  avoid  high  cost  of  parts  and  assembly. 

An  antenna  which  best  meets  the  above  requirements  is  the  quarter  wavelength 
monopole  shown  in  Figure  5-11.  Such  an  antenna  consists  of  a  vertical  radiator  and 
four  radisls.  The  radials  are  90  degrees  apart  with  respect  to  one  another  and  form 
the  necessarv  ground  plane.  This  same  antenna  will  be  used  for  all  three  units:  S/T, 
R/R,  and  R/I. 
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Finuic  j-ll  (1).  Antoiiiia  I’sitin  I\>ui'  Ci round -Plant*  Hadials  (P) 

5. 2.  1.5.2  (C)  Expec  ted  Pcrioriiianc  t* 

A  breadboard  nuxlol  of  the  antenna  has  been  built  with  the  radiator  17.  G  inches 
long  (quarter  wavelen>;th  at  lG?i  MH/i  and  the  ground  plane  radials  21  inches  lonj;. 

The  antenna  was  niountetl  on  one  end  of  a  metallic  Itox  with  dimensions  of  2x4x10 
inches.  I’he  ground  plant*  was  2  inches  aUtcc  tht*  Ikix  ton.  I’ht*  conUdner  was  buried 
so  that  the  ttjp  was  flush  with  ground  lecel. 

'Fhe  vertical  radiator  anti  ground  radials.  made  of  12  ftaune  copper  wire,  were 
trimmed  until  the  antenna  exhit)ited  tht*  best  (>l(>ctrical  characteristics.  With  dimen¬ 
sion  A  =  IG.  5  inches  and  dimension  M  20.  '>  inches,  the  antenna  had  a  bandwidth  of 
20  MHz  (IGl-lrtl  Mfiz)  with  the  \  S\VH  below  2:1  in  the  frequency  ranpe.  In  the  fre- 
quencv  band  of  interest.  1G2-171  MHz.  the  V.SWH  was  below  1.  7:1,  as  shown  in 
Figure  5-12,  The  gain  of  this  antenna  was  -2.  1  dB  with  respect  to  a  half  wave 
dipole  at  the  beam  m.aximum.  This  is  shown  in  Figure  5-1.2. 

Next,  the  radials  were  depressed  so  that  contact  with  the  ground  was  made.  The 
soil  was  moist,  due  to  rain,  and  this  therefore  made  the  ground  a  good  ground  plane. 
Ground  loading  dropped  the  \’SWH  to  1.  1 :1  at  1G4  MHz.  and  below  2:1  over  a  25  MHz 
band  (155-180  MHz),  .Again,  in  the  frequency  band  of  interest,  the  VSWR  was  below 
1.  5:1.  The  gain  was  -  .5  clH  with  respect  to  a  half  wave  dipole  at  the  beam  maximum 
(see  Figure  5-1,3). 

The  wire  radiator  and  radials  were  then  replaced  by  1 /2  and  1/4  inch  metal 
tapes  and  the  experiments  repeated.  Little  improvement  in  bandwidth  or  VSWR  was 
observed. 
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r>. 2.  1.5.2  (C)  (Contlnuc<l) 

Subsequently,  experiments  wore  oonduotod  with  different  number  of  ground  plane 
radials.  The  results  are  shown  in  Table  5-1.  With  no  radials,  the  antenna  exhibits 
the  best  VSWR  due  to  ground  losses.  As  the  numlx'r  of  radials  is  increased,  the 
antenna  shows  better  and  more  consistent  performance.  The  best  change  in  gain  is 
shown  in  going  from  three  radials  to  four.  Although  six  or  more  radials  would  give 
somewhat  better  performance,  the  cost  versus  improvement  ratio  would  be  quite  high. 
Therefore,  considering  cost  and  performance,  the  monopole  with  four  ground  plane 
radials  is  judged  to  l)est  fulfill  the  antenna  requirement. 

In  summary,  the  proposed  antenna  design  may  be  described  as  follows: 

a.  The  antenna  dimensions  will  be: 

Radiator;  15.  .5  inches  long 
Radials:  20.  5  inches  long 

b.  Four  (4)  ground  plane  radials  will  be  used. 

c.  Twelve-gauge  wire  or  1/2  inch  metal  tape  will  be  used  to  construct  the 
radials. 

d.  Bandwidth  of  20  MHz  (161-181  MHz)  can  be  achieved  with  a  VSWR  better  than 

2:1. 

e.  A  gain  of  -1  dBt  can  be  achieved. 
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Figure  5-13  (C).  Elevation  Pattern  of  Proposetl  Antenna  (U) 

f.  Soil  conditions  will  have  an  effect  on  the  characteristics  of  the  antenna;  i.e. , 
moisture  content  of  the  soil  will  vary  the  performance  of  the  counter-poise 
and  hence,  the  antenna  characteristics. 

5.2.  1.6  (C)  Battery 

5.2. 1.6.1  (C)  General 

The  cells  proposed  to  supply  power  to  the  units  of  the  WARS  subsystem  are  the 
Union  Carbide  Allaline  E93  "D”  and  E-93  "C"  cells.  The  electro-chemical  system  of 
these  alkaline  cells  consists  of  a  zinc  anode  of  large  surface  area,  a  manganese- 
dioxide  cathode  of  high  density,  and  a  potassium-hydroxide  electrolyte. 

The  alkaline  cell  was  selected  for  the  following  reasons: 

a.  It  has  good  weight  and  volumetric  efficiency. 
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5.2. 1.6.1  (C)  (Continued) 


b.  The  shelf  life  chnrscterlstics  of  the  alkaline  cell  is  considered  good  in  that 
after  one  year  storage  at  70*F  It  can  still  be  expected  to  supply  more  than 
90%  of  Its  rated  capacity. 

'  > 

c.  The  internal  impedance  is  quite  low.  HUs  allows  large  currents  during 
transmit  periods  with  little  change  in  the  voltage  level.  Impedance  of  the 
"D"  cell  is  less  than  0. 18  ohms,  and  of  the  "C"  cell  less  than ^0.25  ohms. 

f 

d.  These  cells  are  primary  and  are  intended  to  be  disposed^of  at  the  end  of 
service  life.  1110  low  cost  of  this  type  cell  makes  it  a  cost-effective  item. 

i  , 

e.  The  low  temperature  performance  of  the  alkaline  cell  at  -rio  F  is  good;  it 
can  be  expected  to  deliver  as  high  as  30%  of  its  rated  capacity. 

The  proposed  alkaline  battery  packs  w'ill  all  have  200%  of  the'^omirotl  capacity 
required  to  provide  six  months  of  service  life  at  70*F.  This  will  assure  about  3  to 
4  months  of  service  at  -20*F.  The  alkaline  cells  may  be  used  normally  up  to  130‘'F. 
Sustained  periods  of  160*F  will  result  in  some  decrease  in  battery  life. 

As  is  generally  the  case  with  electrochemical  power  sources,  there  are  some 
design  trade-offs  which  must  be  considered.  Thus  the  alkaline  cell  has  the  advant¬ 
ages  listetl  above;  however,  it  does  not  exhibit  the  highest  volumetric  efficiency. 
Consequently,  the  volume  of  the  alkaline  iiattery  pack  will  be  greater  than  that  of  a 
mercury  battery  pack  of  equivalent  capacity.  The  weight,  on  the  other  hand,  will  be 
about  the  same.  The  mercury  liattery  pack  was  primarily  rejectetl  for  the  reason 
that  at  -20°F^mercury  cells  deliver  only  alxjut  5%  of  their  rated  capacity. 

Another  alternative  which  was  considered  was  the  use  of  silver  cells.  Tills 
approach,  however,  was  also  rejected  bocau.se  jOf  the  high  cost  of  silver-cadmium 
and  silver-zinc  cells. 

5.2. 1.6.2  (C)  S/TBattery 

5.2.1, 6.2.1  (C)  Required  Capacity 

f 

The  total  capacity  required  to  power  the  S/'T  unit  for  6  months  is  calculated  as 
follows: 


Continuous  Drain: 

Encoder  and  Power  Control 
Primary  Detector 
Self  Test 


10  uA 
300  mA 
50  mA 


Total  360  mA 

Capacity  required  for  continuous 

drain  for  six  months:  (360  ^A)  (4320  hrs)  =  1.  6  Ah 
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5.2.1. 6.2.1  (C)  (Continued) 

Intermittent  Drain: 

Encoder  and  Power  Control  20  mA 

Trans»^,>ltter  26  mA 


Toial  45  mA 

The  expected  duty  cycle  is  0.02%;  hence,  the  capacity  required  for  the  inter¬ 
mittent  drain  over  six  months  (45  mA)  (0.  9  hr. )  =  40.  5  mAh.  Therefore,  the  total 
capacity  required  is  approximately  1.65  Ah. 

5.2.1. 6.2.2  (C)  Pack  Description 

A  battery  pack  which  will  meet  the  above  requirement  consists  oi  twelve  E-93 
"C"  cells.  This  pack  will  provide  an  initial  voltage  of  18  volts,  with  a  nominal 
capacity  of  approximately  3.  5  Ah  at  70*?  to  an  end  point  voltage  of  13  volts.  The 
pack  will  occupy  a  volume  of  approximately  35  cubic  inches  and  weigh  about  3  lbs. 

5.2.2  (C)  Receiver/Relay  (R/R)  Unit 

5.2.2. 1  (C)  General  ' 

An  overall  block  diagram  of  the  R/K  unit  is  shown  in  Figure  5-14.  The  purpose 
of  the  R/R  is  to  receive  the  alarm  signals  from  as  many  as  eight  S/T  units  and  re¬ 
transmit  these  signals  to  the  R/I  unit.  To  accomplish  this  mission,  the  unit  requires 
the  following  components: 

a.  Receiver 

b.  Demodulator 

c.  Decoder 

d.  Address  Comparator/Encoder  (AC/E) 

e.  Transmitter 
t.  T/R  Switch 

g.  Antenna 

h.  Battery 

The  design  of  each  of  these  are  discussed  in  the  following  sections. 

5. 2. 2. 2  (C)  Receiver  (Figure  5-15) 

The  proposed  receiver  is  one  which  was  developed  by  Syhania  under  an  Indepen¬ 
dent  Development  program.  The  principal  modifications  required  to  adapt  this 
receiver  to  the  R/R  application  will  be: 
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5. 2. 2. 2  (C)  (Continued) 

a.  frequency  stability  improvement 

b.  operation  over  a  wider  temperature  i-ange,  and 

c.  replacement  of  the  FM  demodulator  with  a  PSK  demodulator. 

The  receiver  is  crystal  controlled  and  may  be  factory  set  to  any  frequency  in  the 
frequency  band  from  162  to  174  MHz.  It  is  of  the  single -conversion  superheterodjme 
type  with  two  stages  of  RF  amplification  and  an  B-pole  crystal  filter  in  the  21 . 4  MHz 
IF  amplifier.  A  schematic  diagram  and  photograph  of  this  FM  receiver  are  shown  in 
Figures  5-16  and  5-17,  respectively.  The  power  consumption  of  this  unit  is  less  tlian 
6  mW  (  2  mA  at  3  \').  Although  the  schematic  diagram  appears  conventional,  exten¬ 
sive  computer-aided  design  was  used  to  obtain  circuit  optimization  at  the  extremely 
low  bias  currents.  In  each  circuit,  overall  performance  has  been  evaluated  as  a  func¬ 
tion  of  operating  power  consumption. 


Figure  5-1 1  (C).  Block  Diagram  of  H/U 

The  modifications  which  will  l)e  implemented  to  meet  the  R/R  requirements  are 
listed  below: 

a.  Reduce  the  IF  bandwidth  to  40  kHz  at  the  -6  dB  points. 

b.  Incorporate  an  8-pole  crystal  filter  to  provide  a  =1^' 

with  less  than  0.5  db  peak-to-peak  ripple  in  the  passband. 

c.  Incorporate  a  crystal -controlled  local  oscillator  to  operate  at  one-half  the 
LO  injection  frequency  of  140.6  to  152.6  MHz.  The  frequency  tolerance  over 
the  environmental  range  must  not  exceed  t30  ppm. 

d.  Replace  the  FM  discriminator  with  a  phase  locked  PSK  demodulator. 

5-22 

CONFIDENTIAL 


coivpr  Rlock  Diagram 


UNCLASSIFIED 


KF^VF'ilFltK  MIXLk 


,I»..A 

'•SL  U,A»'»k 


If  AK^PllFKR  and 


Figure  5-16  (U).  Schematic  Diagram 

Low-Power  Consumption 
V1IF  FM  Receiver  (I') 
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5. 2. 2. 2  (C)  (Continued) 

e  Incorpoi-ate  a  T/K  switch  to  protect  the  receiver  input  circuits  during  re- 

S+N  ' 

transmission.  The  receiver  sensitivity  must  be  -105  dBm  I'or  N  =  0  dB. 

t.  Incorporate  a  squelch  circuit  to  gate  off  power  to  all  decoding  stages  when  the 
S/N  at  the  IF  output  is  inadequate  to  decode  properly.  (This  is  to  conserve 
Ijattery  power). 

A  block  diagram  of  the  proposed  It  K  recei\er  is  shown  in  Figure  5-1  f  .  The  HF 
amplifiers  will  consist  of  two  common  Ijhsc  amplifiers  with  high  Q  single-tuned  inter¬ 
stage  coupling  and  matching  netwoi  ks.  The  input  matching  network  will  also  be  single - 
tuned  and  designed  to  match  the  input  of  the  recei\er  to  50  ohms  with  less  tlian  2:1 
VSVV'lt.  All  transistors  for  the  ItF  and  IF  amplifiers  an<)  the  oscilloscope  will  be 
2N'4250's.  The  mixer  will  be  actne,  with  emitter  injection  of  the  LO  and  base  injec- 
tiory  of  the  sigiial.  The  output  of  the  niLxer  will  (je  matched  direcll\  into  the  8-pole 
crystal  IF  filter  at  21.4  MHz.  This  filter  will  lie  a  TC'-F1L-0515,  manufactured  by 
TMC,  Inc  The  limiting  IF  amplifier  will  consist  of  4  cascadwi  cascode  pairs  with 
synchronously  tuned  single-pole  Ijandpass  intersUige  coupling  netwoiks.  The  liand- 
width  of  this  amplifier,  without  the  cissuil  filter,  will  Ik?  0.5  MHz 

3. 2. 2. 5  (C)  I’SK  Demodulator 

I'he  protKisod  demodulator  is  as  (leserilK*d  in  4  3.7  2. 

52.2.1  (C)  Decoder 

Power  will  Ik?  applied  to  the  d«'c<Kier  when  sullicient  signal  energy  is  receivtsi  to 
quiet  the  receiver  The  decoder  will  then  check  the  incoming  signal  for  the  liarker 
code  frame  marker  Once  this  code  has  lK?en  (tualified,  the  remaining  message  will 
be  clocked  into  the  address  conqiarator  encoder  (AC  F)  for  an  address  check  and  re¬ 
transmission.  'I'he  profxised  deeodi'r  is  descrilK?d  in  detail  in  4  3.7  1,  4.3. 7.3,  and 
1.3.7.  1. 

5.2.2..")  (C)  Address  Compinitor  Ftuoder  (.\C  K). 

The  purpose  of  the  AC  F  is  to  accept  the  decofied  message  from  the  decoder,  com¬ 
pare  its  address  with  the  address  of  the  R  H,  and.  if  a  match  is  obtained,  encode  the 
received  message  and  send  it  on  to  the  modulator.  In  adriition,  this  unit  will  also  con¬ 
tain  the  power  control  circuits  for  the  transmitter.  The  functioning  of  this  unit  is 
described  below. 

A  block  diagram  of  the  proposed  approach  is  shown  in  Figure  5-lH.  In  the  quies¬ 
cent  state.  Ixittery  voltage  will  be  applied  only  to  the  power-control  flip-flop  and  the 
power  switch.  When  a  message  is  received,  the  receiver  will  generate  a  squelch 
signal  and  this  will  l)e  used  to  temporarily  enable  the  power  switch.  This  applies  the 
Ijattery  voltage  to  the  regulator  which  provides  a  regulated  +12  volts  DC  for  the  AC  F7 
circuitry.  A  reset  circuit,  which  will  In’  triggered  when  the  +12  volts  DC  is  applied, 
clears  the  binary  counter,  parity  flip-flop,  and  clock  inhibit  flip-flop.  The  AC 
will  then  Ik?  ready  to  receive  data  and  clock  pulses  from  the  decoder.  A  16 -stage 
shift  register  will  l)e  used  to  store  bits  ft  through  23  of  the  incoming  message.  The 


5-26 

CONFIDENTIAL 


in  COMPARATOO 
(I)  IC'tl 


CONNOENTIAl 


5-27 

CONFIDENTIAL 


Figure  5-18  (C).  R/R  Encoder  and  Pow’er  Control  (U). 
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5. 2. 2. 3  (C)  (Continued) 

6  WAHS  ID  and  3  Array  ID  bits  will  be  stored  in  stages  1  through  6  and  7  through  9, 
respectively,  of  the  shift  register.  A  bit  counter  will  count  the  incoming  clock  pulses. 
When  16  clock  pulses  are  received,  the  decode  gate  will  trigger  the  clock  inhibit  flip- 
flop  to  inhibit  additional  clock  pulses,  or  noise.  The  parity  flip-flop  will  be  set  to  a 
"one"  state  whenever  the  received* data  is  a  "one.  "  After  the  received  data  has  been 
serially  read  in,  the  output  of  the  jjarity  flip-flop  should  be  in  a  "one"  state  if  the  data 
contains  an  odd  number  of  "ones. "  Next,  the  WAHS  ID  and  Array  ID  bits  will  be  com¬ 
pared  with  bits  in  the  code  plug  and,  if  they  are  identical,  a  pulse  will  be  generated. 
The  bits  of  the  code  plug  will  Ije  set  prior  to  field  deployment.  A  "one"  will  be  pro¬ 
grammed  by  cutting  a  jumper  wire  which  applies  a  positive  voltage  to  the  word  com¬ 
parator.  No  action  will  Ije  necessary  to  prcgram  a  "zero"  since  the  jumper  wires 
will  already  Ixj  internally  shorted  to  ground  The  outputs  from  the  parity  FF  and 
comparator  will  i>e  applied  to  an  .^ND  gate  which  will  set  the  power  control  FF  to  the 
Q  state  The  ixjwer  control  outixit  will  lx.*  an  enable  signal  for  the  power  switch  and 
the  12-volt  switch  during  the  tran.smission  ptMdo<l  Note  that  tlie  +12  volts  will  be 
applied  to  the  tuinsi:.  tiei  jnlv  alter  the  incoming  message  has  been  i-becked. 

Upon  completion  of  address  ir  lormation ,  the  message  will  Ix:*  ready  for  trans¬ 
mission  To  accomplish  this,  the  jxiwer  control  output  will  trigger  the  transmitter 
delay  one-shot  to  enatile  the  clock -and -load  cominaiKl  circuit  One  millisecond  of 
delay  will  iie  provided  In  the  one-shot  to  ja-rmit  the  tninsniitter  to  la-ach  the  projjer 
frequency  and  fxiwer  level  lK*fore  the  transmission  Uikes  place  The  occurance  of  a 
load  command  pulse  with  a  m-gative  transition  of  the  c  lock  ('I*  will  cause  a  parallel 
transfer  of  data  into  the  +-st;ige  shift  ri'gister  This  jiai'allcl  data  will  consist  of  tiie 
enable  and  frame  marker  bits  Note  tliat  the  daui  in  the  in-slage  register  will  Ik* 
shifterl  one  {.wsition  to  the  right  with  the  first  negative*  tninsition  of  the*  clock  Kiich 
additional  negative  transition  of  the  clock  will  .serially  n*ad  out  tin-  21 -stage  shift 
register.  The  output  and  the  in\ert(*d  output  of  the*  register  will  Ik*  gatenl  with  the 
clock  outputs  in  the  cnccxlc  gate  to  generate  the*  "ones"  and  "zeros"  of  the  message. 
The  encode  gate  will  generate  a  "zero"  when  the*  register  output  is  zero  volts,  and  a 
"one"  when  the  register  output  is  *12  volts  The  bit  rate*  frequency  is  10  kHz  After 
23  additional  clock  pulses  have  been  counted  bv  the  bit  counter,  the  decode  gate  will 
generate  a  pulse  which  will  reset  the  {unver  control  flip-floj)  and  turn  off  the  clock 
Thus,  power  to  the  transmitter  and  the  .\('  F  will  lx*  turned  off  The  transmission 
time  will  lx;  approximately  .3  msec 

5. 2. 2. 6  (C)  Transmitter 

The  H  il  transmitter,  whose  block  diagram  is  shown  in  Figure  .'3-19.  will  use 
several  circuits  identical  to  tho.se  of  the  T  transmitter  Ideiitical  will  be  the  oscil¬ 
lator.  X2  multiplier,  modulator,  anfl  data  filter  The  portions  which  will  differ  will 
be: 

a.  power  amplifier. 

b.  input  power  switching,  and 

c.  antenna  matching  networks 


.5-2R 


CONFIDENTIAL 


CONFIDENTIAL 


5. 2. 2. 6  (C)  (Continued) 

By  referring  to  Figure  5-19,  it  can  be  seen  that  the  -1  dBm  mixer  output  will  he 
applied  to  a  2N38U6  pre-driver  amplifier  stage  with  13  dB  of  gain.  This  output  is  then 
fed  to  a  2N3866  Class  C  driver  amplifier  which  also  has  13  dB  gain  and  which  drives 
the  output  stage  with  -*-25  dBm.  The  output  power  amplifier  transistor  will  be  the 
2N5ti41.  This  device  will  be  operated  Class  C  with  11.5  dB  of  gain  and  will  provide 
4.5  or  0.45  watts  into  the  switch -selected  matching  network.  To  protect  the  power 
amplifier  against  ver\  large  \'S\Vlt  (open  or  short  circuit)  loads,  it  will  be  necessary 
to  insure  that  the  output  transistor  chip  is  capable  of  safely  dissipating  the  total  power 
applied  to  it.  The  total  (I'.j,)  is  given  by 


where 


I’.j,  total  power 

1'.^^  the  |xjwer  irtxit  fioin  the  pre\ious  stage 
I’^l^  '  |)ower  di-awn  from  the  tsitterv 
Pj  power  delivered  to  the  load 
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Figure  5-19  (C).  R  R  Transmitter  Block  Diagram  (U) 
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5.2.2  6  (C)  (Continued) 

For  thi;9  stage: 

P.  =0.2  watts,  1',  •  -4.5  watts,  elfieienc\  =  70  J 
in  1.  ■ 

P  =  P  4  5 

dc  1. _ =  =0.4  watts,  approximately 

Efficiency  ‘ 

Therefore,  under  matched  load  conditions- 

P,j,  =  02’^*)  1-45=22  watts 
and  under  conditions  of  very  lai  ge  \  .S\\'l{; 

P.j,  -  2.2  '  4  .5  0.7  watts 

The  2.N'50H  with  pioper  chip  mounting  and  heat  sink  is  caixihle  of  dissipating 
11.  .5  watts  at  2.5 'C  ,  or  a  minimum  of  watts  at  75*C  riierelore.  the  design  will  tx? 
within  .safe  limits  even  untler  worst -case  conditions 

The  two  matching  networks  will  la:  coniiecliHl  to  liie  collector  of  the  2N5041  in 
the  siiime  manner  as  it  is  done  in  the  .“s  T  transmitter.  All  circuits  with  the  exception 
of  the  final  amplifier  will  l»e  |xjwere<l  I  rum  a  12 -volt  regulator  line  switched  on  by  the 
AC  K  unit  The  final  amplifier  will  be  biasi-d  Class  C  and  will  l>c  turned  off  except 
when  driven  on  bv  the  preiious  stages  For  this  rea.son  liatterx  \ ullage  will  tx? 
applied  to  the  final  amplifier  .♦’.all  ti,ines 

.5.2  2  7  ({')  r  It  .Switch 

File  r  It  switch  network  utili/.es  a  jiarallel  <iio<ie  (1)1)  on  the  receiter  input  net¬ 
work  that  is  biased  on  by  the  jxiwer  control  cluring  transmission  and  jirevenls  the 
transmitter  from  damaging  the  recenfir  input  Ulien  the  diode  D]  is  in  a  low  imped¬ 
ance  state  during  transmi.s.sion .  l.l  and  (T  pri’sent  a  high  imjxxlance  to  the  antenna 
port.  During  the  receive  nnxle.  1.1,  Cl.  and  1.2  reflect  .^>0ohm.s  to  the  antenna  port, 
matching  the  antenna  to  the  receiver  input  The  circuit  i.-.  dejiicted  schematically  in 
Figure  .■)-2()  Figure  .'i-Zl  shows  a  Smith  Chart  representation  of  the  impedance 
transformations  descrilied  alwve. 

During  transmission,  the  output  matching  network  not  connected  to  the  antenna 
reflects  an  ofx>n  circuit  to  the  output  stage  The  output  matching  network  connected 
to  the  antenna  reflects  the  proixjr  load  resistance  to  the  output  amplifier  for  the  re¬ 
quired  output  power  level.  In  the  Receive  mode,  the  tran.smitter  output  amplifier  is 
cut  off  and  the  amplifier  output  imperlance  is  very  high  The  transmitter  matching 
network  is  designed  to  reflect  this  high  impedance  as  a  high  impedance  to  the  antenna 
by  taking  advantage  of  reciprocity,  ”  '^21'  designing  for  =  for  Rj  = 

The  received  signal  loss  due  to  the  transmitter  will  be  less  than  0.5  dB. 

The  antenna  will  employ  a  U-plug  feeri  that  will  connect  A  to  B  for  output  power 
#1,  and  B  to  C  for  output  power  "2  The  antenna,  therefore,  will  be  connected  to  the 
receiver  (port  B)  in  either  case 
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5.2.2. 8 


Figure  5-21  (C).  Ucecivor  501.’:50i.’  Matching  Network  (U) 
(C)  Switching-Mode  \oltage  Regulator 


(COMHDIW‘Al) 


A  switching-mode  voltage  regulator  will  be  employed  in  the  R/R  and  the  R/I 
units  to  reduce  the  power  usually  dissipated  in  a  conventional  vebage  regulator. 
This  type  of  regulator  utilizes  a  transistor  switch  and  an  LC  network  in  addition  to 
the  conventional  feedback  amplifier  and  voltage  reference.  The  main  advantage  of 
this  regulator  is  that  it  dissipates  very  little  nower.  Therefore,  efficiencies  of 
90^  or  better  are  possible. 


A  block  diagram  of  the  regulator  is  shown  in  Figure  5-22.  It  consists  of  the 
following  elements: 

a.  Regenerative  transistor  switch, 

b.  An  LC  network, 

c.  Freewheeling  diode. 

d.  Voltage  reference, 

e.  Feedback  amplifier. 
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Figure  5-22  (U).  Switching-Mode  Voltage  Regulator  (F) 

5.2.2. 8  (C)  (Continued) 

The  pulse  rate  of  the  transistor  switch  is  controlled  In'  the  feedback  amplifier. 
When  the  switch  is  on,  current  flows  through  the  inductor  L,  charges  the  capacitor 
C,  and  supplies  the  load  current.  When  the  switch  turns  off,  the  back  emf  of  the 
inductor  drives  the  current  through  the  freewheeling  diode  and  continues  to  cliarge 
the  capacitor  until  the  energy  stored  in  the  inductor  is  dissipated.  The  switching 
frecjuency  varies  with  load  and  input  voltage.  Because  the  energy  is  sto  'ed  in  ele¬ 
ments  Land  C  and  not  dissipated  in  a  series-pass  transistor  network  as  in  a  conveii- 
tional  regulator,  the  steady  state  input  current  to  this  regulator  can  be  less  than  the 
output  current.  For  example: 


V  =  efficienev 


out 


P. 


in 


I. 


out 


in  V. 


in 


I 

out  out 

V  V. 
in 


If 

^out 

=  3  \’ 

^out 

'  5  mA 

V 

=  0.9 

'in 

=  28  V 

then 

^n 

=  0 .  G  m  A 

V 


i 
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5.2.2.  M  (C)  (Continued) 

With  a  high-gain,  low-power  operational  amplifier,  used  as  the  feedback  ampli¬ 
fier,  very  low  outout  ripple  may  be  achieved.  If  necessary,  further  decoupling  is 
possible  using  a  capacitance  multiplier  circuit. 

5.2.2.  9  (L)  Antenna 

Same  as  described  in  Section  5.2.  1.  5. 

5.2.2.10  (C)  Battery 
5.2.2.10.1  (C)  Hequired  Capacity 

The  total  battery  capacity  ((‘qiared  to  power  the  unit  is  calculated  as  follows 
Continuous  Drain 

Iteceiver  0.25  m.X 


.AC/E]  and  Power  Control 

0.02  m.A 

Total 

0.  27  mA 

Capacity  required  for  continuou.s  drain  for  .* 

■iix  months: 

(0.27  m.A)  (1.320  hours)  1.2  Ah 

Intermittent  Drain 

AC''E  and  Power  Control 

50  mA 

Decoder 

.50  mA 

Transmitter 

4.50  mA 

Total 

5.50  mA 

The  expected  duty  cycle  lo  0.  T  :  hence  the  capacity  require*)  for  the  intermittent 
drdin  over  a  six  month  interval  is  (.5.50  mA)  (4.. '52  hours)  2.4  Ah.  Therefore,  the 
total  capacity  required  to  power  the  H  H  unit  will  be  .T.n  Ah. 

The  battery  which  is  proposed  to  power  the  R/R  unit  will  consist  of  eighteen  E-95 
"D"  cells  for  an  initial  voltage  of  27  volts.  This  battery  pack  will  have  a  nominal 
capacity  of  7  Ah  at  TO^F  to  an  end  point  voltage  of  18  volts.  The  volume  will  be  about 
80  cubic  inches  and  weigh  about  six  pounds. 

5.2.3  (C)  Receiver  ^Interface  (RT)  Unit 

5.2.3.  1-(C)  General 

The  purpose  of  the  R/I  unit  is  to  receive  signals  sent  by  the  R/R  units  located 
within  the  same  Wide  Area,  decode  these  signals,  compare  the  WARS  address  of  the 
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5.2.3.  1  (C)  (Continued) 

received  sijjrial  with  that  stored  in  the  U/1  and,  if  a  match  is  obtained,  restore  the  code 
format  and  transfer  the  received  message  over  a  wire  line  to  a  Long  Range  Transmit¬ 
ter  (LHT).  To  accomnlish  this  mission,  the  H  I  unit  will  rc^quire  the  components 
shown  in  the  block  diagram  of  Figure  5-23,  The  design  of  each  of  these  is  discussed 
in  the  following  sections: 

5 ,2.. 3. 2  d')  .Antenna 

Same  as  described  in  .Section  5. 2.  1.  5. 

5. 2. 3. 3  (C)  Receiver 


The  receiver  for  the  R^i  unit  will  be  similar  to  the  one  described  in  Section 
.">.2.2.2.  The  onlv  difference  is  the  rtM.iuirement  for  an  improved  sensiti vit v.  As 
shown  in  Section  -1.3.  10,  a  sensitivitv  of  -112  dBm  is  rtHjuirt'd  to  produce  a 

t)  dll  at  the  IF  output.  Htmce,  this  receiver  must  be  7  dH  more  sensitive  than 

the  one  in  the  R  R  unit.  One  to  twodM  improv(>m(>nt  will  be  obtained  h\  elimination  of 
the  T  dt  switch,  since  no  rt'ceiver  l)lanking  is  retpiired  in  the  R  '1.  The  remaining 
7i  (ill  will  be  obtained  at  th(>  exp«*ns<>  of  increased  current  consumption  in  the  RF  ami)li- 
fiers  and  mi.xer  to  improvi*  the  noise  figur«'  ami  gain  of  thes(>  stages.  The  operating 
current  of  this  ri'ceiver  will  l>e  .3  m.-\  at  3  \'  as  contrasted  to  the  2  niA  for  the  R /R 
recei ver. 


The  increasmi  current  consumidion  will  also  provide  an  improved  dvnainic  range 
and  lietter  spurious  responsi'  ciiar.'icteristics  lor  the  H  I  rmadver.  I’his  will  have  a 
particular  advantage  in  that  this  receiver  inav  be  exposed  to  signals  Irom  a  nearbv 
four-watt  R  R  transmitter  while  the  R  R  recidvers  will  Ivtne  to  cope  onlv  with  the 
100  mW  S  r  transmitters  In  till  other  respects  the  R  1  rect'ivfr  will  be  identii  al  to 
that  used  in  the  R  R  unit. 

.").2..3.  I  (I'l  DetiKKlulator 

Same  as  descrilu'd  in  Section  .">.2.2.3. 


Figure  5-23  (Cb  Rlnek  Diagram.  R  I  Unit  (D 
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Same  as  lieseribtHi  in  Section  5.  2.2.4. 

5,2.:J.(j  (C)  Atichess  Cuinparator ^Lncodcr  (AC^L) 

The  AC’/L'  circuits  ol  the  H  1  unit,  shown  in  Fij*ure  5-24,  will  be  similar  to  those 
used  in  the  14/i<  unit,  with  the  following  exceptions: 

a.  Only  the  W.AKS  ID  bits  \,\ill  in*  compared.  This,  again,  will  be  programmed 
via  a  code  plug. 

b.  Since  the  K  'I  unit  does  not  include  a  transmittei',  no  drday  lor  transmitter 
turn  on  or  power  switching  to  the  tiansmitter  is  r(>tjuired.  The  code  trans¬ 
mission  time  will  be  approxiinateK  2.;5  ms. 

i'.  I'he  binar\  messtige  out  (jI  the  KiuaHle  (late  will  be  led  into  a  Line  l)i’i\er, 
which  will  then  .ii-nd  the  message  o\er  a  transmission  line  to  a  Ixing  Range 
Transmitter  (l.K  Ti.  The  I.ine  l)ri\er  will  provide  the  power  required  1c> 
send  data  o\er  a  low-impedance  transmission  lini'. 

5.  2 .  .  7  K '  I  lititteiw 

2 .  .1.  7.  1  i('i  Ke(juire(l  ('apacit\ 

The  total  batteiw  eanacits  re<|uired  topnwer  the  H  1  unit  has  Ix'c'ii  estimated  as 
follows: 

Continuous  Dram 

UecuMvi'r  500  (;A 

AC  F  15..A 

Total  5]5(/A 

Capa('it\'  for  continuous  drain  foi-  six  months  is: 

(515  u A)  N  (1.120  hrs)  —  2.2  .Ah. 

Intermitten t  Drain 

.AC  F  50  m.A 

Decoder  50  mA 


Total  100  mA 

The  dutv  cvcle  of  the  H  I  unit  mn\  .  as  an  upper  lx>und.  be  as  much  as  eight  times 
that  of  the  R  R  unit.  The  dutv  cvcle  of  the  R  R  unit  was  assumed  to  be  4.  .32  hours 
in  a  six-month  period.  Therefore,  the  total  on-time  of  the  R  ^I  unit  could  be  as  much 
as  .15  hours.  Hence,  the  intermittent  drain  capacitv  will  be  flOO  mAl  X  f.1.5  hrs) 

1.  5  Ah.  Therefore,  the  total  capacitv  of  the  unit  for  six  months  will  he  .5.  7  Ah. 
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Figure  5-24  (O.  Fncoder  and  Power  Control,  R/I  Unit  (U). 
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5.2.3.  7.2  (C)  Pack  Description 

The  battery  proposed  for  the  R/I  unit  will  consist  of  twent>’-four  E-95  "D"  cells 
connected  in  a  series  parallel  combination  to  provide  for  an  initial  voltage  of  18  volts 
and  an  end  point  voltage  of  13  volts  with  a  nominal  capacity  of  12  Ah  at  70”F.  ITie  pack 
is  estimated  to  occupy  a  volume  of  approximately  130  cubic  inches  and  weigh  about 
nine  pounds. 

5.3  (C)  PH  y  SIC  A 1.  DESIGN 
5.3.1  (L')  General 


Establishing  priorities  among  design  goals  that  represent  the  most  favorable  set 
of  compromises  was  the  first  objective  of  this  study.  As  a  result  of  this,  three  dif¬ 
ferent  design  approaches  were  generate^i.  These  design  atiproaches,  discussed  in  the 
following  paragraphs,  each  renreseni  a  workable  packaging  concent.  Each  lias  its  own 
particular  advantages  and  disadianiages,  while  retaining  the  capability  to  meet  the 
total  system  phvsical  design  requiremimts. 

After  a  discussion  of  these  concepts,  a  selection  of  the  otnimum  package  is  made, 
and  reasons  for  the  selection  given.  Subs<*quent  to  this,  other  major  parameU»rs  are 
discusseil  to  show  that  th<*se  also  will  be  met  b\  tht*  propostKi  approach. 

.5.  .1.2  (I'i  .Nhxlular  Packaging  Concepts 

5.  :{.2.  1  (I'i  Primary  Chassis 

Phis  concept  would  incliKle  within  a  main  chassi.*'  frame  all  those  electronic 
elements  require<l  to  perform  the  function  of  the  unit.  A  typical  chassis  is  illustrated 
in  Figure  .5-25.  F.ir  example,  if  this  is  tlv  .'>/T  unit,  the  mam  cliassis  would  house 
everything  l)ut  th*>  Primari  Ih'tiH  tor  and  Matterx . 

5. .3.2.  1.1  (Cl  Fabrication 


The  main  housing  is  a  casting  with  integral  slides  into  which  the  cards  f  it.  The 
front  panel  contains  all  re<|uirfHi  connections  as  well  as  a  motherlxiard  to  accept  the 
individual  cards.  Electrical  plugs  anfi  connectors  wouUl  have  silicone  rubber  cores 
to  effect  a  seal,  thus  providing  a  goofl  oierall  en\ ironmental  packaging. 

.5, .3. 2.  1.2  (Cl  .Advantages 

The  utilization  of  a  casting  provides  a  great  degree  of  flexibility  in  the  packaging 
approach.  .Almost  anv  shape  can  be  made,  and  with  proper  design  and  material 
selection  a  very  favorable  strengfh-to-weight  ratio  can  be  achievefi.  With  hard  tool¬ 
ing,  die  casting  is  possible,  reducing  production  costs  to  a  minimum  for  this  style  of 
packaging.  Sealing  a  casting  of  this  U-pe  is  also  relatively  simple  since  it  can  be 
designed  with  but  one  major  interface  to  be  considered.  Accessibility  is  also  excellent 
for  this  configuration,  since  removing  the  front  panel  withdraws  the  cards  and  exposes 
all  circuitry.  Sensors,  batteries,  and  antennas  can  all  be  changed  without  affecting 
the  main  chassis.  Future  expansion  of  main  chassis  circuitri'  can  be  accomplished  by 
providing  spare  card  slots  and  motherlxiard  connections. 
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P'ipure  5-25  (l  ».  Primary  Chassis  Concept  (C) 
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5u3.2.1.y  (L')  Disadvantages 

Unless  a  complex  shape  is  being  considered,  a  fabricated  chassis  will  always 
weigh  less  than  a  cast  one. 

'Ilie  flexibility  achieved  by  providing  separate  connectors  is  negated  by  the  re¬ 
quirement  to  conceal  the  unit.  In  this  ease  it  would  require  three  separate  holes  plus 
cable  concealment,  or  one  large  hole. 

This  could  be  reduct'd  b\  incorporating  the  Ijatteries  within  the  unit,  but  only  at 
the  cost  of  a  more  bulky  package  and  the  expense  ol  Ijatlery  holders.  The  amount  of 
space  available  lor  additional  circuitry  ,  however,  has  a  practical  limit  since  space 
usually  increases  size,  \Aeight,  and  cost. 

In  sununarv,  while  this  coricept  is  attractixe  in  many  aspects,  it  does  not  appear 
to  possess  the  degree  of  modularization  and  Ilexibihtv  envisioived  loi'  this  program. 

o.  ,'J.2.2  (I  I  Functional  .Motjiul^ 

'Iliis  design  approach  considers  individual  nuxlules,  each  possessing  a  complete 
circuit  function,  'llie  nuxlules  all  possess  a  i-ommon  r>hysic-al  inltM'laci',  and  thus  can 
be  combiriefi  in  a  xarietv  of  way  s  resulting  in  gr<‘at  sy  sti'm  flc'xilii lity . 

2 . 2 . 1  (U)  ('vlindrical  C'hiissis  Mcxiules 

This  concejit  yvould  use  cy  lindrical  external  i  liassis  yxith  cdrc-ular  printed  eireuit 
assemblies  grourieil  within,  as  shoyvn  in  Figure  .'’)-2<>. 

2. 2.  1.  1  il  l  Fabrication 

The  chassis  is  formed  from  a  tube  closed  at  one  end  and  sealed  at  the  other  with  a 
rolled  double  si'am.  Individual  nuxlules  are  assembled  in  series. 

.  2 . 2 .  1 . 2  I F)  .Advantages 

Cylindrical  shajics  offer  a  high  fiegree  of  strength,  and  are  economically  avail¬ 
able  in  many  sizes  anfl  loyv  yveight  materials.  The  assembly  of  the  circular  PC  cards 
can  be  done  inexpensively  on  a  floyv  solder  machine  and  eliminates  the  need  for  most 
Internal  plugs  and  connectors.  The  series  connection  of  the  modules  provides  an 
almost  unlimited  degree  of  flexibility  in  design,  application,  and  future  expansion  of 
the  system. 

■').  .1. 2. 2.  1 .  .T  (D  Disadvantages 

The  sealing  of  the  upper  lid  on  the  cylinder  represents  a  special  process  requiring 
special  tooling.  It  also  encumbers  adjustment  and  maintenance  of  the  modules.  While 
the  cylindrical  chassis  is  an  inexpensive  item  of  a  throxv  ayy’ay  nature,  the  opening  and 
closing  of  this  system  imposes  special  requirements  on  supply  and  maintenance  organ¬ 
izations.  The  use  of  circular  cards  requires  that  more  cards  of  a  smaller  size  be 
used.  This  results  in  some  circuit  discontinuities  and  design  inconveniences,  'fhe 
replacement  of  individual  cards  also  tend  to  be  more  difficult  and  thus  requiring  a 
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5. 3.2.2. 1.3  (U)  (Continued) 

no-maintenance,  throw-away  design.  While  throw-away  concept  is  a  possibility,  it  is 
not  felt  to  be  justified  at  this  time  by  the  cost  of  the  modules. 

In  summary,  the  cylindrical  modules  possess  the  degree  of  flexibility  required  by 
this  program.  Their  major  drawback  is  the  difficulty  in  access  for  adjustments  or 
maintenance.  This  limits  the  application  of  this  concept. 

5. 3. 2. 2. 2  (U)  Rectangular  Modules 

'Phis  concept  calls  lor  a  series  of  rectangular  chassis,  with  single  function 
circuitry  in  each,  as  slwjwn  in  Figure  5-27. 

5.  3.  2.  2.  2.  I  (U)  Fabrication 

The  design  requires  continuou.s  extrusions  to  form  the  sides  of  a  square  chassis. 
Fabrication  consists  of  making  two  opjxising  extruded  sides  of  a  standard  length, 
each  containing  PC  board  slides,  lliese  opposing  sides  are  mated  with  two  flat  sheets 
by  welding,  and  the  resultant  form  cut  into  lengths  to  form  the  individual  modules. 

'ITie  top  housing  assembly  contains  a  small  mothertx>ard  tliat  inU'rfaces  with  the  circuit 
boanLs.  Additionally,  it  provides  a  mounting  space  for  the  Antenna  RF  connectors, 
Code  Plug  Cap,  auxiliary  sensor  connectors,  and  sell-deetruct  circuitry  if  required. 

.5.3. 2. 2. 2. 2  (L  )  Advantages 

The  -square  extruded  shape  ofh*!-.*^  all  the  advantages  oi  accessibility  possessed 
by  the  primary  cha.ssis,  with  none  of  its  limitations  in  terms  of  deployment.  ITiie 
square  shape,  like  the  cylindrical,  lends  itself  to  each  deployment.  The  series 
stacking  nature  of  the  modules,  and  the  lack  of  external  caliles  also  are  attractive 
features.  Itatterv  size  can  ho  readilv  altered  with  this  configuration  should  the  need 
arise  for  longer  or  shorter  operational  times. 

The  system  can  be  assemblcsi  in  minutes  using  the  snaplock  connectors  which 
fasten  the  modules  together:  tested,  disassembled,  and  transported  to  a  deployment 
site  in  back  packs.  The  square  shape  provides  the  greatest  packing  density,  while 
the  modularization  offers  a  s-ariety  of  weight  distribution  combinations  to  the  carriers. 
Future  needs  and  requirements  of  the  system  can  be  met  through:  (1)  replacement  of 
a  module,  (2)  addition  of  a  module.  (3i  increasing  or  decreasing  the  size  of  a  mod- 
uje  to  utilize  new  circuitry,  or  (t)  combining  new  and  existing  cards. 

5.  3. 2, 2. 2.. 3  (F)  Disad\-antages 

Cost  of  fabrication  of  this  concept  will  be  midw-ay  between  the  Primary  Chassis 
and  the  Cylindrical  Chassis.  It  requires  fewer  connectors  than  casting  but  more  than 
the  circular  cards,  because  a  motherboard  and  internal  connector  are  used. 

Sealing  of  the  individual  modules  against  one  another  will  require  careful  con- 
sideratidn  to  assure  a  functional  and  producible  design. 
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Figure  5-27  (C).  Artist's  Concept  of  Proposed  S/T  Package  (U) 
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5.  3. 2. 2. 2.  3  (U)  (Continued) 

In  summary,  it  seems  that  this  concept  offers  the  best  approach  not  only  for  a 
producible  design  but  also  to  meet  the  requirements  of  flexibility  in  application  and 
simplicity  of  production. 

3.  3.2. 3  (U)  Summary  of  Packaging  Concept  Analysis 

The  functional  module  '‘oncent  offers  greater  flexibility  to  the  user  in  immediate 
assembly  of  a  required  sysrem,  but  at  a  greater  cost  than  the  Primary  chassis.  This 
approach  is,  therefore,  selected  to  be  used  in  the  physical  design  of  the  WARS 
hardware. 

5.3.3  (C)  Review  of  Other  Physical  Design  Parameters 
5. 3.3.1  (C)  Adjustments 

Due  to  the  en vironmentai  requirements  of  the  WARS  hardware,  every  effort  was 
made  to  limit  interfaces  iietween  the  environment  and  the  unit's  internal  structure, 
and  to  reduce  the  unit  complexitv.  This  imoacts  mostly  in  the  area  of  controls.  The 
required  functions  are  detailed  in  Table  .'*-2. 


fable  0-2  (O.  Adjustments  He<iuired 


Function  j  S'i' 

R/R 

R/1 

Activation  i  Field 

Field 

Field 

Sensor  (lain 

Ba.se 

N.A. 

N.A. 

.XMTR.  Fret|uencv 

Base 

Base 

N.A. 

.\'MTR.  Power 

Field 

Field 

N.A. 

Rec.  Frecjuency 

N.A. 

Base 

Base 

t’o<le 

Base 

Base 

Base 

.Auxiliarv  Sensor 

Field 

N.A. 

N  A. 

Dav/Xight  .Activation 

Base 

Base 

Base 

.3.  3,  3. 2  (C)  Controls 

5.  3.  3. 2.1  (C)  I'nit  Activation 

The  unit  will  become  operational  when  the  Battery  is  attached  to  the  main  nousing. 
This  is  done  to  eliminate  an  extra  switch  access  hole. 

5.  3.  3.2.2  (C)  Seismic  Sensor  Sensitivity 

TTie  two-position  gain  switch  will  be  provided  on  the  side  of  the  seismic  sensor. 
The  actual  switch  will  be  located  internally  to  the  seisiTiic  sensor  and  activated  mag¬ 
netically  through  the  unit's  case. 
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^ 3 .3.2.2  (C)  (Continued) 

This  will  be  accomplished  by  sliding  a  plastic  switch  containing  a  magnet  from  one 
detent  to  another;  resulting  in  the  required  switching  action  while  preserving  the  unit's 
environmental  seal. 

5.  3.  3.2. 3  (C)  Transmitter  Power 

A  power  level  change  of  10  dli  will  be  provided  by  installing  the  Antenna  in  one 
of  two  positions.  Three  RF  connectors  will  be  provided  on  the  top  housing  cover  of 
the  R/R  unit.  The  central  plug  will  ix*  for  the  receiver  while  the  two  outer  plugs  will 
be  for  the  transmitter.  Only  one  of  the  transmitter  plugs  will  be  utilized:  one  being 
for  low  power  output  and  the  other  for  high.  The  anteima  assembly  itself  will  liave 
only  two  plugs:  the  central  receiver  plug  and  a  tiansmitter  plug.  Installation  of  the 
antenna  can  occur  in  two  positions  180"  apart.  Which  of  these  positions  is  chosen 
depends  on  the  transmitter  output  required. 

Two  RF  connectors  will  be  pio\id<‘d  on  the-  top  housing  co\er  of  the  S  T  unit. 
Transmitter  power  output  will  be  sebwted  b\  seh-i  tion  of  the  proper  connector  for 
insertion  of  th(‘  antenna. 

.‘i.  .'i.  2 .  i  ((')  Transinitter  and  l{ei  eiV(>r  Fr(Hpienc\ 


Fre<|uencv  changes  will  be  accomplished  bv  replacing  a  transmittt'r  or  receiver 
card  with  anoth(*r  of  thedesiivnl  frfKiuencN  . 

r).3.;i.2.r)  tC)  c'fxiing 

C’(Kle  plugs  will  be  contained  under  the  renntvable  code'  ca|)s  on  the  upper  housing 
of  each  unit.  The  c(Kle  plugs  will  ix*  programmed  tw  clipping  and  rcunoving  wire  links, 
thus  providing  cuxle  flexibilitv  using  a  common  plug  furnished  with  all  units. 

.i.  .3. 2 .  T)  (C)  Dav  Night  .Activation 


Operation  of  the  W.AR.S  Svsteni  at  night  onlv  will  be  made  possible  by  removing  the 
code  plug  cover  and  replacing  it  with  a  clear  plastic  cap  which  contains  a  light- 
sensitive  cell.  Thi.'!  will  be  held  in  position  bv  a  threaded  wing.'  Circuitry  for  this 
type  of  operation  mav  be  nrovideii  with  each  unit  ioptional).  Tf)  make  use  of  it,  only 
the  cell  will  neefl  to  he  installed  at  the  base. 

5.  .3.  .3.. 3  (C)  Maintenance 

3.3.3.  1  (C)  Accessibilitv 

•All  units  will  offer  complete  accessibilitv  to  the  circuits  and  components  once 
they  are  opened  for  inspection,  since  all  circuitrv  will  he  exposed  when  the  cover  is 
removed.  Test  points  which  will  provide  test  access  to  major  circuit  functions  will 
be  provided  internally  to  reduce  access  posts.  Those  circuits  that  require  alignment 
(Transmitter  and  Receiver)  will  be  placed  at  the  outside  of  the  circuit  assembly  so 
that  the  operator  can  perform  the  adjustment  with  no  additional  disassembly  other 
than  removal  of  the  unit  housing. 
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5.  3.  3. 3. 2  (U)  Maintenance  Ground  Equipment 

The  maintenance  philosophy  has  not  been  defined  as  yet;  however,  as  a  minimum, 
it  is  recommended  that  the  following  aspects  be  considered. 

5.  3.  3.  3. 2.1  (U)  Field 

A  simple  Go-No-Go  tester  is  recommended  to  provide  the  installation  crew  with 
final  check  on  equipment  oerformance  before  they  leave  the  scene  or  actiNUte  the  dis¬ 
able  mechanism.  This  test  set  can  ix‘  a  hand-held,  self-powered  unit  of  small  size 
designed  to  chec’k  out  the  operation  of  all  major  circuit  functions  within  the  unit. 

5.  3.  3.  3.2.2  (U)  Bas e  Testing 

In  addition  to  the  Field  test  set,  the  ijase  is  expected  to  be  t^quipped  with  a 
Go-No-Go  tester  for  individual  cards,  allowing  fault-isolation  down  to  a  defective 
board  or  chassis  assembly. 

5.  3.  3. 4  (C)  Commonality 

5. 3. 3. 4.1  (C)  Circuit  lioards 

Maximum  utilization  will  lx‘  niade  of  any  common  circuit  designs  llmt  exist  b«>- 
tween  the  units.  Present  design  plans  call  for  a  single  transmitter/modulator  design 
for  both  the  S/T  and  th«>  H 'H  units.  I'he  t>asic  difference  in  these  designs  will  be  in 
the  buffer  and  final  KF  .Amplifier  iK‘cause  of  the  different  power  output  requirements 
of  these  imits.  To  standardize  on  transmitter  design,  a  common  board  will  |je  used  in 
both  applications  with  th4‘  exception  that  tl»e  buffer  and  final  amplifier  will  lx*  on  a 
separate  8ub-l)oard  This  sub-lHwni.  which  plugs  directlv  into  the  main  board,  will 
be  easily  interchange<l. 

The  same  approach  will  be  use<l  on  the  receiver  design  in  that  the  varying  sensi¬ 
tivity  requirements  of  the  H  K  and  H  I  will  be  met  by  using  a  common  design  with  a 
plug-in  R.  F.  stage.  Similarly,  a  common  l)oani  will  l)e  used  for  the  H/R  and  R/I 
Address  Comparator  Encoder.  The  design  will  l)e  identical  except  for  the  compon¬ 
ents  of  the  power  switch  and  for  checking  an  additional  three  bits  which  will  be  left 
off  the  P-/I  board. 

3.  3. 3.  4. 2  (D  Chassis  Assemblies 

Battery  and  circuit  requirements  dictate  chassis  requirements.  However,  by 
assembling  these  in  the  most  favorable  manner  it  is  possible  to  achieve  a  design  that 
will  use  the  same  basic  chassis  for  both  the  R/R  and  R.  1. 

The  impact  of  this  type  of  maximum  circuit  and  chassis  utilization  will  not  only 
reduce  production  cost,  but  also  maintenance  and  logistic  requirements  as  well. 

5.  3.  3. 4.  3  (U)  Antenna 

The  antenna  design  employed  will  be  the  same  for  all  three  units.  This  is 
described  in  Section  5. 2. 1.  5. 
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5.  3.  3. 3. 2  (U)  Maintenance  Ground  Equipment 

The  maintenance  philosophy  has  not  been  defined  as  yet;  however,  as  a  minimum, 
it  is  recommended  that  the  following  aspects  be  considered. 

5.  3.  3.  3. 2.1  (U)  Field 

A  simple  Go-No-Go  tester  is  recommended  to  provide  the  installation  crew  with 
final  check  on  equipment  oerformance  before  they  leave  the  scene  or  actiNUte  the  dis¬ 
able  mechanism.  This  test  set  can  ix‘  a  hand-held,  self-powered  unit  of  small  size 
designed  to  chec’k  out  the  operation  of  all  major  circuit  functions  within  the  unit. 

5.  3.  3.  3.2.2  (U)  Bas e  Testing 

In  addition  to  the  Field  test  set,  the  ijase  is  expected  to  be  t^quipped  with  a 
Go-No-Go  tester  for  individual  cards,  allowing  fault-isolation  down  to  a  defective 
board  or  chassis  assembly. 

5.  3.  3. 4  (C)  Commonality 

5. 3. 3. 4.1  (C)  Circuit  lioards 

Maximum  utilization  will  lx‘  niade  of  any  common  circuit  designs  llmt  exist  b«>- 
tween  the  units.  Present  design  plans  call  for  a  single  transmitter/modulator  design 
for  both  the  S/T  and  th«>  H 'H  units.  I'he  t>asic  difference  in  these  designs  will  be  in 
the  buffer  and  final  KF  .Amplifier  iK‘cause  of  the  different  power  output  requirements 
of  these  imits.  To  standardize  on  transmitter  design,  a  common  board  will  |je  used  in 
both  applications  with  th4‘  exception  that  tl»e  buffer  and  final  amplifier  will  lx*  on  a 
separate  8ub-l)oard  This  sub-lHwni.  which  plugs  directlv  into  the  main  board,  will 
be  easily  interchange<l. 

The  same  approach  will  be  use<l  on  the  receiver  design  in  that  the  varying  sensi¬ 
tivity  requirements  of  the  H  K  and  H  I  will  be  met  by  using  a  common  design  with  a 
plug-in  R.  F.  stage.  Similarly,  a  common  l)oani  will  l)e  used  for  the  H/R  and  R/I 
Address  Comparator  Encoder.  The  design  will  l)e  identical  except  for  the  compon¬ 
ents  of  the  power  switch  and  for  checking  an  additional  three  bits  which  will  be  left 
off  the  P-/I  board. 

3.  3. 3.  4. 2  (D  Chassis  Assemblies 

Battery  and  circuit  requirements  dictate  chassis  requirements.  However,  by 
assembling  these  in  the  most  favorable  manner  it  is  possible  to  achieve  a  design  that 
will  use  the  same  basic  chassis  for  both  the  R/R  and  R.  1. 

The  impact  of  this  type  of  maximum  circuit  and  chassis  utilization  will  not  only 
reduce  production  cost,  but  also  maintenance  and  logistic  requirements  as  well. 

5.  3.  3. 4.  3  (U)  Antenna 

The  antenna  design  employed  will  be  the  same  for  all  three  units.  This  is 
described  in  Section  5. 2. 1.  5. 
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5.  3.  3.  7.2  (C)  Arming 

The  actual  energizing  of  the  destruct  mechanism  will  not  occur  until  the  unit  has 
been  emplaced  and  functionally  tested.  Energizing  the  destruct  circuit  will  require 
the  insertion,  by  screwing  in,  of  a  magnetic  plug  into  a  sealed  ca\ity  in  the  upper 
housing.  This  plug  will  close  a  proximity  switch  which  completes  the  destruct 
circuit.  The  activating  magnet  will  be  contained  within  a  molded  plastic  key,  as 
shown  in  Figure  5-28.  This  key,  when  screwed  into  the  tapered  hole,  will  cause  it 
to  jam  at  the  bottom  of  its  travel  and  thus  shear  off  at  its  neck  constriction.  This 
leaves  the  unit  sealed  with  no  way  to  remove  the  magnet.  Destruction  will  be  effected 
on  tilting,  tampering,  or  end  of  battery  life. 

ARMING  KEY 


PIPE  THREAD 


REED  SWITCH 


AUX  SENSOR 


Figure  5-28  (Ci.  Mechanism  for  Self-Destruct  Arming  fU) 
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5.  3.  3.B  <C)  Antenna  Compatibility 

The  antenna  design  for  the  units  will  consist  of  a  X,'4  \ertical  with  radial  ground 
plane.  A  single  configuration  will  be  utilized  on  all  three  units,  llte  anUMwa  will  be 
a  self-contained  unit,  consisting  of  stainless  steel  elements  enclosed  in  a  plastic 
housing,  as  shown  in  Figure  5-29.  Prior  to  intallation,  the  antenna  will  be  completely 
covered  by  a  housing  that  seals  it  against  the  environment.  .After  the  unit  is  installed, 
the  housing  cover  will  1^  removeii  and  the  laniard  extended  to  its  maximum  length, 
nils  action  will  cause  the  antenna  container  to  rotate,  thus  erecting  the  antenna.  The 
tips  of  each  element  will  be  coated  with  a  vinyl  plastic  that  will  serve  to  limit  the 
erection  length  and  further  seal  the  element  openings  in  the  housing  against  environ¬ 
mental  effects. 

5.3.4  (C)  Fxpansion  Capabilitv 

The  use  of  a  mmlularization  concept  oilers  a  great  degree  ot  flextbility  in  meeting 
future  system  changes.  Fach  module  of  an  individual  unit  will  be  capable  ol  expansion 
or  change  to  meet  future  ri-quirements.  txamples  of  how  this  requirement  lor  flex¬ 
ible  design  will  l>e  met  are  discusstnl  1h*Iow. 

5. 3.4.1  (C'»  iiattertes 


battery  rjtjuirements  will  varv  for  each  unit.  I’o  simplilv  th<'  design,  standard 
cells  will  fw  us*-«l  w  tnsi  m  senes-paralh-l  combinations  to  supivly  the  t  om*ct  opera¬ 
ting  voltages.  Present  design  re<juirements  will  Ik*  met  with  the  l»atU*r\  packs 
descrifsKl  in  .‘v*ctnjn  .5.2.  However,  should  future  operational  ri'ituirement.s  change, 
laitterv  capai  itv  can  Iw  alteriKl  bv  adding  or  subtracting  Irom  the  number  ol  cells 
emplov**<l.  I'hKi  is  possible  since  the  Imtterv  soun  e  will  be  external  to  the  unit  and 
as  a  .Heparat«*  nuxiule  will  i>e  alterable  without  alb*eting  the  inte  rlace  ol  the  ineKlules. 
Auxiliary  Power  c.in  l>e  useel  by  cf>nn»<  ting  a  see-ondarv  supplv  voltage,  through  the 
existing  ijQtterv  connector,  on  the  unit. 

.5.  3.  f.2  (f»  .Antenna 


.Antennas  of  similar  freejuenev  and  con.struction  ran  be  mfiuntfsl  in  a  manner 
similar  to  the  suggestivl  design. 

If  a  different  fre<|uencv.  or  larger  configuration,  is  ever  required,  this  can  be 
accommoelateel  bv  emplacing  the  antenna  remote  from  the  unit  and  connecting  the 
ac.tenna  to  the  unit  bv  an  RF  cable. 


5.  .3.  4.. 3  fCt  iSensors 

It  is  within  the  capabilitv  of  the  S/T  unit  to  use  almost  any  tv-pe  ol  currently 
av-ailable  sensor.  In  all  cases  the  electrical  interface  between  the  sensor  and  the 
unit  will  remain  the  same.  T3ie  proposed  design  uses  a  seismic  sensor  as  a  plug¬ 
in  module.  This  offers  the  advantage  of  single  sensor  employment  in  the  baseline 
system. 

Auxiliary  sensors  will  interface  with  the  two  available  plugs  located  on  the 
central  moiiule  housing.  .Any  tv33e  of  sensor  can  be  employed  with  the  seismic  sensor. 
This  is  discu8S€'d  further  in  Section  6.2. 
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Figure  5-29  (C>.  Exploded  \1ew  of  Proposed  Antenna  fU) 
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5.  3.4.4  (U)  Special  Feature  Equipment 

This  subject  is  covered  in  Cha.  ter  6.0. 

5.3.5  (C)  Component  Packaging  of  Baseline  System 
5.  3.  5.1  (C»  S/T  Unit 

The  S/T  package,  an  artist's  concept  of  which  is  shown  in  Fignre  5-27,  will  be 
composed  of  four  modules:  Battery,  Seismic  Sensor,  Encoder/Transmiller,  and 
Antenna.  With  the  exception  of  the  .Antenna,  each  module  will  be  approximately 
3-1/3"  in  width  and  breadth  and  will  -.arv  indi\idually  only  in  height.  The  contents 
of  each  module  are  descriijed  below  : 

The  batterv'  supply  will  consist  of  twelve  E-y5  "D"  cells  These  cells  w'ill  be 
arrange<l  in  a  stack  of  3  x  3  with  the  extia  three  cells  stacked  U^hind  and  at  right 
angles  to  tlu*  main  stack.  The  Btacke<l  cells  will  be  mold-pott»»d  enclosing  the  cells, 
the  plug,  and  fastener  mounting  plate  to  lorm  the  completeil  nunlule  of  4"  in  height. 

The  seismic  Amplifier  Proc-essor  will  U*  coiniHistni  of  apiiroxiinately  200  com¬ 
ponents.  I’hese  will  lx*  niount»*d  on  f<»ur  3"  x  3"  ixiards  resulting  in  a  ivickage  height 
of  4". 

rh**  Transmitter  Enoxier  will  ix*  compoMsl  <»1  approximaudy  235  components. 

(>f  these,  the  rransmitter  will  r»*quire  135,  and  the  Encoder  comprises  the  remaining 
loo.  rh*'se  circuits  will  cx‘cup\  four  3"  \  1"  Ixiards  resulting  in  an  oicrall  package 
height  of  6  -1  2"  inclialing  the  upper  housing. 

rix’  plug-in  anU-nna  unit  will  is*  3pproximat<*lv  1"  high,  1-1  '2"  wide,  and  3-1/2" 
in  length  in  its  furleil  corvlition. 

.5.  3.  5.2  (C.i  K  H  I  nU 

The  H  H  package,  an  artist's  concept  of  which  is  shown  in  Figure  5-30,  will  be 
compostxi  of  thrcx'  mrxlules:  Batterv,  Beceiver  C'fxle  Hegeneralor /'Transmitter,  and 
Antenna.  With  the  exception  of  the  Antenna,  each  module  will  lx*  approximately  4" 
in  width  and  breadth  and  will  varv  indi\1duallv  only  in  length.  The  cfintenls  of  each 
moilultp  are  described  Ix’low. 

The  imtterx  suppIv  will  consist  of  eighteen  E-95  "D"  cells.  These  cells  will  be 
arranged  in  a  stack  o.'  5  bv  .3  with  the  extra  3  cells  stacker!  behind  and  at  right  angles 
to  the  main  stack.  This  cell  stack  will  be  fabricated  in  the  same  manner  as  the  S/T 
and  will  result  in  a  iiatterv  with  an  overall  height  of  7". 

The  Receiver  Transmitter  Encoder  will  be  composed  of  approximately  480  com¬ 
ponents:  of  these,  the  Receiver  will  require  210,  and  the  Transmitter  and  the  Encoder 
135  each. 

These  circuits  will  occupy  four  3”  x  7"  hoards  resulting  in  an  overall  package 
height  of  3-1  2”  including  the  upper  housing. 
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5.3.  5.3  (C)  R/1  Unit 

The  R/I  package,  an  artist's  concept  of  which  is  shown  in  Figure  5-31,  will  be 
composed  of  three  modules  in  the  same  manner  as  the  R/R.  These  modules  will  be 
of  the  same  width  as  the  R/H  and  will  differ  only  in  length  and  content  as  described 
below. 

Ilie  Ijattery  supply  will  consist  of  twenty-four  E-95  ’’D"  cells.  These  cells  will 
be  arranged  in  a  stack  of  6  x  3,  with  the  extra  C  cells  stacked  behind  and  at  right 
angles  to  the  main  stack,  llie  cell  stack  will  be  fabricated  in  a  like  manner  as  the 
S/T  and  will  result  in  a  batterv  with  an  overall  height  of  b-1  '2". 

The  Receiver/ Enc(xler  will  be  composed  of  approximately  345  components;  of 
these,  the*  Receiver  will  require  210  and  the  Encoder  the  remaining  135.  These 
circuits  will  occupv  4  Ixjards  resulting  in  an  overall  package  height  of  6-1 ''2"  includ¬ 
ing  thf*  upper  housing. 
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31  (C>.  Artist’s  Concept,  R/I  Unit  (U) 
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Section  6 

SPECLAL  FEATURES 


6.1  (U)  GENERAL 

Thiji  chapter  disctuises  features  which  uill  greatly  enhance  the  flexibility  and 
adaptability  of  the  WARS  subsystem  and  further  ensure  its  compatibility  with  widely 
varying  world>wide  applications  and  or  modes  of  operation.  All  of  the  features 
discussed  can  be  provided  by  simply  substituting  a  component  or  inserting  an  additional 
component  in  the  baseline  system.  No  redesign  of  the  system  described  in  Chapter  5 
will  be  required  provided  that  a  decision  as  to  what  features  will  be  used  with  the 
Baseline  System  is  made  prior  to  initiation  of  the  hardware  design. 

What  the  required  components  are,  how  they  function,  :ind  what  some  of  the  applica¬ 
tions  may  be  are  discussed  in  the  following  sections  on  a  per-unit  basis,  i.e. ,  the 
features  which  can  i>e  provtde<i  with  the  S  1  unit  are  taken  up  first,  followed  by  those 
of  the  R,  R,  and  then  K  I,  followed  by  a  brief  analysis  of  the  impact  of  on-site  alarm 
processing  on  tht  overall  (>erformancc  of  the  BlivS  system. 

()t>Tt().SS  OF  THE  S  T  UNFF 

The  optional  features  which  can  Ik*  prov|(k*tl  with  the  S  T  unit  are:  (1)  Auxilian* 
Detecior  ami  It.s  a.s.H04’iated  Se.nsor  Combination  lx)git  module,  (2)  Subterranean 
Antenna,  and  (Ht  I)ium;il  Switch.  The  avallal)le  options  are  depicted  in  Figure  6-1. 

A  description  of  e.ach  of  these  follows. 

2.  1  (C)  Auxiliary  Detector 

The  Auxlliarv  Det»'ctor  mav  Ik?  use<i  in  three  different  modes  of  operation;  (a)  as 
jui  Independent  secondarv  sensor,  (b)  as  a  substitute  for  the  Primary  Detector, 
and  (c)  in  conjunction  with  the  Primary  Detector  where  the  latter  is  used  as  a 
pre-qualifier.  These  modes  of  operation  will  be  realized  by  inserting  a  Sensor 
Combination  Ix>gic  module  into  the  baseline  S  T,  between  the  Primaiy*  I3ctector 
and  the  Encoder.  The  operation  of  this  module  is  described  next. 

6.2.  1.  1  (C)  Sensor  Combination  lx)gic  Module 

This  module,  shown  in  a  block  diagram  form  in  Figure  6-2,  will  normally  operate 
in  Mode  A.  Operation  in  the  other  two  modes  will  be  accomplished  by  selecting  the 
proper  switch  setting.  Each  of  the  three  modes  are  now  discussed  below. 

6. 2. 1. 1. 1  (C)  Mode  A,  Primary  SCTSor  With  or  Without  Auxiliary*  Sensor 

When  operating  in  Mode  A,  the  Primary  and  Auxiliary  sensors  are  both  operational 
and  not  dependent  on  each  other.  In  Mode  A ,  the  imit  can  operate  with  only  the  Primary 
sensor  or  with  both  the  Primary  and  Auxiliary  sensors.  An  alarm  from  the  Primary 
Detector  will  turn  on  the  S/T  wiiile  an  alarm  from  the  Auxiliary  Detector  will  control 
the  message  bit  reserved  for  the  status  of  the  Auxiliary’  Detector. 


6-1 

CONFIDENTIAL 


CONFIDENTIAL 


i 


SUBTERRANCAN 

ANTENNA 


Figure  6-1  (U).  Options  of  S/T  Unit  (U) 


6.  2. 1. 1.2  (C)  Mode  B,  Auxiliary  Sensor  Without  Primary  Sensor 

In  Mode  B,  the  Auxiliar>'  sensor  replaces  the  Primary  sensor.  In  this  mode, 
only  iilarms  from  the  Auxiliary  sensor  will  be  transmitted.  This  function  can  be 
readily  realized  by  breaking  the  connection  between  the  Primary  sensor  and  the 
S/T  unit. 

6. 2. 1. 1.  3  (C)  Mode  C,  Auxiliary  Sensor  Qualified  by  Primary  Sensor 

In  Mode  C,  the  Primary  sensor  controls  the  Auxiliary  sensor.  The  Auxiliary 
sensor  will  be  maintained  in  an  off  state  during  a  period  of  inactivity.  When  an  alarm 
occurs  in  the  Primary  sensor,  power  will  be  switched  on  to  the  Aujdllary  sensor  for 
a  period  of  5  to  60  seconds,  depending  on  the  specific  sensor  used,  to  permit  that 
sensor  to  alarm.  An  application  of  Mode  C  might,  be  when  the  Primary  sensor  controls 
a  passive  Infrared  sensor  employed  for  personnel  counting.  This  is  further  described 
in  Section  6. 2. 1. 2. 3. 

6.  2. 1. 2  (C)  Candidate  Sensors 

The  sensors  to  be  discussed  here  were  selected  on  the  basis  that  they  offer  detec¬ 
tion  characteristics  different  from  those  of  the  seismic  sensor  pixrposed  for  the 
Primary  Detector.  Thus,  only  the  magnetic,  radar,  and  passive  IR  will  be  considered 
here;  however,  there  is  nothing  chat  would  preclude  the  use  of  any  other  sensor  as  well. 
In  fact,  the  only  constraint  that  a  candidate  for  the  Auxiliary  Detector  must  meet  is  the 
electrical  interiace  requirement  with  the  S/T  unit. 
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Figure  6-2  (C).  niock  Diagram,  Sensor  Combination  Logic  Module  (U) 


6.2. 1.2.1  (C)  Magnetic 
6.  2. 1.2. 1.1  (C)  Description 


Magnetic  sensors  arc  used  to  detect  the  passage  of  ferrous  metal  by  sensing  a 
local  change  in  the  earth’s  magnetic  field.  A  device  called  MAGID,  DT-368/GSQ, 
which  has  been  used  in  SEA,  employs  two  search  colls  in  a  differential  mode  to  sense 
a  local  change  while  remaining  insensitive  to  magnetic  changes  which  occur  over  a 
large  area.  Figure  6-,3  depicts  a  typical  installation  of  this  sensor.  Emplacement  of 
the  unit  is  rather  time-consuming  since  considerable  digging  is  necessary  to  conceal 
the  three  components  of  the  MAGID  plus  the  connecting  cables.  Some  of  the  more 
Important  characteristics  of  this  unit  are  as  follows: 

Range:  3-6  meters  for  man  with  rifle 

Weight:  12  pounds 

Life:  4,'y  days  minimum 
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Figure  6-3  (C).  Typical  Deployment  of  MAGID  Sensor  (U) 

(COMnMNTIAl 

6. 2. 1.2. 1.1  <C)  (Continued) 

Known  sources  of  false  alarms:  Lightning,  nearby  radio  transmissions 

Development  Agency;  I’.S.  Army  (MERDC) 

Contractor;  Honeywell 

Magnetic  sensors  using  flux  gates  and  thin-fllm  magnetometers  are  currently 
being  developed  under  the  Magbuoy  program  at  I’SAMERDC.  Once  developed,  these 
will  be  more  suitable  for  WARS  application  than  the  MAGID. 

Projected  characteristics  of  Magbuoy  are: 

Range:  Equal  to  or  better  than  MAGID 

Weight:  10  pounds 

Life:  45  days 

Known  sources  of  false  alarms;  No  field  experience  to  date 

Development  agency:  U.S.  Army  (MERDC) 

Contractors:  Grumman,  Burroughs 

6. 2. 1. 2. 1.2  (C)  Application  Considerations 

The  magnetic  sensor  will  find  its  application  almost  exclusively  in  avenue-of- 
approach  arrays.  The  limited  detection  range  of  the  device  makes  it  mandatory  that  it 
is  used  where  the  path  to  be  taken  by  the  intruder  is  well  defined.  Since  the  magnetic 
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6.2.  X.  2. 1.2  (C)  (Continued) 

sensor  Is  capable  of  detecting  ferrous  metal  which  is  almost  always  possessed  by  an 
attacking  force,  41  may  be  us^  to  aid  in  the  discrimination  of  threat  from  winudis  uvd 
indigenous  personnel.  The  value  of  employing  this  technique  in  a  given  urea  will  best 
be  determined  by  the  user  after  learning  more  of  the  daily  activities  of  the  indigenous 
personnel. 

Should  it  Lv  decided  that  it  niitgnctlc  eeneur  aIXI  be  included  in  an  hlTuy,  It  may  V>e 
used  as  a  Primary  Detector  or  as  an  Auxiliary’  Detector.  Ordinarily,  use  of  the 
magnetic  sensor  as  an  auxiliary  sensor  will  be  the  best  choice.  In  this  arrangement, 
the  magnetic  sensor  and  the  Primary  Detector  will  be  operated  in  Mode  "A".  To 
c  onvey  to  the  CSC  the  information  that  the  auxiliary  sensor  has  alarmed,  the  special 
bit  reserved  for  this  purpose  in  the  S/T  message  will  be  changed  to  "1".  Figure  6-4 
ileplcta  ttifc  use*  of  it  nidgnctlc  aeiisui  as  an  auxiliary  semsor  In  a  trail  array.  'Note  that 
the  sensor  is  placed  near  the  trail  to  make  best  use  of  its  limited  detection  range. 


MAGMIIC  SINSOR 


S  1  HMT  (UUIPIMI)  VMIH 
A  SfISVIC  PRIMARY 
DfTlCTOR 


(CONFIDINTIAl) 

Figure  6-4  (C).  Miignctic  Sensor  in  a  Trail  Array  (V) 


6.  2.  1.2.2  (C)  Radar 

6.  2.  1.2.  2.1  (C)  Description 

When  an  intruder  is  moving  in  the  vicinity  of  the  antenna  of  a  doppler  radar,  a 
reflected  signal  will  be  received  which  is  shifted  in  frequency  from  that  originally 
emitted.  Doppler  radar  techniques  for  personnel  detection  have  been  used  widely  for 
a  number  of  years.  Generally,  these  radars  have  been  manned  by  operators  who  make 
the  final  decision  when  a  target  has  been  detected.  Recently,  however,  units  have 
been  developed  which  rely  upon  automatic  signal  processing  in  the  unit  to  perform 
the  discrimination  function. 
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6.2. 1.2.2. 1  (C)  (Continued) 

Radars  of  this  type,  of  course,  would  be  very  attractive  for  obtaining  ■urveillance 
over  suspected  launch  sites.  One  such  unit  is  reported  to  be  under  development  by 
Conductron  Corporation.  The  preliminary  performance  characteristics  of  that  unit 
are  as  follows; 


Range:  90  meters  nominal  for  one  man 

through  light  forest.  Up  to  180  meters 
over  open  ground. 

Frequency:  Selectable  among  10  frequencies  in 

a  100  MHz  band  centered  at  430  MHz. 


Weight: 


7 . 5  pounds 


Life: 


52  weeks  with  25^  duty  factor 


Suspected  sources  of  Wind-driven  objects,  other 

false  alarms:  rf  emissions,  animals 


Developer;  Conductron  Corporation 

An  artist's  concept  of  this  device  is  shown  in  Figure  0-5. 

6.  2. 1.2.  2.  2  (C)  Application  Considerations 

The  dopplcr  radar  will  be  useful  in  both  avcnue-of-approach  (waterw’ay)  and  launch 
area  arrays. 

Waterway  approaches  of  considerable  width  (up  to  about  90  meters  for  the  unit 
described  above)  can  be  covered  from  bank  to  bank.  It  is  possible  also  that  the  unit 
may  be  able  to  compensate  for  tidal  variations  of  winter  level  better  than  other  sensors. 
Figure  6-6  depicts  the  deployment  of  a  radar  w  ith  a  c a rdl old- shaped  antenna  pattern 
for  detection  of  watercraft. 


Radar  appears  to  be  particularly  well  suited  for  launch  area  applications  because 
of  its  great  range.  A  single  radar  with  its  90-metcr  detection  range  can  replace  three 
seismic  sensors  in  the  fence  array  covering  a  suspected  launch  area. 

6.  2. 1.2.  3  (C>  Passive  Infrared 

6.  2. 1.2.  3.1  (C)  Description 

The  passive  Infrared  sensor  monitors  the  infrared  energy  in  its  field  of  view  and 
notes  when  a  change  occurs  as  a  result  of  an  intruder  entering  into  It.  Typically,  two 
fields  of  view  separated  by  a  small  angle  are  used,  together  with  logic  circuitry,  to 
reduce  false  alarms  due  to  natural  variations  in  infrared  energy.  In  such  a  scheme 
the  intruder  Is  required  to  enter  first  one  field  of  view  and  then  the  other  within  a 
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Figure  6-5  (C).  Remote  Radar  Intrusion  Sensor  (U) 
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Figure  6-6  (C).  Use  of  Doppler  Radar  for  Watercraft  Detection  (U) 
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6. 2. 1.2.3. 1  (C)  (Continued) 


specified  time  to  produce  an  alarm.  A  passive  infrared  sensor  called  PIRID, 
DT-367/GSQ,  has  been  usetl  in  .SEA.  This  unit  has  the  following  characteristics: 


Range: 

Weight: 


15  meters  for  a  single  man 
3.  5  pounds 


45  davs 


Known  sources  of  false  alarms; 


Responsible  Agency: 


Contractor: 


Movement  of  detection  head  by  wind. 
(.Avoidable  with  good  installation 
procedures). 

U.S.  Army  (MERDC) 

Hughes  Aircraft 


A  similar  unit  has  also  been  developed  by  Barnes.  The  characteristics  of  this  unit  are 
reported  to  be: 


Range: 

Weight: 

Power  Requirement: 

Suspected  false  alarm  sources; 
Developer: 


20  meters  for  a  single  man 


Unknown 


12  mW 


Same  as  those  mentioned  above 


Barnes 
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6. 2. 1. 2. 3. 2  (C)  Application  ConslderatloDB 

A  passive  Infrared  sensor  can  be  used  effectively  in  either  trail  or  waterway 
arrays.  Ir  a  trail  arra.,  the  most  obvious  application  is  hit>h-resolution  counting  of 
personnel.  Figure  6-7  shows  an  IR  sensor  used  as  an  auxiliary  sensor  in  a  trail  array. 


Figure  <1-7  (C).  Passive  Infrarc<i  Sensor  for  Personnel  Counting  (’') 


To  achieve  high  resolution  in  counting,  the  IH  sensor  must  be  able  to  emit  a  fairly 
high  alarm  rate  (approximately  one  or  two  alarms  per  second).  Should  conditions 
arise  which  cause  false  alarming,  those  will  also  be  transmitted  at  a  high  rate  and 
thus  cause  increased  message  loss,  high  battery’  drain,  etc.  Hy  inhibiting  the  alarms 
from  the  passive  infrared  sensor  excefit  for,  say,  eight  seconds  after  each  seismic 
alarm,  the  probability  of  false  alarms  will  be  greatly  reduced. 

A  passive  infrared  sensor,  m.ay  also  be  used  as  the  Primary  Detector  in  a  waterway 
array.  Figure  6-8  shows  an  array  of  sensors  covering  a  narrow  stream  (less  than 
20  meters  in  width).  For  wider  streams  it  is  necessary  to  provide  a  similar  array  for 
the  opposite  bank.  Probably  the  greatest  obstacle  to  the  successful  application  of 
passive  infrared  sensors  on  waterways  is  the  difficulty  of  compensating  for  the  tidal 
and  seasonal  water  level  variations. 

6,2.2  (U)  Subterranean  Antennas 

Under  certain  conditions,  it  may  be  desirable  to  bury  the  S/T  units  entirely  under¬ 
ground.  Certainly,  in  areas  with  insufficient  ground  cover  or  highly  populated  areas 
such  a  capability  would  greatly  enhance  the  chances  of  covert  operation.  Therefore, 
the  feasibility  of  supplying  such  an  option  was  briefly  examined.  A  discussion  of 
this  follows. 
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Figure  6-8  (C).  Passive  Infrared  Sensors  in  a  Waterway  Array  (U) 


6.2.2. 1  (U)  Expressions  for  Calculating  Field  Strength 

The  work  of  BaSbs  (Reference  1)  is  directly  applicable  to  this  problem.  Banos 
derives  expressions  for  the  field  strengths  at  any  point  in  air  due  to  an  infinitesimal 
dipole  beneath  the  surface.  He  assumes  free-space  properties  for  the  air  and  considers 
both  vertical  and  horizontal  polarization.  Using  a  Green's  function  integral  formula¬ 
tion  and  assuming  that  the  conduction  currents  exceed  the  displacement  currents  in 
the  earth,  he  derives  the  following  expressions  for  the  electric  field  components  in 
the  far  field  for  a  horizontal  dipole  buried  close  to  the  surface. 

When  r  >  5  X 


where 


j  kj  p  j  k2  r  +  j  kj  h 
2  ® 

2ffcmr 


j  =  -1 

n  =  index  of  refraction  in  earth  =  kg/k^ 

><2  = 

p  =  dipole  moment 

a  =  conductivity  of  earth 

r  =  horizontal  antenna  separation 


^Banos,  A.  (1966),  "Dipole  Radiation  in  Presence  of  Conducting  Half  Space", 
Pergamon  Press,  Oxford,  England 


(1) 

(2) 
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6. 2.2.1  (U)  (Continued) 
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kj  =  J  /  wMqC 

h  =  depth  of  transmitting  antenna 

w  -  radian  frequency 

6. 2. 2. 2  (U)  Derivation  of  Path  Loss 

In  the  preceding  section  expressions  for  the  electric  field  components  were  given 
in  terms  of  known  variables  and  p ,  the  dipole  moment.  If  A1  is  the  effective  length 
.  of  the  antenna  and  I  is  the  current  flowing  into  it,  p  is  determined  from  p  =  I A 1. 

The  loss  from  input  power  to  received  power  is  given  by 


where 


=  10  log 


W 


in 


10  W, 


(3) 


2  2 

W.^  -  I  Rc(Z.^)  =  I  R.^  (input  power  to  the  transmitting  antennal 


R.  -  the  real  part  of  the  impedance  seen  at  the  transmitter  looking 
into  the  transmitting  antenna 


VV^  =  power  delivered  to  the  load  of  the  receiving  antenna. 


The  voltage  developed  across  an  antenna  is  given  by 


V  =  E  A. 

and  the  maximum  power  delivered  to  the  load  of  the  receiving  antenna  is 


(4) 


W 


L 


(5) 


where  it  is  assumed  that  the  receiving  antenna's  radiation  resistance  is  equal  to  the 
receiver's  load  resistance  and  all  other  losses  are  negligible. 
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6. 2. 2. 2  (U)  (Continued) 

Thus,  by  substituting  Equations  (4)  and  (5)  into  Equation  (3),  one  obtains 


W,  4  I  R,  R- 
in  in  L 

'^L  ~  E^ 


It  can  be  shown  that 


16ffaf  r 


For  a  quarter-wave  dipole  buried  in  a  conductive  soil,  the  input  resistance  is  given  by 
(Reference  2). 

n  0  /o\ 


where 


4p^crf 


Furthermore,  assuming  a  X/2  dipole  for  the  receiving  antenna 


R.  =  R  =  73n 
L  r 


I  =  0.32  \ 

After  the  individual  terms  listed  above  are  substituted  into  Equation  (6),  it  can  be 
shown  that 

L  =  -  49.5  +  35  logjQ  +  40  log^^  r  +  5  log^^  (7  (lO; 


‘Brezovic,  R.T,  and  Steinbergs,  A.Z,,  Short-Range  VHF  Communications  Through 
Earth  Subsurface,  June  1969,  Sylvania  Technical  Memorandum  No.  69-SSO-009 
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6. 2. 2. 2  (U)  (Contlnueu/ 

Because  the  loss  increases  as  3. 5  power  of  the  frequency,  it  is  necessary  that 
some  lower  frequency,  such  as '50  MHz,  is  used  for  a  submerged  S/T-to-above  ground 
R/R  link.  At  this  frequency 


L  =  10 

+  40  log  r  +  5  log  a 

(11) 

-3  -1 

The  conductivities  of  a=  10  ,  10  and  10  correspond  to  values  Dence  and 

Tamir  used  for  soils  under  thin,  m^ium,  and  thick  forests,  respectively. 

Then, 

Hhin 

40  log  r  -  5 

(12) 

^med 

40  log  r  -  5 

(13) 

Hhick 

40  log  r  -r  5 

(14) 

Figure  6-9  is  a  plot  of  the  above  relationships. 


r  --  meter 


Figure  6-9  (U).  Ground-to-Air  Path  Loss  at  50  MHz  (U) 
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6. 2.2. 3  (U)  Experimental  Verification 

To  check  out  the  data  presented  in  Figure  6-9,  the  results  of  a  test  conducted  under 
the  auspices  of  a  Sylvania  Independent  Research  and  Development  program  were  super¬ 
imposed  on  top  of  the  calculated  path  loss  curve  for  a  =  0. 01.  This  is  shown  in 
Figure  6-9  by  the  cross-hatched  line.  The  experimentally  found  path  loss  is  about 
8  db  higher  than  the  calculated  values.  This  discrepancy  is  believed  to  be  due  to 
imperfect  antenna-to-earth  coupling  which  is  not  accounted  for  in  the  calculations. 
Therefore,  careful  embedding  of  the  antenna  will  be  essential  in  reducing  losses. 
Nevertheless,  the  experimental  data  shows  that  about  a  one-half  watt  transmitter 
power  at  50  MHz  should  be  sufficient  for  transmitting  alarms  from  the  completely 
submerged  S/T  to  a  200-meter  distant  R/R. 

The  antenna  which  was  used  in  this  test  is  the  same  as  could  be  used  in  the  WARS 
application.  A  brief  description  of  it  is  given  in  the  next  section. 

6.  2,2.4  (U)  Candidate  Antenna 

An  antenna  which  has  been  developed  by  Sylvania  for  subterranean  applications  is 
shown  in  Figure  6-10.  It  is  constructed  of  0,625-inch  diameter  aluminum  rod.  The 
two  arms  are  joined  by  a  miniature  balun  transformer  which  is  used  for  isolation  and 
impedance  matching.  The  center  section  is  constructed  from  0.  750-inch  fiberglass 
rod.  The  insulation  for  the  center  half  is  made  from  0.  750-inch  phenolic  tubing  with 
a  0.0675-inch  wall  thickness.  All  joints  are  press  fitted  and  sealed  to  eliminate 
moisture  and  possible  electrolysis  problems. 

6.2.3  (C)  Diurnal  Switch 

6.  2.  .3. 1  (C)  For  Power  Control 


Some  theaters  of  operation  will  require  intrusion  information  only  during  the  night¬ 
time  hours.  For  this  application,  intrusion  detection  and  reporting  during  day-time 
may  not  only  be  unnecessary,  but  even  undesirable.  This  reqviirement  would  necessi¬ 
tate  inhibiting  or  turning  off  the  sensor  power  during  daylight  hours  and  enabling  or 
turning  it  on  during  nighttime  hours.  Such  mode  of  operation  would  also  reduce  the 
continuous  power  drain,  thereby  extending  the  life  of  the  unit.  The  day-night,  off-on 
function  can  be  accomplished  with  the  use  of  a  diurnal  switch.  The  baseline  S/T  unit 
can  be  shut  down  by  turning  off  the  +  12-volt  regulator  in  the  Primary  Sensor  Module. 
The  diurnal  switch  and  associated  comparator  logic  can  be  fed  into  an  AND  gate  along 
with  the  +12-volt  regulator  switching  translator.  In  this  application,  the  +12-volt 
regulator  will  operate  normally  when  the  Diurnal  Power  S\^tch  is  not  attached.  When 
the  Diurnal  Power  Switch  is  connected,  the  +12-volt  regulator  will  assume  the  day- 
night,  off-on  function.  During  the  off  period,  the  system  current  drain  can  be  reduced 
to  that  required  by  the  diurnal  switch  and  comparator  logic  (approximately  10  pa). 
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6.2. 3,2  (C)  For  Self-Test  Control 

The  self-test  method  proposed  for  the  baseline  system^transmits  a  self-test 
message  once  every  hour  provided  no  sensor  alarms  have  occurred  during  the  pre¬ 
ceding  hour.  A  method  employing  a  diurnal  switch  would  reduce  the  frequency  of 
self-test  message  transmissions  to  two  per  day.  A  self-test  message  would  be  trans¬ 
mitted  every  time  there  is  a  day-night  and  night-day  transition.  There  would  be  no 
dependency  on  the  alarm  rate,  since  two  self-test  messages,  based  on  the  presence 
of  daylight,  would  be  transmitted  daily.  A  photosensitive  device  can  be  used  as  a 
part  of  a  comparator  which  will  detect  the  change  in  resistance  of  the  device  as  the 
light  intensity  varies.  The  comparator  output  could  be  integrated  to  prevent  the 
generation  of  multiple  self-test  messages  during  periods  of  transition  or  during 
changes  in  daylight  intensity.  The  output  of  the  comparator  could  be  fed  into  a  dif¬ 
ferentiator  which,  in  turn,  would  trigger  a  self-test  message  transmission. 

This  methoci  will,  however,  require  care  during  implant  to  ensure  that  the  photo¬ 
sensitive  device  is  not  buried  or  covered  by  opaque  objects. 

6.  3  (C)  f3ptions  of  the  U/H  i'nit 

The  options  which  can  be  provided  with  the  Tnit  are  depicted  in  Figure  6-11 . 
By  plugging  anv  of  the  shown  equi[)nient  into  a  plug  provided  on  the  R/R  Unit,  the 
equipment  will  lj<'  electrically  inserted  between  the  Adtiress  Comparator/Encoder 
and  the  Moclulator.  The  inserted  equiimient  will  thus  be  placed  in  a  position  to  oper¬ 
ate  on  the  alreadv  authenticated  arui  regenerated  2;i-bit  message  before  the  latter  is 
transmitted,  iliese  operations  are  covered  below  under  the  individual  equipment 
discussions. 

6.3.1  (C)  Spurious  Alarm  Suppressor  jSAS) 

6.3. 1. 1  (V)  Theory  of  (he ration 

The  theory  is  based  upon  differentiation  between  alarms  which  are  emitted: 
i)  at  a  low  level  from  all  sensors  in  a  random  manner:  2)  at  a  high  level  from  all 
sensors:  and  .1)  consistently  and  predominately  from  one  or  two  sensors.  The  first 
kind  is  usually  associated  with  false  alarms,  the  second  with  rain  or  planes  and  only 
the  third  type  is  typical  of  that  produced  by  intrusions. 

A  block  diagram  of  the  SAS  is  shown  in  Figure  6-12.  The  operation  can  be 
explained  as  follows. 

When  an  alarm  is  received,  it  will  be  passed  on  to  the  buffer  where  a  standard 
signal  is  generated.  For  example,  this  may  be  a  pulse  of  ten  volts  amplitude  for 
four  seconds  each  time  an  alarm  occurs  at  the  associated  sensor.  After  the  four- 
second  period,  the  signal  would  return  to  a  zero  level.  The  signal  from  the  buffer  is 
then  passed  through  a  resistive  weighing  network  containing  the  necessary  amplifier 
for  further  buffering  to  a  set  of  integrators. 

If  we  let  the  state  of  the  buffer  X.  be  indicated  by  a  "1"  or  a  "0"  depending  upon 
whether  the  voltage  from  the  buffer  is  in  the  high  state  or  in  the  low  state,  the  output 

of  the  resistive  network  to  the  Integrator,  Yj  will  be 
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Diagram.  Spurious  Alarm  Suppressor  for  F1ve-8e«sor  Array  (U> 


CONnOENTIAL 


6.3. 1.1  (U)  (Continued) 


D  . 

{  =  C  I  log  p)  Ml  -  X  )  log  (1  -  P  ) 

J  i^l  I  I  I  1 


where  p|  is  a  parameter  associated  with  the  i^^  sensor  and  is  descriiied  below. 

The  base  of  the  logarithm  is  arbitrary  and  C  is  an  arbitrary  constant. 

The  function  of  the  buffer  and  resistor  network  is  to  deliver  to  the  input  of  the 
Integrator  a  voltage  which  is  the  sum  of  voltages  from  each  of  the  stages  of  the  buffer. 

The  contribution  of  the  i**'  buffer  is  to  be  a  voltage  proportional  to  log  p!,  if  Xj  =1, 
and  to  log  (1  -  p|  ),  when  .X.  =  0. 

The  numbers  p|  are  proiiabilities  of  occurrence  of  an  alarm  at  the  i*^  sensor 
th  ^ 

when  the  j  condition  is  present.  Thus,  when  there  are  only  random  alarms,  the 
probability  of  an  alarm  w'ill  i>e  the  same  lor  each  sensor  and  will  be  represented  by 
some  small  number,  such  as  0.  OOf).  An  example  of  wliat  the  other  probabilities 
may  be  is  shown  below; 


j  1:  low  level  random  alarms; 


0.  00 r» 


j  2:  high  level  random  alarms; 


j  =  .1;  alarms  mostly  originating  at  the  first  sensor; 

P',’  =0.8.  P'^  0.  1,  I’il  =  0.  00.5,  P'*  =  0.05,  P',!  =  0.  05 

J  J  .5  4  5 


j  -  4;  alarms  mostly  originating  at  thr  second  sensor: 

Pj  =  0.  1,  =0.8.  =0.  1,  =  0.05,  pj  =  0.05 


j  =  7:  alarms  mostly  originating  at  the  fifth  sensor; 


p!  =  0.  05,  P  ^  =  0.  05,  P  I  -  0.  05,  P  '  =  0.  1 ,  P  ^  =  0.  8 
1  Z  4  5 
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The  integrators  should  be  the  RC  type  with  a  long  time  constant  compared  to  the 
timing  of  the  buffers;  for  example,  5  minutes. 

The  output  of  the  integrators  will  be  passed  through  variable  gain  amplifiers  whose 
gain  is  chang^  by  an  Automatic  Gain  Control  (AGC)  voltage.  A  desired  range  of  gain 
is  at  least  10  to  1. 

The  output  of  the  amplifiers  are  added  in  tw'o  adders.  One  adder  adds  all  of  the 
outputs  representing  the  presence  of  an  intruder.  This  sum  will  then  be  added  to  the 
outputs  associated  with  the  sources  of  false  alarm  to  form  the  AGC  voltage.  The  function 
of  the  AGC  voltage  is  to  maintain  the  output  of  the  final  summer  at  a  nearly  constant 
level  independent  of  the  input  levels  to  the-  integrators.  Consequently,  an  increase  in 
the  AGC  voltage  will  decrease  the  gain  of  each  of  the  amplifiers  equally  until  the  desired 
level  is  again  restored. 

The  affect  of  the  AGC  will  be  to  depress  the  level  of  the  output  associated  with 
one  condition  when  states  .Xj,  .Xo,  ....  X-  are  such  that  another  condition  is  more 
likely  as  indicateti  by  an  increased  uutiXJt  from  the  associated  integrator. 

'I'he  output  of  the  acider  assuciatesi  with  tlie  presence  of  an  intruder  will  be  compared 
with  a  threshold.  'I’his  threshold  should  have  a  built-in  hysteresis,  i.e.,  should  switch 
to  the  "on”  state  as  soon  as  the  input  e.xeeeds  the  present  value,  but  return  to  the  "off" 
state  at  a  much  lower  level  to  avoid  the  AGC  action  from  closing  the  gate  before  the 
transmission  is  complete<l.  Thus,  when  the  threshold  is  in  the  "on"  state,  the  sensors 
will  be  passed  through  to  the  transmitter  whereas,  when  the  threshold  is  in  the  "off" 
state,  no  alarms  will  be  |)asstHi  through. 

6,3. 1.2  (C)  llnnlware  Design 

The  block  diagram  configuration  of  T-guro  (1-13  shows  a  spurious  alarm  suppressoi 
composed  of  three  main  portions;  Th»‘  input  section,  the  analog  processing  section,  and 
control  section.  The  sensor  alarm  transmissions  are  decoded  in  the  input  section  in 
random  order  of  occurrence  and  the  steering  logic  provides  the  decision  as  to  whether 
the  data  is  to  be  transferred  to  the  accumulation  register  or  read  out  directly  to  the  mod¬ 
ulator.  If  the  analog  processor  has  supplie<l  an  enabling  level  to  the  steering, logic  all 
data  accotmulated  and  present  at  the  input  is  to  be  transmitted  unconditionally.  The  input 
portion  of.  the  analog  processor  consists  of  four-second  r)ne-shots  for  temporarily  holding 
the  alarm  asynchronously.  The  input  decoder  analyzes  the  sensor  ID  to  decide  which  of 
the  five  one-shots  is  to  be  triggered. 

The  one-shot  time  duration  selection  (4  seconds  in  this  case)  is  based  on  such 
factors  as  maximum  alarm  rate,  sensor  spacing,  sensor  range,  and  other  related 
system  parameters.  The  analog  processing  section  analyzes  the  statistical  distribu¬ 
tion  of  alarms  at  the  input  to  determine  whether  valid  intrusions  exist.  The  exis¬ 
tence  of  valid  intrusions  as  determined  by  the  analog  processor,  produces  an  enabling 
logic  level  w’hicK  allows  the  transmission  of  the  alarm  words  present  at  the  accumu¬ 
lator  and  input  register  with  their  respective  sensor  identification.  The  steering  logic 
controls  the  transmission  of  the  sensor  alarms  when  the  analog  processor  supplies  the 
enabling  level. 
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The  analog  processor  secticm  consists  of  the  resistive  wei^ting  and  summing 

networks,  electronic  integrators  with  transfer  functions  of  the  form  G 

l+pRC(l  +  G) 

operational  amplifiers  with  provision  for  AGC  feedback  loop,  and  a  threshold 
detector  which  supplies  the  enabling  level  for  the  steering  logic.  The  theory  of 
operation  of  the  analog  processing  section  was  discussed  in  Section  6. 3. 1. 1. 

The  input  register  decoder  also  analyzes  for  presence  of  a  test  message  by 
examining  the  sensor  status  bits.  If  a  test  message  is  present  at  the  input  when 
no  intrusion  activity  exists,  the  steering  logic  will  command  a  readout  directly 
from  the  input  register  to  the  modulator. 

It  has  been  estimated  that  three  printed  circuit  boards  6"  x  4"  will  be  required 
to  house  the  28  IC’s  and  180  other  components  required  to  implement  the  SAS  cir¬ 
cuitry.  Eveready  #520  battery  may  be  used  to  power  the  circuits.  The  overall 
package  size  is  estimated  to  be  6"  x  6"  x  9-1/2".  An  artist's  concept  of  the  SAS 
unit  is  shown  in  Figure  6-14. 


5  1/?' 

I 

9  1/?' 


3" 
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Figure  6-14  (U).  Artist's  Concept,  Spurious  Alarm  Suppressor  (U) 
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6.3.2  (C)  Alarm  Pre- Processor 
6.  3.2. 1  (C)  Theory  of  Operation 

There  are  several  reasons  why  it  may  be  desirable  to  do  a  certain  amount  of  the 
alarm  processing  within  the  Wide  Area.  Some  of  these  reasons  are: 

a.  The  number  of  Wide  Areas  is  too  small  to  warrant  employment  of  a  full 
scale  CSCPD. 

b.  The  "on-air"  time  must  be  kept  to  a  minimum  in  order  to  reduce  reliability 
of  interception,  location  by  direction  finding,  or  jamming. 

c.  Extend  the  life  of  the  system. 

d.  Reduce  the  complexity  and/or  the  number  of  channels  required  by  RSDCS. 

In  order  to  determine  what  pre-processing  might  be  done  at  the  R/R,  we  will 
re-examine  the  material  discussed  in  Section  4.2.  5.  There  it  was  shown  that. 


a.  Direction  of  travel  can  be  found  by  noting  whether  sensor  H  or  sensor  #5 
alarmed  first. 


b.  Approximate  velocity  of  the  intruders,  V,  can  be  found  from 


where 

D  =  separation  between  two  adjacent  sensors 

T  =  time  it  takes  for  the  pivot  man  of  an  intruder  group  to 
travel  from  one  sensor  to  the  next. 


(16) 


c.  Approximate  count  of  the  intruders,  C,  can  be  found  from  performing 
the  following  calculation: 

(N)  (V)  (RI)  -  2  Rp, 

C~ - P  (17) 

S 


where 


N  =  total  number  of  alarms  reported  by  one  sensor 
RI  =  interval  between  alarms 
S  =  expected  average  spacing  between  intruders 


Rj^  =  radius  of  the  circular  detection  area  of  a  sensor. 


CONFIDENTIAL 

6. 3.2.1  (C)  (Continued) 

Let  us  now  more  closely  examine  the  equations  stated  above  to  determine  how 
many  of  the  terms  are  actually  unknowns,  llius,  D  and  for  the  trail  array  type 
of  sensors  were  specified  to  be  about  50  and  10  meters,  respectively.  Although 
these  distances  will  never  be  known  with  any  great  accuracy,  these  must  be  treated 
as  constants  since  the  alarms  will  not  convey  any  more  information  about  them,  any¬ 
way.  Another  parameter  that  is  known  is  RI  since  this  was  specified  to  be  4  seconds 
and  can  be  controlled  quite  accurately.  The  expected  average  spacing  between  in¬ 
truders  is  difficult  to  determine  but,  in  general,  will  be  approximately  4  meters. 

By  substituting  these  constants  into  Equations  (16)  and  (17),  the  following  simplified 
expressions  are  found; 


T  (18) 


C  =«  NV  -  5  (19) 

Thus,  the  only  two  parameters  which  need  to  be  extracted  from  the  received 
alarms  are  T  and  N.  What  these  parameters  are  for  each  sensor  is  shown  in  Figure 
6-16  for  a  trail  array  intruded  by  a  group  of  people  moving  from  left  to  right. 

To  estimate  how  many  bits  will  be  required  to  represent  these  measurements, 
we  must  determine  the  maximum  values  that  N  and  T  may  take  on.  For  T,  this  can 
be  determined  by  recalling  that  the  expected  bounds  for  V  are 

0.6  <  <  1.2  meters/second. 

From  this 

41  <  T  <  83  seconds. 

Hence,  7  bits  will  be  required  to  represent  all  values  of  V. 

To  determine  the  bounds  for  N,  we  must  decide  on  what  the  maximum  number  of 
intruders  will  be  in  any  group  passing  an  array.  For  the  general  case  this  would  be 
impossible;  however,  for  the  RAM  threat  one  may  safely  assume  that  the  number  C 
will  rarely  exceed  40.  Having  established  it  can  be  shown  that 

5  <  N  <  75 

Hence,  again,  7  bits  will  be  required  to  represent  all  values  of  N. 

Direction  can  only  take  on  two  different  values;  from  left-to-rlght  and  from 
right-to-left.  Therefore,  only  one  bit  will  be  required  to  convey  direction 
information. 


6-24 

CONFIDENTIAL 


6. 3.2.1  (C)  (Continued) 


CONFIDENTIAL 


Consequently,  the  structure  of  the  message  leaving  the  pre-processor  will  be 
that  shown  in  Figure  Note  that  the  Sensor  address  has  been  dropped  since  this 

is  no  longer  needed.  Depending  on  the  reliability  of  the  overall  R/R-to-CSDPD 
communications  link,  this  message  may  be  repeated  several  times  in  rapid  succes¬ 
sion  before  R  is  discsrded  and  the  pre-processor  reset  to  hatidit  another  intrusion. 


(CONFIDINTUl) 

Figure  6-15  (C).  Message  Structure  for  Pre-Processor  (U) 

Figure  6-16  illustrates  quite  vividly  the  advantage  of  using  a  pre-processor  if 
reduction  in  data  processing  or  on-air  time  is  essential. 

The  hardware  design  of  a  de\ice  capable  of  performing  the  pre-processing  dis¬ 
cussed  above  is  outlined  in  the  next  section. 

6. 3.2.2  (C)  Implementation 

A  block  diagram  of  the  proposed  pre-processor  is  shown  in  Figure  6-17.  The 
device  will  be  designed  to  handle  alarm  messages  from  any  array  of  five  sensors. 
The  message  decoding  register  will  accept  the  qualified  23-bil  serial  alarm  mes¬ 
sages,  examine  the  sensor  identity,  and  provide  an  output  on  one  of  five  lines 
accordingly. 

An  alarm-counting  register  will  be  provided  for  each  of  the  five  sensors  to 
accumulate  alarm  counts.  When  the  system  is  in  the  quiescent,  no-traffic  state, 
all  counters,  registers,  and  flip-flops  will  be  in  the  cleared,  or  reset,  state.  A 
sensor  alarm  at  either  end  of  the  array  will  cause  the  control  flip-flop  to  be  set, 
thus  starting  the  running-time  oscillator  and  counter.  At  the  same  time,  the  direc¬ 
tion  logic  will  determine  whether  the  target  is  approaching  from  the  left  or  right  and 
set  the  direction  bit  accordingly.  Likewise,  the  time-counting  register  for  the  next 
adjacent  sensor  will  begin  to  count  running-time  clock  pulses  until  the  first  alarm 
count  is  received  for  that  sensor. 
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Figure  G-16  (C).  Number  of  Bits  Sent  by  an  Array  as  a 

Function  of  Number  of  Intruders  (U)  confiointui 

6. 3.2.2  (C)  (Continued) 

In  order  for  the  running  time  to  continue,  either  of  the  two  end  sensors  must 

accumulate  three  or  more  alarm  counts  within  the  time  frame  T  .  If  this  criterion 

a 

is  not  satisfied,  the  system  will  automatically  be  reset  to  the  no-traffic  state. 

If  running  time  is  allowed  to  continue  by  virtue  of  the  initial  traffic  at  the  first 
sensor,  the  alarm  counter  and  time  data  will  accumulate  at  the  second  time-count 
register.  As  the  target  approaches  the  next  sensor  in  the  array,  the  first  alarm 
count  from  the  second  sensor  will  be  used  to  halt  and  store  time  T1  in  the  alarm  time 
data  storage  register  corresponding  to  the  second  sensor.  Accumulation  of  alarm 
count  and  reading  of  initial  alarm  time  at  each  successive  sensor  will  be  accomplish¬ 
ed  progressively  in  a  like  manner.  The  sequence  of  time  accumulation  initiation 
and  halting  will  be  controlled  by  the  direction  bit.  When  sufficient  time  has  elapsed, 
as  controlled  by  the  running  time  counter,  the  stored  data  of  direction,  sensor  alarm 
counts,  and  time  of  alarm  will  be  read  into  a  parallel-to-serial  encoder,  along  with 
the  preamble  and  address  data,  for  construction  of  a  new  message.  The  latter  will 
contain,  along  with  a  direction  bit,  four  discrete  values  for  time  traveled  between 
successive  sensors  (7  bits  each)  and  four  discrete  values  for  alarms  per  sensor  (7 
bits  each). 

It  has  been  estimated  that  three  printed  circuit  boards  approximately  6"  x  3"  In 
size  will  be  required  to  house  the  31  I.  C.  's  and  17  other  components  required  by  the 
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Figure  6-17  (C).  Pre-Processor  Block 
Diagram  (U) 
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Pre-processor  circuitry.  Eveready  #520  battery  may  be  used  to  power  this  circuitry. 
The  overall  package  size  is  estimated  to  be  6"  x  6"  x  7-1/2".  An  artist's  concept  of 
the  Pre-processor  is  shown  in  Figure  6-18. 


Figure  6-18  (1).  Artist's  Concept  of  Pre-Processor  (C) 
6.  .3.  3  (C)  Alarm  Processor 


6.  3.  3.  1  (C)  Theory  of  Operation 


By  performing  a  couple  of  additional  operations  on  the  results  of  the  Pre¬ 
processor,  complete  data  processing  will  have  been  accomplished  within  the  Wide 
Area.  These  two  operations  are:  1)  calculation  of  the  speed  and  count  as  observed 
by  each  individual  sensor,  and  2)  calculation  of  the  average  speed  and  count  as 
observed  by  the  entire  array.  A  de\1ce  which  contains  a  pre-processor  and  the 
necessary  arithmetic  logic  will  be  called  an  Alarm  Processor.  A  block  diagram 
of  such  a  unit  is  shown  in  Figure  6-19. 
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Figure  Ei-l'J  (C).  lT|(K’k  Diagram,  Alarm  Drocossor  (F) 

6.  3.  .'1.  1  (C)  (Continupd) 

Employment  of  this  unit  will  not  onlv  esscntiallv  eliminate  th(>  need  for  WARS 
data  processing  at  the  ('S(’IM),  but  also  lurtheM'  re<iuee  the  length  of  the  message 
which  must  be  relaved  from  each  arrav  to  the  CSCIM).  To  estimate*  how  many  bits 
will  be  required  in  this  nu'ssage,  we*  will  recall  that 


0.(5  •  I .  ?  meters  second 

and 

1  <  C  <  intruders  per  gr^up. 

'From  this,  it  can  be  seen  that  four  bits  will  be  required  to  report  velocity  with  0.  1 
meter/second  resolution  and  six  bits  will  be  required  to  report  the  estimated  number 
of  intruders  in  the  column.  Consequently,  the  message  structure  resulting  from  the 
use  of  the  Alarm  Processor  will  be  as  shown  in  Figure  (5-20. 

The  arithmetic  logic,  or  calculator,  will  be  energized  and  perform  its  function 
only  upon  a  command  from  the  pre-processor.  A  command  will  also  be  given  for 
the  calculator  to  read  the  calculated  final  values  into  the  parallel-to-serial  encoder. 
Since  the  pre-processor  will  be  as  described  in  Section  6.  .3.2,  only  the  calculator 
will  be  discussed  here. 
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Figure  6-21  (C).  Calculator  Block  Diagram  EU) 
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The  flow  diagram,  shown  In  Figure  6-22,  indicates  the  sequence  of  operation  of 
*he  Calculator.  A  start  pulse  is  received  from  the  pre-processor  indicating  that  all 
data  is  ready.  All  accumulators  and  counters  will  be  reset.  The  K  counter  is  then 
incremented  to  1.  The  logic  will  select  T^  and  enter  it  into  the  T^  register.  It  will 
then  preset  the  V  counter  to  12.  The  V  counter  will  address  the  diode  matrix  (or 

the  ROM)  and  the  control  logic  will  then  look  at  the  comparator  to  determine  if  the 
time  word  at  that  address  (12)  in  the  ROM  is  less  than  or  equal  to  T..  If  not,  the 
counter  will  be  decremented  to  11  and  the  comparator  will  again  be  interrogated. 
This  will  continue  until  the  time  word  output  of  the  ROM  is  less  than  or  equal  to  T^ 
at  which  point  the  counter  contains  the  velocity. 

llie  control  logic  will  then  enable  the  accumulator  through  multipler  W2  to 

one  Input  of  the  adder  and  enable  the  V  counter  through  multiplexer  #1  to  the  other 
input  of  the  adder.  (Recall  that  V.  ^  is  zero. )  The  logic  will  enter  the  output  of  the 
adder  into  the  ^  accum  and  it  will  then  contain  Vj , 

Since  (K’  =  1),  will  be  entered  into  the  counter.  The  counter  and  the 
accum  will  be  enabled  to  the  adder  through  their  respective  multiplexers.  The 
logic  will  then  add  (C^  +  V^),  times.  When  completed,  -5  is  gated  to  the  adder 
and  added  with  the  accumulation  in  producting  C^.  Cj  will  then  be  added  with 
which  at  this  point  is  zero. 

After  the  first  pass,  the  accumulators  will  contain; 


C  =  C, 
n  1 


AV 


=  C, 


'AV 


=  V, 


After  the  second  pass,  the  accumulators  will  have: 


^AV 


V  zz  V  +  V 

AV  '^1  '^2 
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6.  3.3. 2  (C)  (Continued) 

After  the  last  pass,  the  logic  will  increment  the  K  counter  to  fire  and  this  will 
halt  the  calculator.  Then, 


ACCUM  less  the  two  least  significant  bits 
==  ACCUM  less  the  two  least  significant  bits 

This  completes  the  calculation. 

It  has  been  estimated  that  four  G"  x  4"  printed  circuit  boards  will  be  required  to 
house  the  78  I.  C.  's  and  45  components  required  to  implement  the  Alarm  Processor 
circuits.  An  Eveready  (*520  battery  will  supply  power  to  the  circuits.  The  overall 
package  size  is  estimated  to  be  6"  x  6"  x  8-1/2".  An  artist's  concept  of  this  unit  is 
shown  in  Figure  6-23.; 

6.4  (C)  Options  of  the  R/I  Unit 

Only  one  additional  optional  feature  is  shown  for  the  R/1  Unit.  This  device, 
called  an  Alarm  Accumulator,  will  bo  connected  between  the  R/I  and  the  LRT.  A 
brief  description  of  how  this  unit  functions  is  given  below.  Note  that  the  processing 
options  presented  for  the  R/R  can  also  be  located  at  the  R/1  with  slight  modification. 

6.4.1  (C)  Alarm  Accumulator 

Under  certain  conditions  it  may  become  necessary  to  provide  a  buffer  between 
the  WARS  subsystem  and  the  RSDCS  where  the  alarm  messages  can  be  accumulated 
for  a  short  time.  For  example,  if  polling  is  used  in  order  to  make  more  effective 
use  of  the  RSDCS  channel,  the  alarms  must  be  stored  during  the  communication 
cycle. 

A  block  schematic  of  a  device  which  is  capable  of  accomplishing  this  is  shown 
in  Figure  6-24, 

The  shown  Alarm  Accumulator  will  accumulate  incoming  random  alarm  mes¬ 
sages  and  serially  readout,  in  controlled  sequence  and  interval,  each  message  re¬ 
ceived  in  its  identical,  unique  format,  for  retransmission  by  the  RSDCS,  The  alarm 
accumulator  will  have  a  storage  capacity  of  40  alarm  words  and  will  cycle  auto¬ 
matically  between  the  "accumulate"  mode  and  readout  mode.  Provision  is  also  made 
for  readout  upon  receipt  of  a  remote  interrogation  command  which  will  override  the 
automatic  cycling. 

As  indicated  in  the  block  diagram,  the  device  will  accept  the  23-bit  message 
from  the  R/I.  In  addition  to  the  message,  the  R/I  will  also  supply  synchronization 
for  the  readln  mode  by  means  of  the  message  clock  pulses.  A  message  presence 
pulse  from  the  R/I  will  also  be  required  as  a  stepping  command  for  the  sequencing 
counter  during  the  accumulate  or  readin  mode. 
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Figure  6-24  (C),  Block  Schematic,  Alarm 
Accumulator  (U) 
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6.  4. 2  (C)  Use  of  R/R  Options  at  R/I 

It  will  be  merely  mentioned  here  that  all  the  optional  features  provided  with  the 
R/R  Unit  can  also  be  designed  to  work  at  the  R/I  Unit.  The  difference,  of  course, 
will  be  that  an  alarm  processing  device  used  at  the  R/I  must  be  able  to  handle  as 
many  as  eight  arrays  instead  of  the  single  one  associated  with  an  R/R  Unit.  Tlie 
theory  of  operation,  however,  would  be  the  same  except  for  the  addition  of  array 
decoding  circuits  which  are  required  to  separate  the  alarms  on  a  per  array  basis. 

S.  5  (C)  Impact  of  On-Site  Alarm  Processing  on  the  Overall  BESS  System 

Performance 

On-site  alarm  data  processing  will  impact  on  the  overall  BESS  performance  iii 
essentially  three  areas; 

1.  R.SDCS  operation. 

2.  CS('PI)  operation. 

Deployment  Flexibility. including  cost 

This  section  will  cover  each  of  these  areas  to  demonstrate  that  on-site  proces¬ 
sing  adds  the  dimension  of  flexibility  to  BESS  necessary  to  handle  the  variety  of 
world-wide  deployment  situations. 

fj.  .0.  1  ((')  HSDCS  (>[)eration 

The  impact  of  on-site  prcxessing  on  the  HSIK'S  is  a  significant  reduction  in  its 
data  handling  requirements.  As  an  example,  a  single  intruder  passing  through  a 
trail  array  will  cause  the  array  sensors  to  alarm  approximately  20  times  {4  alarms/ 
sensor,  f)  sensors ''array).  (liven  that  the  alarm  message  transmitted  by  an  S/T 
unit  contains  2.T  bits,  the  total  number  of  bits  transmitted  during  the  intrusion  would 
be  20  x  2.T  “  4(10.  Using  lo<'al  proc’essing,  the  intruder  information  of  interest 
(direction,  speed,  and  group  size)  would  be  extracted  and  relayed  to  the  Air  Base 
in  single  28  bit  message  (see  Figure  6-20).  Assuming  (as  a  worst  case)  that  the 
message  is  repeated  4  times  to  ■  mre  correct  reception,  the  total  number  of  bits 
transmitted  would  be  4  x  28  -  '  ,  This  represents  a  4  to  1  reduction  in  RSDCS 
data  load  in  the  worst  case,  i.  e.  ,  single  man  intrusions.  Note  that  for  an  intruder 
group  of  any  length  the  message  length  emitted  by  the  processor  always  remains  at 
28  bits.  Therefore,  as  intruder  groups  get  longer  the  reduction  in  RSDCS  data  load 
becomes  more  dramatic.  This  is  illustrated  clearly  in  Figure  6-2.5. 

If  the  local  pre-processor  were  used  instead  of  the  processor,  the  reduction  in 
RSDCS  data  load  would  not  lie  as  great  but  still  quite  significant  as  illustrated  by 
Figure  6-26. 
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6.5.2  (C’)  CSCfM)  O^ioration 

[x)ca(  procosainp  or  prr-procossin^;  impact.^  on  the  CSCI^I)  is  osBeptially  two 
ways: 

a.  The  amount  or  densitv  of  data  that  must  be  handled  by  the  CSC  processor, 
and 

b.  The  complexity  of  the  processing  that  must  be  done. 

When  using  local  processors  in  the  WARS  subsystem,  the  data  arriving  at  the 
CSC  is  ready  for  Immediate  interpretation  after  proper  decoding.  That  is,  the  in¬ 
coming  messages  contain  the  sensor,  array,  and  Wide  Area  addresses,  and  the 
measured  Intruder  parameters.  Therefore,  in  small  deployment  situations,  the 
CSC  would  simply  consist  of  a  message  decoder  and  a  convenient  display,  such  as 
a  standard  teletype(s).  More  elaborate  displays  could,  of  course,  be  used  for  ease 
of  data  management,  but  the  simple  telet>T>e  display  would  allow  a  newly  deployed 
BESS  to  be  in  operation  almost  Immediately  after  the  WARS  and  RSDCS  equipment 
is  deployed. 
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(F5.2  iC)  (Continucfli 

If  local  pro-proc'cssing  wore  employed,  the  CSC  would  require  centralized  pro¬ 
cessing  capability  since  the  message  data  arriving  at  the  CSC  would  not  he  in  a  form 
for  immediate  interpretation.  However,  as  illustrated  in  Figure  fi-Zfi.  the  reduction 
in  data  density  realized  through  the  use  of  pre-processing  would  greatly  reduce  the 
data  handling  or  computational  requirements  of  the  CSC. 

6.5.3  (C)  Deployment  Flexibility 

Perhaps  the  most  important  impact  of  on  site  processing  on  the  BESS  is  the 
flexibility  it  adds  to  the  BESS  concept  As  illustrated  in  the  previous  section,  local 
processing  will  allow  the  deplo\Tnent  of  BESS  at  a  small  installation  (  <  500  sensors) 
with  a  minimum  need  for  CSC  data  processing  capability.  It  is  also  cost-effective  as 
illustrated  by  Table  6-1.  Note  that  the  cost  given  for  a  WARS  central  display  with 
processing  is  an  estimate  for  a  production  unit  which  could  be  used  as  an  alarm  data 
processor  serving  2000  or  more  deployed  sensors.  This  includes  message  decoding, 
calculating,  and  display  equipment. 

In  addition  to  its  desirability  for  small  installations,  local  processing  allows  the 
orderly  growth  of  a  given  installation.  This  is  illustrated  in  Appendix  C  which 
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Table  6-1  (U).  Cost  Comparison  of  BESS  Equipment 
for  Small  Installation  (U) 


COST  COMPARISON  BARE  BASE 


BASE  LINE 

BASE  UNE  +  PROCESSOR 

165  Sensors 

51,000 

51,000 

33  Receiver  Relays 

23,000 

23,000 

9  Processors 

33,000 

5  Receiver  Interface 

3,000 

3,  000 

1  WARS  Central  Display 
(with  processing) 

1  WARS  Central  Display 
(without  processing) 

136,000 

5,000 

TGTA  L 

213,000 

1  '  . .  ■ 

115,000 

_ _  — 

6.  5. :}  (C)  (Continued) 

presents  a  srenario  of  the  growth  of  the  HF>»S  for  a  hypothetical  air  base  startini;  from 
a  small  confl(?u ration 

Table  6-2  j^jlves  a  cost  comparison  for  a  larRC  base  installation  (2000  sensors)  for 
various  levels  of  local  procesain^;.  It  can  be  sec'n  that  centralized  processing  at  the 
CSC  Is  the  most  cost  effective  approach  to  deployment  in  this  situation,  by  at 
least  15'?  in  cost. 

6.3.4  (C )  Summary  of  Loca  1  Proccs s Ing  Impact  on  BESS 

Summarized  below  are  the  more  important  leatures  of  on-site  processing  as  it 
Impacts  on  BESS: 

a.  Make  BESS  adaptable  to  any  size  base  or  installation. 

b.  Permits  rapid  deployment  of  WARS  sensors  with  immediately  useful  output. 

c.  No  requirement  for  full  CSC  PD  for  smaller  installations. 

d.  Lower  hardware  cost  for  small  base  installations  (for  example,  25  Wide  Areas 
with  500  sensors). 

e.  Reduces  the  impact  of  physical  attack  on  the  CSC,  i.  e. ,  in  many  cases  the 
CSC  can  be  simply  and  cheaply  replaced  if  destroyed. 

f.  Allows  an  alternate  command  post  access  to  WARS  data  at  low  cost. 

g.  Gives  a  factor  of  10  reduction  in  average  RSDCS  on  air  time  making  the  RSDCS 
less  vulnerable  to  RF  direction  flnding. 

h.  Factor  of  10  reduction  in  RSDCS  on  air  time  allows  a  10  to  1  reduction  in 
RSDCS  bandwidth  requirements,  or  utilization  of  full  bandwidth  for  reduction 
of  Jamming  vulnerability. 


6-40 

CONFIDENTIAL 


CONFIDENTIAL 


Section  7 

APPUCATION  OF  WARS  IN  KOREA 


7. 1  (U)  OBJECTIVES  AND  ORGANIZATION  OF  THE  STUDY 

The  purpose  of  this  study  was  to  estimate  the  applicability  of  the  WARS  concept  to 
air  bases  in  South  Korea.  In  order  to  accomplish  this  objective,  a  brief  examination 
was  made  first  of  the  overall  situation  in  South  Korea  and  then  a  more  detailed  analysis 
was  conducted  of  two  scenarios:  (1)  Osan,  an  actual  air  base,  and  (2)  Samyong,  a 
hypothetical  air  base.  Subsequent  to  this,  an  example  was  worked  out  of  how  a  limited 
version  of  the  WARS  subsystem  might  be  deployed  in  South  Korea  to  warn  the  Osan  Air 
Base  of  an  impending  attack. 

7.  2  (C)  FACTORS  BEARING  ON  THE  PROBLEM 

7. 2. 1  (C)  General  Background 


While  there  are  differences  in  weather  and  topography  between  Korea  and  other 
places  in  the  world,  such  as  Vietnam,  primary  consideration  for  determining  the  degree 
of  validity  of  the  WARS  concept  must  be  given  to  the  fact  that  air  bases  in  Korea  are 
located  in  secure  areas,  and  have  no  history  of  stand-off  attacks.  Consideration  must 
also  be  given  to  the  elements  which  provide  a  large  measure  of  this  security:  the 
densely  populated  areas  which  extend  from  the  base  perimeter  fence  outward  beyond 
the  5  to  15. mile  annulus. 

At  the  present  time,  the  North  Koreans  are  infiltrating  agents/saboteurs  into 
South  Korea  for  the  purpose  of  establishing  guerrilla  bases  and  organizing  a  communist 
infrastructure.  These  highly  trained  groups  have  proven  their  combat  effectiveness  by 
conducting  harassment  raids  along  the  demilitarized  zone  .and  even  on  the  capital  itself. 
This  indicates  they  have  the  capability  to  launch  limited  standoff  attacks  against  air 
bases  amd  AC&W  sites.  The  majority  of  these  infiltrators  are  brought  into  South  Korea 
by  sea,  landing  25  to  35  man  groups  in  the  proximity  of  known  guerrilla  strongholds. 
Although  it  is  known  that  weapon  caches  have  been  established,  to  date  weapons  from 
these  caches  have  not  been  I'.sed  against  Air  Force  installations. 

This  reluctance  to  attack  air  bases  can  be  attributed,  in  part,  to  the  lack  of  support 
given  the  communists  by  the  South  Korean  populace  '  id  the  aggressiveness  of  the  Korean 
National  Police.  The  possibility,  however,  exists  that  such  attacks  may  be  attempted 
in  the  future  and  therefore  the  U.S.  and  Korean  commands  must  maintain  up-to-date 
contingency  plans  which,  among  other  things,  should  Include  early  detection  of  an 
impending  itAM  attack  on  air  bases. 

7.  2. 2  (U)  Topography  and  Climate 

Korea  is  largely  mountainous  with  broad  fertile  river  valleys  framed  by  rugged, 
general  north-south  ridges.  Elevations  are  not  extreme,  however,  and  only  one  peak, 
Paektu  Mountain,  is  over  9,000  feet.  The  mountain  mass  slopes  northeast  to  southwest. 
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giving  way  to  broad  plains  along  the  Yellow  Sea  and  on  the  southern  edge  of  the  Peninsula. 
The  principal  ranges  run  southward  from  the  eastern  extension  of  the  northern  frontier. 
The  Taebaek  Range,  which  parallels  the  east  coast  from  Yonghung  Bay  in  the  North  to 
roughly  the  37th  parallel  in  the  South,  forms  the  backbone  of  the  Peninsula.  This 
rugged  terrain  is  well-suited  to  guerrilla  operations  and  a  number  of  peaks  in  the 
South  have  been  focal  points  of  such  activity  since  the  outbreak  of  the  Korean  War. 

In  addition  to  the  Taebaek  Range  near  Samchok,  guerrilla  sanctuaries  have  been 
established  on  the  Chii  Mountain,  about  40  miles  north  of  Yosu,  the  Halla  Mountain 
on  Cheju-do,  and  the  Chiri-san  Mountains  in  south  central  Korea. 

Most  of  the  major  rivers,  including  the  Yalu,  the  Ch'ongch'on,  the  Taedong,  the 
Imjin,  the  Han  and  the  Kum,  flow  into  the  Yellow'  Sea.  The  Naktong  drains  into  the 
Korean  Strait.  In  the  mountainous  region,  rivers  are  generally  winding  with  sw'ifl 
currents,  while  in  the  lowlands  they  are  sluggish,  silt-laden,  and  usually  navigable 
for  small  craft  throughout  the  year. 

Temperature  varies  widely  between  summer  and  w'inter,  and  there  is  great 
regional  diversity.  In  the  mountainous  noiihem  interior  the  winters  are  bitterly  cold; 
along  the  southern  coast  average  monthly  temperatures  are  above  freezing.  Frost- 
free  days  vary  from  130  in  the  noiihem  interior  and  170  in  the  central  region  around 
Seoul  to  226  in  the  South  around  Pusan.  Summers  are  generally  hot  and  humid  and 
show  less  regional  variation  than  the  winters.  Most  of  the  rainfall  occurs  during  the 
summer  months  throughout  the  country  varving  from  2.5  to  60  inches  a  year.  Climatic 
conditions  also  reflect  the  presence  of  wai*m  and  cold  currents  in  the  w'aler«  w'hich 
surround  the  Peninsula  on  three  sides. 

Except  for  more  rain  in  mid-summer  and  drier  winters.  South  Korea's  climate 
resembles  that  of  the  American  eastern  seaboard.  The  climate  on  the  east  coast 
conditioned  by  the  Sea  of  Japan,  with  mild  winters  .and  relatively  hot,  w-et  summers. 

The  parts  of  the  country  well-suited  to  agriculture  are  the  coastal  plains  and  the 
wide  inland  river  valleys.  Most  arable  land  in  the  country’  has  been  under  cultivation 
for  decades.  It  is  estimated  that  23  percent  of  all  land  in  South  Korea  is  arable. 

South  Korea's  total  acreage  is  only  24.  .3  million  acres.  More  than  half  of  the 
5  million  acres  of  arable  land  is  paddy;  the  rest  are  dry  fields  on  uplands  and  mountain 
slopes.  Half  of  the  total  land  under  cultivation  lies  in  three  pixjvinces:  Kyonggi-do, 
where  the  city  of  Seoul  (and  Osan  Air  Base)  is  located:  Kyongsang-pukto,  the  largest 
province;  and  Cholla-namdo.  In  the  mountanious  centers  are  small  pockets  of  plains- 
like  land,  creating  upland  areas  of  diversified  farming. 

The  plains  areas  suppoil  the  largest  and  most  closely  located  communities.  Farm 
houses  are  typically  grouped  into  a  compact  village,  surix>unded  by  fields  and  usually 
close  to  a  stream  or  river.  There  are  communities  in  the  river  valleys  of  the  uplaiids, 
but  since  the  quality  and  quantity  of  arable  soil  decrease  in  the  mountains,  the  villages 
become  smaller  and  the  houses  more  widely  spaced.  In  the  mountainous  areas,  the 
houses  are  scattered  about  the  fields  and  are  not  banded  together  in  villages. 


7-2 

CONFIDENTIAL 

(This  pagt  it  unclattifivd) 


ik 


7.2.2  (U)  (Continued) 


CONFIDENTIAL 


The  village  is  a  cooperative  unit  reflecting  Korean  family  values  and  way  of  life  on 
a  larger  scale.  Often  all  the  inhabitants  of  a  village  have  the  same  family  name. 
Traditionally,  each  unit  of  six  or  seven  adjacent  families  in  the  villages  has  a  chief, 
the  panjang,  who  represents  his  group  before  the  myon  (tov^’nship)  officials.  This 
cooperative  existence  makes  it  extremely  difficult  for  an  agent  to  penetrate.  Korean 
National  Police  uses  this  situation  to  their  advantage,  requiring  villagers  to  report 
any  and  all  strangers. 

7.2.3  (C)  Political  Environment 

The  unpleasant  experience  that  many  South  Koreans  had  with  the  North  Koreans  and 
their  sympathizers  during  the  periods  of  occupation  and  the  close  contacts  with  the 
millions-  of  refugees  from  the  North  have  made  it  difficult  for  the  North  Korean  agents 
to  gain  support. 

Communist  efforts  have  also  been  hampered  by  the  effectiveness  of  the  South  Korean 
security  agencies.  The  National  Police,  the  Counterintelligence  Corps  of  the  Army, 
and  the  South  Korean  Central  Intelligence  Agency,  woi-king  in  coop>eration  with  United 
States  security  forces  have  been  able  to  limit,  to  a  high  degree,  the  activities  of 
Communist  agents. 

An  important  feature  of  North  Korea's  subversive  efforts  is  the  large  number  of 
residents  in  South  Korea  with  close  rel.atives  in  the  .North.  Many  South  Korean  political, 
military,  and  other  loaders  have  parents,  brothers,  and  other  relatives  in  the  North, 
While  generally  unpublicized,  the  [xjssibility  of  pressure  or  actual  physical  harm  to 
these  relatives  cannot  l)e  ruled  out  :is  a  means  of  facilitating  the  activities  of  the  threat. 

The  South  Korean  peasants,  although  anti-communist,  are  still  considered  by  the 
threat  as  a  [Wtentially  fertile  field  for  communist  subversive  efforts.  Many  of  them, 
living  in  abject  poverty,  are  susceptible  to  communist  propaganda  which  stresses  the 
theme  that  their  plight  is  brought  uiwn  them  by  '  corrupt  and  incompetent"  goveniment 
officials.  Despite  North  Korean  efforts,  open  manifestations  of  peasant  dissidence 
have  been  virtuallv  negative  since  the  signing  of  the  truce  in 

Members  of  the  military  and  police  forces  are  among  the  most  reliable  elements 
in  South  Korea.  The  military,  nevertheless,  continues  to  be  a  major  target  for  North 
Korean  subversive  efforts.  The  North  Korean  regime  has  announced  that  preferential 
treatment  would  be  given  to  South  Korean  servicemen  who  came  over  to  the  North, 
individuallv  or  in  groups,  tor  the  "honor  of  the  nation"  and  for  the  "unification  of  the 
fatherland". 

Policemen  were  promised  the  same  consideration  as  militaiy  servicemen. 

However,  despite  these  communist  efforts,  defections  have  been  few,  and  it  is  doubtful 
that  North  Korean  offers  of  special  treatment  are  effective. 

7.2.4  (U)  National  Police 

The  National  Police,  under  the  rigid  regime  of  President  Rhec  (1948-1960),  was 
built  up  to  a  strength  of  some  40,000  to  .'>0,000  men.  During  the  frequent  periods  when 
martial  law  was  imposed,  the  police,  in  addition  to  their  customary  duties,  were  used 
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In  conjunction  with  military  forces  to  maintain  the  regime  in  power  by  suppressing 
political  opposition.  This  created  animosity  toward  the  National  Police. 

Since  the  overthrow  of  President  Rhee,  governmental  efforts  toward  separating  the 
police  system  from  political  influence  have  met  with  widespread  approval.  Moreover, 
the  police  force  has  been  reduced  to  approximately  30,  000  and  much  of  its  former 
arbitrary  authority  has  been  curtailed.  As  of  mid-1964,  the  principal  police  missions 
included  the  maintenance  of  law  and  order,  the  enforcement  of  laws  and  regulations 
pertaining  to  public  health,  public  safety,  smuggling,  the  protection  of  life  and  property, 
cooperation  with  civil  authorities  in  civil  defense  matters,  the  administration  of 
conscription  laws,  the  control  of  refugees,  and  action  against  pfuerrilla  or  subversive 
groups . 

The  National  Police,  since  mid- 1954,  has  functioned  under  the  Ministry  of  Home 
Affairs,  through  a  headquarters  called  the  Public  Security  Rurearu. 

7.2.5  (C)  Military'  Forces 

The  South  Koreans  (R(lK's)  have  an  army  of  040,00(1  men  supported  })v  a  23,000-man 
Air  Force  and  a  55,000-man  Navy.  In  adciition,  the  I'.S.  Army  fields  50,000  troops 
and  a  5,000-man  Air  Force. 

The  North  Koreans  have  Is  infantry  divisions,  comprising  nearly  400,000  men, 
a  20,000-man  Air  Force,  and  an  8s,ooo-man  .N’avv  which  includes  IRG  torpedo  boats 
and  "agent"  boats:  fast  craft  disguised  as  fishing  vessels,  for  landing  infiltrators  on 
South  Korea's  coasts. 

Military  planners  in  South  Korea  have  agreed  that  the  greatest  threat  to  air  bases 
in  South  Korea  is  this  20,000  man  .Air  Force  with  its  roughly  1000  airplanes.  The 
planners,  therefore,  relied  heavily  on  anti-aircraft  for  Ijase  defense  and  minimized 
the  threat  of  a  Rocket,  Artillery  and  Mortar  (RAM)  attack.  The  rationale  behind  this 
decision  is  based  on  the  inability  of  the  communists  to  move  unobserved  in  the  South, 
especiallv  in  vicinity  of  air  bases.  This,  thev  feel,  would  make  it  virtually  impossible 
for  the  threat  to  infiltrate  a  force  capable  of  launching  a  standoff  attack  against  an  air 
base  without  detection.  This  may  or  may  not  be  a  valid  appraisal  of  the  situation.  The 
fact  remains  that  North  Korea  has  arrayed  1RO,000  troops  along  the  northern  trace  of 
the  DMZ,  many  of  whom  make  regular  forays  into  the  South.  In  1966,  North  Korean 
Premier,  Kim  fl  Sung,  declared  an  all-out  effort  to  establish  guerrila  bases  in  South 
Korea.  He  has  since  carried  his  promise  into  action.  In  1967,  his  agents  intruded 
566  times;  in  1968,  this  figure  nearly  doubled.  He  has  also  positioned  a  2,400-man 
commando  force  just  north  of  the  DMZ  which  sends  small  teams  deep  into  South  Korea 
bent  on  sabotage  and  terrorist  activities. 

The  North  Korean  militarv'  planners  have  learned  from  the  war  in  Vietnam  that  the 
gravest  threat  they  face  in  the  event  of  a  resumption  of  hostilities  is  from  air  attacks. 
They  have  also  witnessed  the  effectiveness  of  the  North  Vietnamese  RAM  attacks  on 
U.S.  bases  and  it  must  be  assumed  that  the  North  Koreans  are  integrating  similar 
tactics  into  their  scheme  of  maneuvers. 
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The  North  Koreans  will  have  available  to  them  any  weapon  in  the  communist  bloc 
inventory.  It  must  be  assumed,  however,  that  the  unique  situation  in  South  Korea 
which  denies  the  threat  a  source  of  porters  will  limit  the  weapons  he  would  use  for  a 
standoff  attack  to  those  that  are  man-portable.  Some  of  these  are  shown  in  Figure  7-1. 

7.3  (C)  SCENARIOS 

Two  air  bases,  Osan  Air  Base  and  a  hypothetical  one,  Samyong  Air  Base,  will 
be  used  in  this  study  to  illustrate  typical  scenarios  which  are  encountered  in  Korea. 

The  location  of  these  air  bases  is  showTi  in  Figure  7-2.  The  reason  for  choosing 
a  hypothetical  air  base  was  to  Illustrate  conditions  other  than  those  found  at 
Osan  Air  Base. 

7.  3.  1  (C)  Osan  .Air  Base 

7.  3.  1.1  iC)  Physical 

(Jsan  Air  Base,  the  layout  of  which  is  shown  in  Figure  7-3,  is  located  42  miles 
south  of  Seoul  and  13  miles  inland  from  the  Yellow  Sea.  Approximately  65  percent  of 
the  area  is  flat  and  intermingled  with  rice  paddies.  The  southeastern  portion  of  the 
base  is  dominated  by  two  hills  which  extend  approximately  150  to  225  meters  above 
the  runway  leyel.  The  on-base  ammunition  .storage  area  (see  Figure  7-3)  surrounds 
another  steep,  100-meter  hill.  'I'he  northern  and  western  areas  outside  the  perimeter 
are  relatiyelv  flat  with  minor  yegetation  which  does  not  obstniet  the  line-of-sighl.  The 
southeastern  [)ortion  of  the  i)as(‘  is  surixiunded  by  yill.iges.  In  the  case  of  the  ammuni¬ 
tion  storage  .area,  the  village  dwellings  look  down  into  the  storage  sites.  A  concrete 
block  wall  is  being  constructed  as  a  perimeter  l)arrier  between  the  \illage  and  the  base. 
There  is  an  off-base  ammunition  storage  .area  located  .approximately  three  and  one-half 
miles  from  the  i)ase.  The  Chinwi  Itiver  forms  the  northern  boundary  and  the  Korean 
National  railway  traces  the  eastern  liniit>  of  the  l)ase.  Figure  7-1  shows  a  view  looking 
north  from  the  Osan  Air  Force  H.ase. 

7.3.  1.2  (C)  Mission 

Osan  .Air  Base  is  the  headquarters  of  the  31  1th  .Air  Division  and  is  a  key  installa¬ 
tion  for  the  F.S.  .Air  Force  in  Korea,  other  operational  units  with  headquarters  at 
Osan  are:  (1)  Dot  I,  .347th  T.ictical  Fighter  Wing  which  provides  a  deterrent  capability 
well  as  air  defense,  (2)  the  H  Ith  Fighter  Interceptor  .Squadron  which  provides  .air 
defense  for  Osan  .and  central  Korea,  (3)  Del  6,  r)5r>th  Reconnaissance  Squadron  which 
provides  support  for  air  operations  in  Korea,  and  (1)  the  631 1th  Support  Wing  w'hich 
provides  transportation,  logistics,  .and  personnel  responsibility  for  .all  FSAF  units  in 
Korea.  In  short,  Os.an  Air  Base  serxes  as  the  center  for  tactical  defense  and  air 
operations  throughout  Korea. 

7.3.  1.3  (C)  Aircraft 

The  following  types  of  aircraft  are  based  .at  Osan  Air  Rase; 

F-106  F-4C  T-.33  Helicopters 

C-130  C-47  F-r, 

C-123  T-2n 
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mm  Mortar,  122  mm  Uaunchcr  Tube  on  Mouni. 
Behind;  37  mm  Recoillcss  Rifle,  140  mm  Rocket  (U> 
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Figure  7-3  (C).  Layout  of  Osan  Air  Base  (U) 
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The  soil  consists  primarily  of  sand,  clay,  and  rock  doMTi  to  2  feet,  followed  by  a 
foot  of  sand  then  clay  to  the  water  table  at  7-1  '2  feet.  The  maximum  frost  depth  is 
40  inches.  The  entire  area  is  open  and  offers  few  concealed  routes  of  approach. 

7.3. 1.5  (U)  Climatology 

During  all  seasons  of  the  year,  there  exists  the  possibility  of  fog  mo\1ng  off  the 
Yellow  Sea  and  obstructing  visibility.  The  problem  becomes  a  major  one  during  late 
winter,  spring,  and  the  early  months  of  summer.  Storm  centers  passing  through 
central  Korea  frequently  lower  the  ceiling  to  1,000  feet  or  less.  lx)w  cloud  cover 
oftens  prevails  for  as  long  as  two  hours  during  which  time  the  \isibility  is  lowered 
to  1/2  mile.  Because  of  the  absence  of  heavy  industry  in  the  area,  smoke  pollution 
is  limited  and  seldom  restricts  visibilities  to  less  than  Uiree  miles,  k  Climatology 
Chart  of  Osan  Air  Base  is  presented  in  Table  7-1. 

7.3.  1.0  (C)  Threat  Kstimate 

Osan  Air  Base  is  not  particularlv  ^oilnerable  to  a  standoff  typt'  of  an  attack.  The 
&-15  mile  annulus  around  (Jh an  .Air  Base  includes  single  family  dwellings,  \illages, 
rice  paddies,  heavily  traveled  road.s,  a  railroad,  and  some  high  ground  to  the  southeast 
and  west.  The  proximltv  of  the  base  to  the  Seoul  metrofxilitan  .area  ensures  a  heavy 
concentration  of  security  force.s  ami  an  cnforce<l  curfew  in  the  area.  A  stranger  in  the 
area  would  imme<llatelv  iiecome  suspect  ami  a  group  with  weapons  and  munitions  of 
sufficient  size  to  constitute  a  threat  to  the  liase  would  find  it  extremely  difficult  to 
reach  launch  sites  unobserved.  However,  the  possibility  of  :i  HAM  attack  exists  to 
some  degree  for  everv'  military  installation  in  .South  Korea.  Kven  Osan  Air  Base  is 
vulnerable  to  an  attack  from  :i  (ietormineci,  well-trained  enemy.  A  terrain  analysis  of 
the  area  around  Osan  Air  Base  indicate.s  t)san  Air  Base  is  most  vailnerablc  to  an  attack 
from  the  West.  The  attack,  which  wouhi  prohaiilv  use  a  comliination  sealxjrne/overland 
approach  to  firing  points,  would  in?  launched  from  one  or  more  launch  sites  on  the  high 
ground  approximately  8  km  west  of  base  perimeter.  The  fire  team,  using  launch  sites 
in  this  area,  would  be  able  to  take  advantage  of  the  long  axis  of  the  target  and  would 
have  observation  of  the  target.  .A  more  detaileti  discussion  of  how  such  an  attack  may 
be  executed  and  how  the  WARS  suiisystcm  might  be  deployed  to  obtain  an  early  warning 
of  the  Impending  attack  is  covered  in  Section  7.  .5. 

7.  .3.  2  (U)  Samyong  Air  Base  (Hypothetical) 

7.  3.  2. 1  (U)  Physical 


Samyong  Air  Base  is  situated  on  the  east  coast  of  the  Korean  peninsula  bordering 
the  Sea  of  Japan.  It  is  approximately  100  miles  south  of  the  eastern  terminus  of  the 
DMZ  south  of  the  villages  of  Sam  Chok  and  Pukpyong.  The  air  base  is  relatively  flat 
and  lies  in  a  6-mile-wide  valley  that  extends  25  miles  northeast  to  southwest.  The 
base  is  dominated  on  the  west  by  the  135.3  meter  Tut-a-san  mountain,  on  the  south  by 
the  1263  meter  Tog-ye  mountain  and  on  the  east  by  the  500  meter  Hamaum  plateau. 

A  view  of  the  Tut-a-san  Mountain  is  shown  in  Figure  7-5.  The  Yong-Dong  railroad 
(Seoul  to  Kangnung),  parallels  the  western  perimeter  fence  at  the  base  of  the 
Tut-a-san  mountain. 
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7. 3. 2.  2 


Mission 


Samyong  Air  Base  is  the  home  base  of;  (1)  Det  2  ,  347th  Tactical  Filter  Wing 
which  provides  a  deterrent  capability  and  air  defense;  (2)  99th  Fighter  Interceptor 
Squadron  which  provides  air  defense  for  eastern  Korea,  and  (3)  620th  Troop  Carrier 
Squadron  which  provides  the  air  lift  capability  for  the  173rd  Airborne  Brigade  located 
40  miles  to  the  south.  The  base  also  provides  logistical  support  for  a  120-man  ROK 
Army  security  force  located  in  temporary  billets  atop  the  Hamaum  plateau. 

7.3. 2.3  (U)  Aircraft 

The  following  types  of  aircraft  are  based  at  Samyong  Air  Base: 


F-106 

F-4E 

C-130 

Helicopters 


7. 3.2.4 


Soil  Data 


The  soil  on  the  valley  floor  consists  mainly  of  reddish-brown  latosols  on  basalt- 
derived  parent  materials.  The  rugged  Tabaek  Mountains  are  characterized  by  steep 
limestone  rocks  which  have  a  minimum  of  soil  cover.  Basalt  crags  jut  into  the  Sea  of 
Japan  at  the  mouth  of  the  valley.  Extensive  agriculture  has  been  crowded  into  the 
valley  and  partially  on  the  slopes  of  the  surrounding  hills. 


7.  3.  2.  5  (U)  Climatology’ 

Thq  east  coast  of  Korea  enjoys  relatively  mild  winters  due  to  the  warmer  currents 
in  the  Sea  of  Japan.  The  mountains  which  generally  parallel  the  coast  are  snow  covered 
from  November  through  February.  A  Climatology  Chart  for  Samyong  Air  Base  is 
shown  in  Table  7-2. 


7.  3.2.6  (U)  Trails 

There  are  relatively  few  parallel  trails  traversing  the  Taebaek  range  from  north 
to  south.  The  main  route  follow’s  a  general  course  along  the  creast,  meandering  some¬ 
what  to  bypass  major  obstacles.  Cross-trails,  usually  leading  to  the  valleys,  intersect 
where  connecting  ridges  join  the  main  ridge. 


The  major  trails  range  upward  to  one  meter  from  a  width  of  14  Inches,  and  are 
narrowest  where  they  weave  around  boulders  and  pass  through  crevices.  The  trail 
surface  is  rocky  as  a  result  of  the  top  soil  eroding  from  centuries  of  travel.  In  wet 
weather,  however,  a  fine  layer  of  soil  on  this  rocky  base  makes  the  trails  extremely 
slippery.  In  places  where  the  terrain  rises  or  descends  sharply,  steps  have  been  cut 
or  worn  into  the  limestone.  W’ater  coursing  down  some  of  the  trails  has  caused  trail 
erosion  creating  treacherous  footing.  Many  of  the  trails  lead  to  abandoned  mine 
shafts.  Recent  usage  of  these  trails  could  indicate  a  weapons  cache  in  the  mine. 
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Table  7-2  (U).  Climatolog>’  Chart  for  Samyong  Area  (U) 
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7.  3. 2.7  (U)  Vegetation 
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Rather  mild  winters  in  the  Samyong  areas  is  conducive  to  the  growth  of  short 
(4-10  meter)  deciduous  trees  together  with  a  squat  thorny  underbrush.  A  tough  wiry 
grass  12-24  inches  high  grows  in  the  more  open  areas.  The  foothills  and  lower  slopes 
of  the  mountains  are  under  cultivation,  usuaUy  rice  and  beans.  All  available  land  in 
the  valley  supports  paddy  rice.  Heavier  forest  areas  are  found  at  higher  elevations 
in  the  Taebaek  range. 

7.  3. 2.  8  (U)  Background 


Samyong  was  constructed  during  the  Korean  War  (1952),  and  served  as  an  Air 
Force  logistical  base  to  support  U.N.  Forces  operating  in  the  eastern  portion  of  Korea. 
It  was  deactivated  in  1956  and  assigned  to  ROKAF  control.  The  ROKAF  stationed  a 
caretaker  unit  at  Samyong  and  made  no  attempt  to  improve  or  maintain  the  defense 
fortifications. 

In  1970,  the  base  was  reactivated  as  a  L’SAF  installation  and  work  commenced 
immediately  on  repair  of  buildings  and  facilities.  Hasty  revetments  consisting  of 
earth  filled  oil  drums  were  replaced  by  reinforced  concrete  domes.  An  8  foot  chain 
link  fence  topped  with  barbed  wire  was  erected  around  the  perimeter.  For  the 
present,  open  storage  is  being  utilized.  The  \111agers  of  Samchok  and  Pukpyong  resent 
the  reopening  of  the  base,  claiming  the  aircraft  noise  is  detrimental  to  fishing  in  the 
area. 

In  1967,  the  ROK  .Navy  destroycii  a  North  Korean  coastal  vessel  w'hich  was  caught 
unloading  agents  and  munition.s  two  miles  south  of  Samchok.  Twenty-three  agents 
were  apprehended  and  nine  escaped.  The  South  Korean  CIA  has  estimated  that  approxi¬ 
mately  80  agents  have  cros8e<i  the  DMZ  and  established  scenarios  in  the  Taebaek 
Mountains  west  of  Samyong  air  base.  ROK  Army  operations  have  failed  to  locate 
these  sanctuatlrcs. 

The  United  Nations  commander  has  recently  tasked  the  I’SAF  Combat  Security 
Police  with  the  responsibility  of  gathering  and  correlating  intelligence  out  to  .30  km 
from  the  base. 

7.. 3.  2.9  (U)  Threat  Estimate 

Samyong  Air  Base  is  vailnerable  to  either  land-based  or  sea-borne  standoff  attack. 
For  the  purpose  of  this  scenario,  only  the  land-based  attack  will  be  considered. 

7.  3.  2. 9.1  (U)  Sea-Borne  Attack 

The  numerous  small  boats  fishing  in  the  waters  off  the  coast  of  Samchok- Pukpyong 
and  the  obvious  hostility  of  the  local  fisherman  offer  the  North  Koreans  a  golden  oppor¬ 
tunity  to  infiltrate  rocket-equipped  "fishing  boats"  close  enough  to  shore  to  cause 
considerable  damage  to  the  air  base.  The  troop  billets  and  base  headquarters  are  w’ell 
within  the  range  of  recoilless  rifles  and  mortars.  The  aircraft  parking  areas,  ammuni* 
tlon  and  POL  storage  areas,  communications  buildings,  TACAN,  and  control  towers 
are  all  likely  targets  for  a  rocket  attack.  Following  a  sea-borne  attack,  the  threat  can 
either  beach  his  craft  and  move  to  the  Taebaek  sanctuaries  or  move  out  to  sea. 

Figure  7-6  shows  a  view  of  the  coastal  area  near  Samyong  Air  Base. 
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FiRurt'  7-*;  (1).  View  of  Coastal  Area  Nt-ar  Samyong  Air  Hast*  (V) 


7.3.2.9.:i  (C  l  I,ati(l-ltas«'(|  Attack 

The  long  axes  of  the  tary;ets  at  Samvonc  Air  Jtase  run  northwest  and  southwest  as 
shown  in  Figure  7-7.  Both  axes  will  allow  the  threat  to  launch  a  standoff  rocket  attack 
from  concealed  firing  points  on  the  upper  slopes  of  the  Tat  back  Mountains.  Pin-point 
or  specific  targets  such  as  the  and  ammunition  storage  areas,  TACAN  sites,  and 
Individual  aircraft  could  he  attacked  with  shorter  range  weapons  (mortars,  recoilless 
rifles),  from  the  lower  slope’s  of  the  Taebaek  range. 

7..1.2.9..T  (Ci  IJkcly  .Avenues  of  AppiY)ach 

Threat  sanctuaries  in  the  Taehack  mountains  \nll  allow  carrying  parties  and  fire 
teams  to  move  via  covered  routes  to  firing  points.  Supply  points  and  caches  may 
already  have  been  established  and  firing  positions  need  only  be  prepared  in  the  \icinlt>’ 
of  launch  sites.  Figure  7-s  indicates  some  possible  firing  points  and  likely  avenues  of 
approach  for  Samvong  Air  Base. 
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7.4  (C)  AN  OVERALL  ASSESSMENT  OF  THE  THREAT 

7.4.1  (C)  ACtWSttee 

Most  vulnerable,  but  not  necessarily  the  most  disabling,  Air  Force  targets  are 
the  Aircraft  Control  and  Warning  (ACI2W)  sites.  The  requirement  for  positioning 
these  sites  on  high  ground  dictates  that  many  of  them  be  located  in  remote  areas. 

This  permits  the  threat  to  move  to  within  range  of  the  site  with  considerably  less 
chances  of  being  detected  than  would  be  found  in  the  more  populated  areas .  The 
physical  location  of  the  site  on  dominant  terrain,  plus  the  distinctive  sire,  shape  and 
color  of  the  radomes,  readily  identifies  these  targets.  The  threat,  by  taldng  advantage 
of  cross-corridors  and  rugg^  terrain  could  launch  an  attack  and  then  withdraw  rapidly 
via  a  relatively  secure  route  to  his  sanctuaries.  Figure  7-9  shows  a  typical  Aircraft 
Control  and  Warning  Site. 

7.4.2  (C)  Air  Bases 

At  the  present  time,  the  two  U.S.  host  air  bases  in  South  Korea,  Osan  and  Kunsan, 
are  reasonably  safe  from  a  Vietnamese-type  RAM  attack.  Both  bases  are  located  in 
densely  populated  rear  areas  which  do  not  support  communist  attempts  at  infiltration. 
Nor  does  the  terrain  in  the  vicinity  of  the  base  lend  itself  to  guerrila-ty]>e  operations. 

An  attack  of  sufficient  magnitude  that  could  be  considered  other  than  a  harassment, 
will  require  the  movement  of  men  carrying  distinctive  .ippearing  w'eapons  jutd  munitions 
for  great  distances  through  an  anti -communist  population  heavily  saturated  with 
security  forces.  Suitable  firing  points  are  few  and  far  between  and  are  subject  to 
constant  surveillance.  It  would  be  practically  impossible  to  establish  long-term  caches 
within  the  5-15  mile  annulus  as  enrisioncd  under  the  WARS  concept,  because  of  the  daily 
Inch-by-lnch  coverage  of  the  area  by  local  farmers.  Figure  7-10  shows  typical  farm 
coverage  in  the  vicinity  of  air  bases  in  .South  Korea. 

Kunsai.1  and,  to  some  extent,  Osan  .’ire  v’ulncr.able  to  a  sea-borne  attack.  Kunsan, 
abutting  as  it  does  on  the  Yellow  Sea,  could  bo  attacked  by  North  Korean  torpedo  boats 
running  the  gauntlet  of  ROK  Naval  patrol  boats.  It  could  also  be  subjected  to  a  rocket 
attack  from  high  speed  PT-type  boats  disguised  as  fishing  boats. 

The  sitiution  is  not  quite  the  same  for  Osan  Air  Base.  There  the  threat  would 
need  to  disembark  firing  teams  and  ammunition  bearers  from  boats  and  then  move 
Inland  to  Bring  points  prior  to  an  attack. 

If  the  situation  in  Korea  deteriorates  to  a  point  where  the  United  States  Commander 
directs  the  establishment  of  additional  host  bases,  the  situation  may  change.  (This  was 
discussed  in  Section  7.  .1. 2).  In  this  event,  the  new  air  bases  as  well  as  additional 
ACftW  sites  could  become  subject  to  RAM  attacks. 

7.5  (U)  USE  OF  WARS  CONCEPT  IN  KOREA 
7. 5. 1  (C)  General  Assessment 

Full  scale  WARS  application  is  not  considered  appropriate  for  implementation 
around  existing  U.S.  Air  Force  bases  In  Korea  wftlv^  some  modification.  A  compara¬ 
tive  analysis  of  the  tactical  situation  and  threat  capabilities  that  now  exist  in 
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South  Vietnam  and  Soutti  Korea  reveal  that  the  two  have  little  in  common.  In  Vietnam, 
for  example,  the  threat  haa  available  a  aource  of  mai4X>wer  to  tranaport  weapons  and 
munitiona,  firing  points  which  have  secure  routes  of  approach  and  withdrawal,  and  a 
chain  of  supply  points.  Fuithermoie,  people  indigeDous  to  the  suspected  area  would 
not  advise  the  Government  of  any  observed  attack  preparations,  because  of  their 
constant  fear  of  retaliation.  This  all  comes  about  because  there  are  no  battle  lines 
with  secure  flanks  in  Vietnam  as  there  are  in  South  Korea  where  ever>'  front-line 
division  has  its  own  rear-area  security  forces. 

In  the  event  of  a  resumption  of  hostilities  in  Korea,  the  conflict  would  be  more 
conventional.  Flanks  would  be  secure  along  the  entire  Foru’ard  Edge  of  the  Battle 
Area  (FEBA),  from  the  Yellow  Sea  to  the  Sea  of  Japan.  Coastal  defenses  could  be 
intensified  and  enemy  infiltration  held  to  a  bare  minimum.  Support  areas  and  knoum 
guerrilla  sanctuaries  can  be  isolated  and  kept  under  constant  sun'eillance.  The 
populace,  already  anti-communist,  i^tll  be  mobilized  and  alerted  ulth  the  imposition 
of  martial  law.  The  relatively  small  number  of  guerrillas  now  in  hiding  in  South  Korea 
will  find  it  difficult  to  exist,  let  alone  conduct  overt  attacks  on  air  bases. 

Nevertheles.s,  some  hara.ssment  can  l>e  expecttHi.  Convoys  traversing  roads  in  the 
vicinity  of  guerrlla  sanctuaries  may  be  attacked.  S:t}>otaue  :md  even  suicidal  sapper 
attacks  may  be  launchtrd  against  the  air  base  pro{>er.  This  tyix*  of  enemy  action, 
however,  does  not  fall  into  the  categor%'  of  a  HA.M  attack. 

In  general  then.  It  rnav  Ik*  .said  that  at  the  present  time,  the  most  valuable  asset 
the  U.N.  forces  In  Korea  have  is  the  strongly  .anti-communist  population  of  South  Korea. 
The  villages  and  farms  are  the  sensors.  The  pexiple  themselves  are  the  processors. 

A  need  exists,  however,  for  a  rapid  me.ans  of  transmlUlng  this  Information  from  the 
people  to  the  <'’SCPI).  A  scalcxl-down  WAItS  subsystem  could  be  used  ijulte  effectively 
in  mjiny  areas,  for  example,  on  the  rcstrlctcfi  routes  of  approach  to  AC&W  sites  and 
in  sections  around  the  Snmvong  type  of  .ilr  b.ises.  It  could  also  l)e  used  to  monitor  the 
approaches  to  Osan  Air  Base  from  coastal  .attacks.  The  Wide  Area  concept  would  be 
reduced  more  to  a  Selected  Area  concept  with  these  areas  not  necessarily  restricted 
to  the  .5-15  mile  annulu.s.  The  emplacement  of  sensor  arrays  on  selected  routes  leading 
to  and  from  the  Taebaek,  Chlrl-San  and  Holla  Mountain  Sanctuaries,  especially  during 
summer  months,  would  be  effective  in  monitoring  threat  movements  directed  toward 
these  air  bases  or  ACA-VV  sites.  Sensor  arrays  on  parallel  rl(^eline  routes  in  the 
vicinity  of  ACAVV  sites  would  provide  earlv  warning  of  threat  movements  and  intentions. 

The  strategic  emplacement  of  ground  sensors  reporting  during  curfew’  hours  to  an 
airbase  CSC  PD  or  Its  counterpart  at  an  ACAW  site  w'ould  greatly  reduce  the  chance  of 
a  surprise  North  Korean  RAM  or  ground  attack  being  launched  against  these  installa¬ 
tions.  A  hamlet  communications  system  tied  into  the  district  National  Police  net  w'ould 
also  provide  a  wealth  of  information  which  could  aid  both  the  Combat  Security  Police 
luid  the  KNP  in  spotting  infiltrators  before  they  could  move  to  launch  sites. 

7.  5.  2  (C)  An  Example 

Timing  is  of  utmost  Importance  to  the  threat  in  an  attack  against  Osan  Air  Base. 

His  seaborne  approach  must  coincide  with  outw^ard-bound,  local  fishing  vessels.  His 
movement  through  the  Punyang-man  Inlet  to  landing  points  must  be  timed  to  take 
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advantage  of  the  tide,  otherwise,  he  could  be  stranded  on  mud  flats  for  hours.  His 
cross-country  approach,  attack,  and  withdrawal  must  be  accomplished  in  sufficient 
time  to  allow  him  to  mingle  with  local  fisherman  returning  with  their  catches. 

There  are  four  likely  lajuiing  points  west  of  Osan  w’here  the  threat  could  disembark 
and  start  his  overland  movement.  These  are  shown  in  Figure  7-11.  From  these  four 
points,  numerous  trails  lead  to  the  first  of  two  100-plus  meter  hills.  Suitable  firing 
points  are  located  along  the  entire  6-km  length  of  the  westernmost  hill  mass,  how-ever, 
best  firing  points  are  located  at  bench  mark  (BM)  135  (north),  .nnd  BM  112  (south).  Of 
these  two  firing  points,  BM  112  would  probably  be  the  one  selected  because  of  its 
accessibility  and  rapid  routes  ot  withdrawal.  The  high  ground  at  BM  120  and  BM  155 
mask  the  othi^r  firing  points  on  the  western  hill  mass  disallowing  the  fire  team  the  . 
opportunity  ;o  observe  their  fire.  The  most  likely  method  of  attack  the  threat  might 
take  is  estimated  to  be  as  follows: 

An  agent  boat  with  an  lb-20  man  strike  team  would  la\'  offshore  until  the  local 
South  Korean  fishing  fleet  moves  out  at  dusk  for  llieir  fishing  grounds.  The  agent  boat 
would  then  move  into  the  Ibinyang-man  inlet  :uid  disch.irge  the  strike  team  at  Won  Mok. 
'the  team,  with  b  rockets  ami  one  or  two  launchers  would  then  move  via  Route  4  along 
relatively  high  ground  from  Won  Mok  to  Righwav  317,  then  proci'tHi  norlli  to  firing 
polnt.s  at  BM  112.  1  rorn  this  launch  area,  the  team  vcouhl  havt'  a  clear  view  ot 

Osan  .Air  Ba.se  and  will  have  the  long  axis  of  the  t;n'get  availalde  to  them.  The  move¬ 
ment  from  Won  .M(jk  to  B.M  112  should  take  tu)  mor«*  than  two  hour.'«.  I’rlor  reconnais- 
Hance  would  have  hxated  ex:»ct  launch  sites,  thus  minimizing  Ihe  lime  for  on-site 
preparation.  Following  the  attack,  which  should  not  exeex'd  one-  hour  Including  prepara¬ 
tion  of  the  firing  (Kjsltion,  the  team  would  use  the  most  direct  route  back  to  their  l>oat 
(approach  Route  3).  The  wlth<lrawal  would  be  i  xecutc'd  ;»s  rapidly  as  possible  in  order 
to  get  beyond  Route  317  bcfori*  a  reaction  force  Irotn  Osan  Air  Base  making  use  of 
Highway  32  and  Righwav  317,  c<uild  e.stablish  bhx'king  positions  to  Intercept  the  fire 
team  iHjfore  it  reaches  the  lK)at.  If  time  allows,  the  threat  would  prol)ably  mine  the 
bridge  on  Route  32  rU  ccKirdin.ates  22001'*.  Allowing  apt)ro:dmately  one  hour  for 
withdrawal  from  the  firing  (mints  to  the  Imat,  onlv  four  hours  will  have  elapsed  from 
the  time  the  team  disembarked  until  it  w.as  back  almard  the  escape  boat.  This  four-hour 
period,  (lep«’ndlng  on  the  tides,  would  prolwhlv  Im  from  irddnighl  to  4:00  A.M. 

Sensor  arrays  with  fliurnal  switches  stratc^gicallv  emplaced  along  the  approach 
routes  would  provide  an  earlv  warning  to  the  CSC  PI)  during  curfew  hours.  Fentc 
arravs  around  the  possible  firing  points  would  alarm  -as  the  fire  term  movtxi  into  the 
area  and  started  preparing  the  firing  position.  This  advance  warning  would  permit 
the  CSC  PI)  to  dispatch  a  reaction  force  before  the  threat  could  carry  out  the  attack. 
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Figure  7-11  ((  ).  Avenues  of  Approach  and  Firing  Points 
West  of  r>san  Air  Base  (I'l 
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Section  8 

CONCLUSIONS  AND  RECOMMENDATIONS 


8.1  (C)  CONCLUSIONS 

This  study  reached  the  following  conclusions: 

a.  The  threat,  in  preparing  a  standoff  attack,  exhibits  unique  characteristics 
which  are  detectable  by  the  proper  choice  of  sensing  techniques,  the  judicious 
placement  of  sensors,  and  the  careful  analysis  of  alarm  information, 

b.  The  deployment  configurations  :md  type  of  sensors  required  for  Wide'Art;a 
surveillance  is  dependent  upon: 

(1)  The  type  of  threat  information  to  be  derived  from  alarm  data,  i.e. , 
threat  direction  of  movement,  speed,  group  size,  and  load  carried. 

(2)  The  terrain  features  of  the  monitored  area. 

(3)  The  sensor  characteristics,  e.g. ,  detection  range  and  pattern. 

(4)  The  environment  as  it  affects  sensor  deployment  and  operation. 

(5)  The  temerity  of  the  threat  (enemy)  in  (1)  launching  an  attack  on  the 
air  base  and,  (2)  in  locating  and  destroying  the  sensors. 

c.  Wide  areas  were  redefined  as  circular  areas  normally  having  a  radius  of  1km, 

d.  Local  processing  increases  the  adaptaliility  of  this  system  to  many  diverse 
situations  and  is  cost-effective  for  small  and  medium  size  bases. 

e.  The  use  of  foliage  penetration  RADAR  looks  promising  for  launch  site 
monitoring. 

f.  Message  interference  within  the  WARS  communication  system  will  not  be 

serious.  In  the  worst  case,  a  loss  can  be  expected.  Computer 

analysis  has  showm  this  to  be  tolerable. 
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8. 1  (C)  (Continued) 

g.  System  CharacteristlcH  (Baseline) 

(1)  Surveillance  System 

Sensing  Techniques 
Primary  v 

Auxiliary  I 

Alarm  Kate  1 

Maximum  Tolerable  ] 

Mean  False  Alarm  Hate 

Distribution  of  i 

F'alse  Alarms 

Detection  Pattern  i 

Detection  Hange  (Personnel) 
Trail  Array  / 

Fence  Array  > 

Sensors  Per  Array 
Trail  : 

Fence 

Arrays  per  Wide  Area  ] 

Estimated  No.  of  Wide 
Areas  for  360  Coverage 

Average  f 

Maximum  1 

Estimated  No.  of  Sensors 
for  360  Coverage 

Average  1 

Maximum  A 


Seismic 

Radar,  IK,  Magnetic,  etc. 
1  every  4  seconds 

1  every  40  seconds 
Approximately  Poisson 
Approximately  Circular 

) 

Approximately  10  meters 
Approximately  30  meters 


1  to  ^ 


90-110 


1600-2400 
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System  Characteristics  (Baseline) 


Communications  System 

Mode  of  Operation 

Real-Time 

Frequency  Range 

138-172  MHz 

Channels  Required 

2 

Channel  Width 

GO  kHz 

Channel  Separation 

3  ^^^z 

Modulation 

Split-Phase  PSK 

Information  Bit  Rate 

10  kbps 

Message  Length 

23  Hits 

Bit  Krror  Probability 

2  X 

Tran.smitter  Power 

s  "r 

.50  mw  and  5  mw 

R  R 

■1  watts  and  0.4  w-atts 

Transmitter  and  L.f). 

Frecjuency  Stability 

^.30  PPM 

Receiver  Sensitivity 

-109  DBM 

h.  Useful  life  (one  year  nominal  and  fi  months  at  -20X). 

i.  Modular  packaging  best  fits  the  many  possible  applications  and  allows 
orderly  upgrading  of  the  system. 

j.  A  15  man  WARS  team  will  be  able  to  handle  the  installation  and  checkout 
of  the  equipments,  the  maintenance  of  the  equipment  and  the  operation 
of  the  system. 
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8.2  (C)  RECOMMENDATIONS 


Baaed  on  the  results  of  this  study,  the  following  recommendations  are  made: 

a.  Proceed  with  the  development  of  the  hardware  specified  for  the 
Baseline  System. 

b.  Incorporate  local  processing  into  overall  WARS  concept. 

c.  Incorporate  a  receiver  module  and  alarm  accumulator  into  the  WARS  concept 
that  vdll  allov/  DCPG  sensors  to  be  used  with  WARS.  The  receiver  will  be 
located  with  receiver/interface  unit.  This  will  provide  compatibility  with 
existing  sensor  systems,  particularly  air  deliverable  de\'ices. 

d.  Investigate  the  feasibility  of  incorporating  IFF  capability  into  WARS  to  aid  in 
identifying  friendly  groups  passing  through  Wide  Areas  as  opposed  to  threat 
groups . 

e.  Conduct  an  additional  study  of  the  applicability  of  world  wide  use  of  the 
WARS  concept.  This  study  would  include  Central  South  America,  the 
Mideast  and  Western  Kurope. 
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Xppendlx  A 

OreRATKJNA  j,  CHARACTERISTICS  OF  WARS 


A.l  (C)  DEPLOYMENT  AND  OPERATION  OF  THE  WARS  S^^TEM 

A.:^  (C)  TASKING  AND  ORGANIZATION 

There  are  a  numf>er  of  distinct  tasks  which  must  be  performed  in  order  to  install, 
maintain,  and  operate  a  WARS  System  for  a  large  base.  It  is  felt  that  a  WARS  team 
will  be  needed  to  efficiently  perform  these  tasks.  Such  a  team  might  be  organized 
in  the  following  way; 

a.  Heceiving  .Section  Ci  men) 

Order.s,  receites,  issues,  and  ships  U'ARS  ecjulpment  for  the  i)ase. 

.Maintains  the  reeortis  of  equipment  inventory,  equipment  on  order,  etc. 

in  Assembly  and  Checkout  Section  (2  men) 

Assemtiles,  checks,  and  maintains  WARS  equipment  a.s  directed. 

c.  Operations  Section  (  I  men) 

Maintains  over.ill  su|K‘nision  of  the  W.XRS  effort.  Conducts  planning  for 
future  WARS  acti\ities.  Issues  install.ation  orders.  M.ainlains  records 
on  status  of  W.\RS  system. 

d.  Installation  Section  (5  men) 

Completes  detailed  planning  of  installation  missions.  Coordinates  and 
conducts  installation  missions. 

e.  CSC  Section  (7  men) 

Operates  the  Central  Security  Control.  Reports  detected  activity.  Maintains 
awareness  of  W.ARS  System  status  through  equipment  tests. 

It  is  expected  that,  since  the  team  will  be  relatively  small,  most  team  members  will 
be  cross-traired  to  allow  considerable  flexibility  within  the  organization. 
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A.  3  (C)  PLANNING  AND  CONDUCTING  A  WARS  OPERATION 
A.  3.1  (C)  Operational  Pliinnliig 

Operational  Planning  begins  with  a  detailed  threat  analysis.  From  this  analysis 
comes  a  determination  of  which  avenues  of  approach,  methods  of  attack,  etc.  are 
likely  to  be  used  by  the  threat.  The  information  from  the  threat  analysis  plus  an 
assessment  of  the  filendly  situation  enables  the  planner  to  establish  priorities  for 
surveillance.  Consideration  Is  given  to  the  "arious  methods  of  surveHlance  available, 
and  an  overall  surveillance  plan  is  formulated. 

For  those  areas  vvf’cre  the  surv'elllance  plan  calls  for  WAllS  equipment,  detailed 
planning  must  be  done  to  pro\1de  for  good  detection  and  communications.  Array 
locations  are  chosen  with  the  objective  of  effectively  detecting  and  reporting  the 
threat  with  a  minimum  amount  of  equipment.  Trail  and  road  networks  are  exjimined 
for  "choke-points"  which  may  not  be  easily  avoided  by  an  infiltrating  enemy.  The 
terrain  is  analyzed  to  deteiTnine  the  best  locations  for  relays.  Code  and  frequency 
assignments  are  made  in  such  a  way  that  information  may  be  read-out  in  an  orderly 
fashion.  Consideration  is  given  to  the  proijlems  of  system  expansion  and  maintenance. 

Once  the  planner  has  arrived  at  a  svstem  deployment  which  he  is  confident  will 
give  coverage  of  the  asslgne<i  areas,  an  implementaticn  timetable  is  prepared  and  the 
actual  installation  begins. 

A.  4  (C)  CONDITTI.S'O  A  MISSION 


A.  4.  1  (C)  Mission  I’repa ration 

Mission  preparation  i)cgin.s  when  an  order  to  emplace  WARS  equipment  is  receivi  d. 
A  map  study  and/or  aerial  surveillance  is  conducted  and  a  detailed  plan  is  formulated 
for  completing  the  mission.  Faiuipmcnt  is  <»i)tained,  checked-out  and  assembled. 
Coordination  is  made  with  supporting  groups  (escort  troops,  transportation,  etc.)  to 
assure  their  availabilty  for  the  mission.  .A  test  procedure  is  developed  by  the 
monitoring  section  ancl  installation  section  to  pro\ide  for  final  field  tests  of  e(^ulpment. 

A.  4.  2  (C)  Mission  .Accomplishment 

The  actual  mission  begins  with  the  movement  of  the  installation  section,  equipment, 
and  escort  forces  to  the  WARS  sector.  The  area  is  secured  and  communications  are 
established  with  the  monitoring  section  at  the  CSC.  Installation  is  accomplished  by 
first  Installing  an  RI/LRT  unit  and  checking  its  operation,  then  installing  subordinate 
R/R  units  juad  checking,  and,  finally,  installing  arrays  and  checking.  Operability  is 
confirmed  by  checking  with  the  CSC  at  each  stage  of  the  installation.  After  completing 
and  camouflaging  the  installation,  the  forces  withdraw  from  the  area.  The  same 
procedure  is  repeated  in  other  areas  if  multiple  installations  are  made  on  a  single 
mission.  After  all  installations  are  complete,  the  forces  return  to  base  and  the 
installation  team  is  debriefed.  Records  are  updated  from  the  information  obtained 
in  this  debriefing. 
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A.  5  (C)  INVENTORY  AND  TEST  FACIUTI ES 


A.  5.1  (C)  Inventory 

It  will  be  nocessary  to  maintain  a  local  inventory  at  bases  where  a  WARS  system 
is  deployed.  The  inventory  will  provide  the  means  for  quickly  re];daclng  inoperative 
equipment,  will  make  it  easier  to  conduct  routine  system  maintenance,  and  will  allow 
immediate  upgrading  of  the  system  if  a  particular  vulnerability  or  threat  Is  recognized. 
A  typical  local  inventory  (2  weeks  supply)  for  a  large  air  base  might  be  as  follows; 

EQUIPMENT 

(less  batteries)  BATTERIES 


Sensor  Transmitters 
Receiver  Relays 
Processors 
Receiver  Interface 

A.  5.  2  (C)  Test  Facility 


80 

100 

lf> 

20 

4 

- 

5 

6 

A  single  teat  facility  and  assemblv  area  will  be  required  and  will  include: 


a.  10'  X  12’  test  area  with  work  bench 


b.  One  Go/No 'Clo  Tester 


c.  Miscellaneous  test  equipment  and  tools 
A.O  (C)  HFPIACFMENT  PROCFIX  HE 

A  replacement  procedure  must  be  devised  which  permits  effective  maintenance  of 
the  WARS  System.  There  are  at  least  two  distinct  maintenance  requirements  which 
may  arise; 

a.  Routine  Maintenance 

Nominal  battery  life  is  one  ye.ar  for  system  components  in  the  field.  It  is 
therefore  e.xpected  that  maintenance  will  routinely  be  required  approximately 
on  an  annual  basis.  All  equipment  in  a  given -area  should  be  replaced  or 
refurbished  on  this  annual  maintenance  trip. 

Before  discussing  how  the  maintenance  should  be  accomplished,  several 
factors  should  be  mentioned: 

(1)  Equipment  which  has  been  hidden  for  a  full  year  will  generally  be 
difficult  to  relocate. 

(2)  Security  forces  as  well  the  installation  team  are  required  throughout  the 
time  during  which  any  search  for  equipment  is  conducted. 
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A.  6  (C)  (Continued) 

(H)  There  is  a  very  real  danger  that  threat  forces  will  recognize  the 
pattern  of  returning  for  WARS  equipment  and  booby-trap  any  such 
equipment  (or  the  area  around  the  equipment)  that  they  might  find. 

(4)  Considerable  time  must  be  allowed  for  the  recovery  of  any  equipment 
where  booby-trapping  is  a  possibility. 

(5)  The  probability  of  the  threat's  finding  equipment  is  greatest  for  that 
equipment  located  near  the  trails,  i.e.  ,  the  sensor/transmitters  are 
more  likely  to  be  discovered  than  the  R/R's  or  R/I  -  LRT's. 

After  considering  the  factors  just  listed,  it  was  decided  that  attemps  to 
recover  equipment  should  normally  be  limited  to  the  R/R  or  R/I  -  LRT 
units.  Old  R/R's  or  R/I  -  LRT's  should  be  recovered  for  later  refur¬ 
bishing  and  replaced  with  new  units.  Sensor/transmitters  should  generally 
be  left  in  place  and  new  units  should  lx?  installed.  (There  will  doubtless  be 
exceptions  to  this  rule.  For  example,  it  may  prove  economical  to  recover 
sensor/transmitters  used  near  a  perimeter. )  By  installing  S/T's  with  new 
codes  and  using  appropriately  programmed  R/R's  and  R/I  -  LRT's,  it 
should  be  possible  to  avoid  any  ambiguities  arising  from  old  S/T's  left  in 
the  area. 

b.  Maintenance  Requirements  due  to  Equipment  Failure  or  liOss 

Occasionally  it  is  to  be  expected  that  equipment  will  cease  to  function 
before  the  end  of  its  one  year  life.  If  the  lost  unit  is  a  single  sensor/ 
transmitter,  it  is  probably  not  a  critical  loss  and  action  may  not  be  taken. 
Loss  of  several  S/T's  in  a  given  area  may  be  justification  for  rescheduling 
the  annual  maintenance  and  completely  replacing  the  equipment  in  the  area. 
Loss  of  an  R/R  becomes  a  more  important  matter,  and  a  judgment  as  to 
the  impact  of  the  loss  must  be  made.  If  a  trip  is  made  to  an  area  to  replace 
an  R/R,  consideration  should  be  given  to  rescheduling  maintenance  and  re¬ 
placing  all  equipment  in  the  area.  t,oss  of  an  R/I  -  LRT  will  almost  cer¬ 
tainly  require  prompt  action  to  restore  communications  from  the  affected 
sensors. 

A.  7  (S)  VULNERABILITY/SUSCEPTIBILITY  AND  COUNTERMEASURES 
A.  7. 1  (S)  Introduction 

Several  vulnerabilities/susceptibilities  of  the  WARS  system  should  be  recog¬ 
nized.  Three  of  the  system  vulnerabilities  are  listed  here  and  possible  counter¬ 
measures  are  suggested. 
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A.  8.1  (S)  Jamming 

The  system  is  susceptible  to  jamming,  and  jamming  may  have  a  significant 
effect  upon  the  system  if  more  than  30^  of  the  messages  are  lost  during  an  intrusion. 
Jamming  may  be  difficult  to  recognize  if  it  occurs  at  the  R/R  or  R/1  level. 

A.  8.2  (S)  Spoofing 

Spoofing  may  be  attempted  if  the  threat  develops  a  capability  to  receive  and 
retransmit  or  simulate  WARS  transmissions.  Successful  spoofing  might  result  in 
the  waste  of  U.S.  materiel  and/or  a  loss  of  system  effectiveness. 

A.  8.  3  (S)  Location  ol  Equipment 

Equipment  may  be  located  and  thus  lose  its  effectiveness  if  the  threat  develops 
direction-finding  capabilities  and/or  an  effective  physical  search  technique.  The 
loss  of  higher-echelon  equipment  such  as  the  R/I  -  LRT  would  be  especially  serious. 

A.  8.4  (S)  Sensing  Communication  of  Alarms 

Arrays  of  sensors  may  be  located  within  200  meters  by  listening  on  a  small 
insensitive  radio  for  the  transmissions  of  the  alarms  from  the  sensors.  A  lead- 
man  would  be  able  to  warn  a  following  group  to  take  an  alternate  route  when  he 
passed  an  active  sensor  array. 

A.  9  (S)  COUNTER-COirNTERMEASl'RES 

A.  9.1  (S)  Jamming 

A  possible  method  for  countering  jamming  at  the  R/R  or  R/I  levels  is  to  incor¬ 
porate  the  ability  to  detect  jamming  at  these  units  and  report  this  information  to  the 
CSC. 

A.  9.2  (S)  Spoofing 

Several  countermeasures  may  be  employed  against  spoofing.  The  RSDCS  with 
a  polling  mode  may  be  used.  Any  attempts  at  spoofing  must  then  be  synchronized 
with  the  polling.  CSC  procedures  may  be  adopted  to  verify  transmissions  before 
reporting  or  engaging  a  suspected  intruder. 

A.  9.  3  (S)  Location  of  Equipment 

Two  susceptibilities  were  mentioned,  a  susceptibility  to  direction-finding  and 
the  susceptibility  to  physical  search  techniques.  The  former  may  be  countered  by 
using  local  processing  to  significantly  reduce  "on  air"  time  and  thus  limit  the 
threat's  opportunities  to  df.  The  latter  may  be  countered  by  using  good  camouflage 
and  installation  procedures.  A  further  technique  is  suggested  n  Section  A.  9.  4 
below. 
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A.  9.4  (S)  Sensing  Communication  of  Alarms 

The  ability  of  an  intruder  to  sense  the  communication  of  alarms  can  be  greatly 
reduced  if  the  transmission  of  the  alarm  is  delayed.  A  delay  of  300  to  400  seconds 
in  the  transmission  of  alarms  would  allow  an  intruder  column  to  pass  entirely  through 
the  array  before  an  alarm  was  transmitted.  The  effectiveness  of  the  array  would  be 
only  slightly  reduced,  since  the  alarms  would  provide  an  operator  with  the  ability  to 
predict  the  current  location  from  alarms  300  to  400  seconds  in  the  past.  The  delay 
mechanism  can  be  easily  constructed  from  a  4-second  astable  multivibrator  and  a 
100  bit  serial  shift  register  which  can  be  obtained  in  one  integrated  circuit.  The 
alarms  would  be  entered  into  the  shift  register  as  they  occurred.  One  hundred 
counts  or  400  seconds  later  the  alarm  would  emerge  and  could  be  used  to  trigger 
the  encoder-transmitter. 
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Appendix  B 

INTKGRATION  OF  DCPG  SENSORS  INTO  THE  WARS  SYSTEM  (U) 
Bl.O  (C)  INTRODUCTION 


DCPG  has  under  development  or  in  production  a  series  of  seismic,  acoustic, 
magnetic,  IR  and  related  sensors.  These  sensors  all  have  the  same  basic  alarm 
transmitter  format,  a  300  baud  FSK  transmitter  operating  in  the  162  to  174  MHz  fre¬ 
quency  band.  The  paragraphs  below  discuss  the  Phase  HI  code  format,  the  types  of 
sensors  available,  their  applicability  to  WARS,  and  a  proposed  receiver  for  convert¬ 
ing  the  DCPG  sensor  information  to  the  WARS  format. 

B2.0  (C)  DISCUSSION 

B2. 1  (C)  Phase  III  Data  Characteristics 

The  Phase  HI  system  is  an  outgrowth  of  the  Phase  I  and  Phase  II  programs. 
Problems  with  a  shortage  of  available  frequency  channels  (there  were  31  channels 
spaced  375  kHz  apart)  and  identification  codes  (27  were  available  and  composed  of  a 
combination  of  19  kHz,  25  kHz  and  32  kHz  tones)  forced  consideration  of  a  narrow  band 
format  system,  llie  system  which  evolved  is  a  series  of  channels  spaced  18.  75  kHz 
apart  each  coded  at  300  baud  rate,  FSK  code  with  3  kHz  deviation.  Sixty-four  possible 
identification  codes  are  available  for  each  frequency.  Only  alternate  channels  are 
utilized  in  order  to  provide  adequate  guard  bands.  The  use  of  a  75  baud  data  rate  and 
channel  spacings  of  6.25  kHz  with  the  appropriate  increased  transmitter  frequency 
stability  are  planned  for  the  future. 

The  message  format  is  as  shown  in  Figure  B-1  for  real-time  (or  non-commandable 
sensors)  as  well  as  commandable  sensors.  For  the  Type  I  message  the  first  8  data 
bits  are  all  O's  and  are  referred  to  as  the  preamble.  The  ninth  bit  is  a  one  and  is  the 
frame  marker.  The  tenth  and  eleventh  are  the  message  ID  which  for  real-time  units 
are  O's.  The  twelfth  through  seventeenth  bits  are  the  sensor  identification  codes  while 
the  eighteenth  bit  is  parity,  which  is  odd  and  selected  on  the  basis  of  bits  twelve 
through  seventeen.  The  Type  II  and  III  messages  are  only  appropriate  to  commandable 
sensors.  They  will  not  be  discussed  further  within  this  report  except  to  say  that 
certain  sensors  do  have  a  commandable  capability  and  may  operate  as  real-time  or 
non-real-time  sensors.  In  non-real-time,  the  alarm  data  is  stored  until  the  sensor 
is  interrogated  and  the  data  read  out.  This  type  of  sensor  also  has  an  analog  mode 
where  analog  data  can  be  listened  to  and  analyzed  on  a  real-time  basis.  However, 
since  no  command  system  is  planned  for  WARS,  it  is  the  non-commandable  (real-time) 
systems  which  are  of  prime  interest. 
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MESSAGE  PTPE 

nr? 

3  4|s|6  T  I  B  9  1 10  11  |T?  1 13  1 14  I  is  1 16  1 17 1 18  I 

TYPE  1 

IDENTIFICATION 

MESSAGE  lALARM  FORMAT! 

PREAMBLE  1  MESSAGE  SENSOR  ID  | 

B  O'  ID  PARITY 

MARKER  '  I 

rvpt  II 


r>Pt  I  M£SSACt 


X 


?ll??  ?3 


2i 


STATUS  OR  fVENT  COUNT 


TYPt  III 


TYPt  I  MESSAGE 


ANALOG  INFORMATION 


•only  applicable  ro COMMANOABlE  systems 

Figure  B-1  (C).  Phase  III  Signal  Format  (U) 


B2. 1  (C)  (Continued) 

The  alarm  response  of  the  real-time  sensor  is  the  Type  I  message  and  it  is  this 
that  will  be  transformed  into  the  WARS  format  by  means  of  the  special  receiver.  The 
alarms  or  real-time  transmissions/Type  1  format  will  be  received,  demodulated  and 
decoded  at  the  R/I  as  discussed  in  Section  B2.3. 

B2.2  (C)  DC PG  Sensors 

There  are  several  basic  sensor  types:  seismic,  magnetic,  electromagnetic,  IR, 
and  acoustic  with  the  magnetic  and  IR  normally  worked  in  conjunction  with  the  seismic 
type.  Table  B-1  is  a  summary  of  various  DCPG  sensors.  The  early  ADSID,  FADSID, 
etc. ,  are  being  phased  out  in  favor  of  the  new  series  of  Phase  III  sensors.  Another 
type  sensor  not  listed  is  the  noiseless  button  bomblet  (NBB)  which  transmits  an  RF 
signal  when  moved.  NBB  units  look  like  rocks  or  other  jungle  litter  and  are  strewn 
along  a  trail.  Their  signal  is  picked  up  by  a  relay  (ARFBUOY)  and  transmitted.  One 
other  major  sensor  which  should  be  mentioned  is  PSID.  It  is  a  small  seismic  sensor, 
four  of  which  report  to  a  centrally  located  receiver  to  protect  a  patrol  on  localized 
camp.  It  is  not  readily  adaptable  into  the  WARS  reporting  scheme,  but  rather  is 
mentioned  here  for  completeness. 

The  hand  implanted  seismic  sensors  are  implanted  along  trails  or  used  in  perim¬ 
eter  defense  to  track  traffic  or  protect  a  base  camp.  The  information  is  then  received 
on  a  Phase  III  Portatale  (AN/USQ-46)  for  local  use  or  received  by  an  orbiting  aircraft 
for  relay  back  to  the  Infiltration  Surveillance  Center  (ISC).  These  sensors. 
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Table  B>1  (C).  Summary  of  DCPG  Senaora  (U) 


Sensor  Name 

Sensor  Type 

Comments 

MINISa>  (II 

Seismic 

Real-time  unit,  hand  imi^ant,  makes  use  of 
common  modules. 

MICR06ID  ni 

Seismic 

Lightweight,  small,  real-time  unit,  hard 
implanted. 

D6ID 

Seismic 

Low  cost,  hand  implanted,  real-time  unit. 

MAGID 

Magnetic 

Hand  implanted,  used  in  conjunction  with  the 
MINISID. 

PIRID 

IR 

Hand  implanted  used  in  conjunction  with 
MINISID. 

Common  Module 
Program 

Multiple 

Adaptable  to  many  type  sensors,  planned  to 
allow  use  of  commandable  and  non- 
commandable  sensors  of  various 
configurations. 

AD6ID  III 

Seismic 

Air  delivered,  prime  common  module  sensor. 

EMID  III 

Electromagnetic 

Hand  implanted,  used  for  waterway  surveil¬ 
lance  as  well  as  personnel  and  vehicle 
detection. 

Acoubuoy 

Acoustic 

Hung  up  in  trees,  outgrowth  of  sonobuoy. 

AD6ID. 

ADSID  Short, 
FAD6ID. 
HELC6ID, 
HAND6ID 

Seismic 

Phase  I  and  II  sensors,  not  compatible  with 
Phase  III  alarm  format. 

B2.2  (C>  (Continued) 

if  implanted  in  an  area  adjacent  to  a  WARS  site,  could  funnel  in  additional  information 
by  use  of  the  Phase  (II  Receiver  Interface  unit.  The  magnetic  and  IR  sensors  (MAGID 
and  PIRID)  would  be  particularly  useftil  in  identifying  large  metallic  objects  (rockets, 
ammunition. pack  howitzers)  and/or  trucks  or  motorized  vehicles  moving  into  a  WARS 
area  or  towt^  a  WARS  protected  area. 

The  air  delivered  units  can  be  dropped  when  hand  implantation  is  unfeasible  or 
extremely  difficult  (from  helicopter  or  high-speed  aircraft).  The  AD6ID  III  is  similar 
to  the  original  Phase  I  AD6ID  except  it  is  compatible  with  ^e  Phase  (II  system.  This 
is  die  major  air  delivered  sensor. 
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B2.2  (C)  (Continued) 

The  A1)S1I)  ill,  MINISID  Ill,  .M1CUCJ811)  Ill  and  DSID  sensors  all  have  essentially 
the  same  processing  scheme.  A  simple  threshold  crossing  detector  plus  counting/ 
timing  circuitry  is  utilized.  Detection  ranges  would  be  comparable  w'ith  the  WARS 
sensors.  A  shortcoming  of  all  these  units  is  the  high  false  alarm  rates  for  the  high 
gain  operation  needed  for  the  greater  detection  ranges.  DCPG  has  been  investigating 
alternate  processing  schemes  to  reduce  false  alarms  while  maintaining  adequate  detec¬ 
tion  ranges. 

The  Acoubuoy  is  an  air  delivered  sensor  which  is  hung  up  in  trees.  ITiey  are 
capable  of  detecting  trucks  at  ranges  of  300  to  500  meters.  They  are  particularly 
useful  in  helping  locate  truck  parks  and  storage  areas  as  hoods  and  doors  are  closed 
and  supplies  moved.  IVo  other  acoustic  devices,  the  At'AI)  and  HYD.^1),  are  being 
developed.  iTie  ACAD  is  a  hand-emplaced  unit  designed  to  detect  the  exhaust  burst 
from  a  samfian  motor.  I’he  exhaust  [xjlse  is  converted  to  an  electrical  signal  which 
resembles  a  damped  sine  wave.  I'he  frequency  is  approximately  200  Hz  repeated  at 
intervals  determined  bv  the  r[)m  of  the  engine.  The  11^  DAD  is  implanted  in  a  stream 
and  waterway  and  listens  for  the  unique  hydroacoustic  signatures  of  a  motorized 
sampan. 

The  last  grouj)  of  sensors  which  is  of  interest  is  the  gun  delivered  type.  These 
are  relatively  new  but  hold  high  promise.  The  MODS,  an  K1  mm  mortar  emplaced 
sensor,  utilizes  electronics  similar  to  the  .XDSID.  This  system  is  in  the  test  phase. 

A  155  mm  howitzer  system,  MAUDS,  is  in  the  early  development  state.  Because  of 
the  accuracy  of  gun  fire  and  no  jeopardy  of  (x'rsonnel  during  emplacement,  this  tech¬ 
nique  should  replace  air  delivered  sensors  in  many  areas. 

In  summary,  there  are  two  basic  implant  methods  used:  hand  implanted  and  air 
delivered,  with  a  third  methcxl,  gun  delivery,  under  development.  Seismic  processing 
is  the  bhsis  for  the  majority  of  sensors  with  more  interest  in  IH,  magnetic,  electro¬ 
magnetic,  and  acoustic  being  generated  as  new  techniques  become  available.  By 
means  of  the  Phase  III  Ueceiver  Interface  units  the  information  from  ADSII)  111, 

MINISID  III,  MICROSII)  III,  DSID,  MADID,  PHIII)  and  any  other  Phase  III  system 
which  is  developed  will  be  readily  adaptable  to  the  WARS  formal. 

B2.3  ((')  Phase  III  Receiver  Interface 

The  purpose  of  the  Phase  III  Receiver  Interface  unit  is  to  allow  conversion  of  a 
Phase  III  sensor's  code  into  the  WARS  code  format.  The  alarm  message  of  the  Phase 
III  DCPG  sensor  will  be  received,  demodulated,  and  decoded  by  the  Phase  III  Receiver 
Interface.  After  parity  is  checked,  (he  sensor  identification  will  be  encoded  in  the 
WARS  format  with  the  three  sensor  identification  bits  and  the  bits  normally  used  for 
auxiliary  sensor,  status,  and  alarm  type  utilized  to  convey  the  information.  A  separate 
receiver  unit  will  be  used  for  each  Phase  III  channel  employed. 

The  receiver  is  crystal  controlled  and  will  be  depot  set  at  any  frequency  in  the 
162  to  174  MHz  range.  It  is  a  single  conversion  superheterodyne  receiver  with  two 
stages  of  RF  amplification  and  an  8-pole  crystal  filter  in  the  21.4  MHz  IF  amplifier. 

A  schematic  diagram  of  this  receiver  is  shown  in  Figure  n-2.  It  is  basically  the  same 
receiver  used  in  the  base-line  R/R  and  R/I  units. 
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Figure  B-2  (U).  Schematic  Diagram,  Low- 
Power  Conaumptioo  VHF 
Receiver 

Block  Diagram  (U> 
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B2.3  (C)  (Coptimied) 

The  modificatioiis  to  the  base-line  receiver  which  will  be  implemented  in  order  to 
meet  the  Phase  HI  requirements  are  listed  below: 

a.  Reduce  the  IF  bandwidth  to  40  kHz  at  the  -6  db  points. 

b.  Incorporate  an  8-pole  crystal  filter  to  provide  a  •  with 

less  than  0. 5  dB  peak-to-peak  ripple  in  the  '  ' 

passband. 

c.  Incorporate  a  crystal -controlled  local  oscillator  to  operate  at  one-half  the 
LO  injection  frequency  of  140.6  to  152.6  MHz.  The  frequency  tolerance  over 
the  environment  range  must  not  exceed  *30  ppm. 

d.  Incorporate  a  signal -to-noise  detecting  squelch  circuit  to  gate  off  power  to  all 
decoding  stages  when  the  signal -to-noise  ratio  at  the  IF  output  is  less  than 
*10  dB. 

e.  Provide  for  operation  over  the  WARS  temperature  range. 

A  block  diagram  of  the  proposed  receiver  is  shown  in  Figure  B-3.  The  RF  ampli¬ 
fiers  will  consist  of  two  common  base  amplifiers  with  high  Q  single-tuned  interstage 
coupling  and  matching  networks.  The  input  matching  network  will  also  be  single-tuned 
and  designed  to  match  the  input  of  the  receiver  to  50  ohms  with  less  than  2:1  VSWR. 

The  mixer  will  be  active,  with  emitter  injection  of  the  LC)  and  base  injection  of  the 
signal.  The  output  of  the  mixer  will  be  matched  directly  to  the  6-pole  crystal  IF  filter 
at  21.4  MHz.  The  limiting  IF  amplifier  will  consist  of  four  casca^d  cascode  pairs 
with  S3mchronously  tuned  single-pole  bandpass  interstage  coupling  networks.  The 
bandwidth  of  this  amplifier,  without  the  crystal  filter,  will  be  0.5  MHz. 

The  squelch  circuit,  shown  in  Figure  B-4,  is  a  signal -to-noise  ratio  detector 
which  examines  the  power  distribution  at  the  output  of  a  linear  AM  detector  following 
a  bandpass  limiter.  The  noise  suppression  effects  of  such  a  bandpass  limiter  combi¬ 
nation  allow  S/N  decisions  for  squelch  operation. 

The  Phase  III  Decoding  and  Format  Conversion  Circuitry  will  receive  and  validate 
the  Phase  III  messages,  and  convert  the  data  bits  into  the  WARS  format  for  retrans¬ 
mission.  In  a  standby  mode,  power  is  turned  off  to  minimize  power  drain. 

The  presence  of  carrier  turns  on  power  to  the  Phase  III  Decoding  and  Format 
Conversion  Circuitry  (Figure  B-5)  by  way  of  the  receiver  squelch  output.  The  demod¬ 
ulated  receiver  output  is  processed  to  reconstruct  the  original  message  and  to  recover 
clocking  information.  The  message  is  consequently  shifted  into  the  24-bit  shift  register. 
Once  the  Phase  III  message  preamble  is  qualified,  additional  clock  pulses  are  inhibited. 
At  tills  time,  the  data  bit  parity  is  determined  and  compared  to  the  parity  bit  in  the 
message.  Validation  of  the  message  will  permit  the  data  information  to  be  converted 
into  a  WARS  format  by  way  of  the  transfer  gates  and  a  Load  Command.  The  remaining 
WARS  message  (Barker  Code  Preamble,  etc.)  is  also  loaded  into  the  format  shift 
register  at  this  time.  Once  the  message  is  validated  and  loaded  into  the  WARS  format, 
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Figure  B-3  (C>.  R/R  Receiver  Block  Diagram  (l^ 


CONFIDENTIAL 


t  Ht  + 


t  -^W*  t  — ♦ 


4.  ■»  -♦ 


t- 


'•.V''.  ♦  .-I*-  ♦ 


4 


4 


4  AN*.  ♦  ♦ 


i 


I 


\ 


J 


4 


4 


* 

4 


4  .  4 


4 


♦  NNN  4 


4  ♦  *  -♦ 


4^  * 

4  “  4 

4  *.NV 

4  -*  4 

4  4 

4  --L  4 

4  4 


< 


:  'i*-  -  -  — 


3 

u 

h 

U 

£ 

u 

"S 

9 

£ 

CO 

u 

t*) 

a 

C 

o 

•fx 

CO 

£ 

0) 

x: 

o 

t/i 


I 

ffi 

v 

u 

& 


B-8 

CONFIDENTIAL 

(Thu  ppg*  is  unclassified) 


CONFIDENTIAL 


Figure  B-5  (U).  Recelver/Decoder-Coder  Block  Diagram  (U) 
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the  Response  Flip-Flop  is  set  to  enable  the  clock.  Ihe  clock  shifts  the  WARS  message 
into  the  Encode  Gates  and  subsequently  into  the  Combine  Logic.  The  number  of  clock 
pulses  are  counted  by  the  Bit  Counter.  After  the  counter  has  reached  23,  the  Decode 
Gate  resets  the  Response  Flip-Flop  which  turns  power  off  and  thereby  completes  the 
cycle. 

The  Combine  Logic  is  functionally  an  OR  Gate  which  will  accept  either  a  converted 
Phase  III  channel  message  or  a  WARS  channel  message. 

B3.0  (C)  SUMMARY 

With  the  use  of  the  Phase  MI  Receiver  Interface,  the  DCPG  Phase  III  sensors  can 
be  used  to  supplement  the  WARS  sensors.  Of  particular  interest  is  the  air-deployed 
ADSID  III  which  can  be  dropped  in  otherwise  inaccessible  areas.  The  MAGID  and 
PIRID  sensors  are  quite  useful  to  supplement  the  seismic  sensors.  One  Receiver 
Interface  unit  is  needed  for  each  Phase  III  channel  employed. 

Typical  situations  involving  (j-12  DCPG  sensors  in  the  vicinity  of  a  given  WARS 
would  require  only  one  channel  for  tolerable  data  loss. 

It  should  be  noted  that  MAGID  and  PIRID  sensors  can  be  interfaced  directly  into 
the  WARS  systems  as  auxiliary  sensors. 


B-10 

CONFIDENTIAL 


CONFIDENTIAL 


Appendix  C 

BESS  EVOLUTION  SCENARIO 


C.l  (C)  INTRODUCTION 


The  following  scenario  discusses  briefly  the  development  of  a  hypothetical  air  base 
and  its  associated  Base  Exterior  Security  Subsystem  (BESS),  The  air  base  is  assumed 
to  initially  exist  as  a  minimum  base  installation  and  to  expand  to  a  complete  air  base 
with  ammunition  dumps,  POL,  a  number  of  high  performance  aircraft,  etc.  Its  appeal 
to  the  enemy  as  a  lucrative  target  for  standoff  attacks  is  assumed  to  grow  in  direct 
proportion  to  the  growth  of  the  air  base. 

C.2  (C)  AIR  BASE  AND  BESS  DEVELOPMENT 


PHASE  I  (Figure  C-1) 

A  base  with  a  short  airstrip  was  established  in  the  vicinity  018117  to  provide  a 
means  of  airlifting  supplies  to  Free  World  Military  Forces  (FWMF)  operating  in  the 
area. 

WARS  fence  arrays  were  deployed  in  a  perimeter  role  around  the  base  and  trail 
arrays  were  deployed  along  avenues  of  approach  in  the  immediate  vicinity  of  the  base. 
Arrays  were  also  used  to  detect  any  attempt  to  destroy  the  bridges  on  Highways  10  and 
12  since  loss  of  these  bridges  would  limit  the  usefulness  of  the  base  by  restricting  the 
movement  of  supply  vehicles. 

Because  of  the  close  proximity  of  the  sensor  arrays  to  the  base,  they  were  able  to 
communicate  directly  to  a  receiver/interface  unit  located  at  the  base,  thus  eliminating 
the  need  for  RSDCS  hardware  at  this  stage  of  development.  A  local  processor  was  used 
at  the  R/I  unit  to  process  incoming  alarm  data.  Therefore,  the  CSC  required  was 
simply  a  message  decoder  and  a  simple  display. 

PHASE  IT  (Figure  C-2) 

As  activ  ty  within  the  area  increased,  the  base  was  enlarged.  The  storage  of  POL 
and  munitions  on  base  plus  the  increased  number  of  aircraft  on  the  ground  caused  the 
enemy  to  launch  occasional  standoff  attacks  against  the  facility. 

Additional  fence  arrays  were  necessary  to  protect  the  expanded  base  perimeter, 
and  additional  trail  arrays  and  fence  arrays  were  strategically  located  in  the  areas 
that  could  be  used  by  the  target  to  launch  his  standoff  attacks.  This  expansion  in  the 
number  of  arrays  necessitated  the  incorporation  of  RSDCS  equipment  into  the  BESS, 
due  to  the  fact  that  many  of  the  new  arrays  were  deployed  far  out  into  the  area 
surrounding  the  airbase. 

Local  processing  at  the  Receiver/Interface  was  still  utilized,  so  that  expanding  the 
CSC  facilities  only  amounted  to  adding  RSDCS  receivers  and  additional  receiver/ 
interfaces  with  local  processors  and  displays. 


CONFIDENTIAL 


CONFIDENTIAL 


VILLAGE 


SENSOR 


V  RECEIVER'RELAY 

•  RECEIVER/INTERFACE 

^  RECEIVER'INTERFACE 
^  WITH  PROCESSOR 

C  RSDCS  RECEIVER 


□  CSC  BUFFER/DECODER 


CSC  DISPLAY 
fULL  CSC  PD 


(COMFIDINTIAl) 

Figure  C-2  (C).  Air  Base  and  BESS  Development,  Phase  II  (U). 
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PHASE  III  (Figure  C-3) 


During  Phase  III  of  the  air  base  expansion  the  airstrip  was  lengthened  and  improved 
to  permit  high-performance  aircraft  to  operate  from  the  base.  This  increased  activity 
at  the  base  made  it  an  extremely  desirable  threat  for  stand-off  attacks. 

In  response  to  more  frequent  attacks,  the  BESS  was  expanded  to  full  WARS  area 
coverage.  This  expansion  amounted  to  an  approximately  100‘J  increase  in  the  number 
of  required  Wide  Areas.  Therefore,  it  was  deemed  desirable  to  incorporate  a 
centralized  alarm  data  processor  and  associated  display  at  the  CSC.  The  Wide  Areas 
deployed  in  the  expansion  were  required  with  pre-processor  units  to  reduce  the  data 
flow  to  the  CSC. 

PHASE  IV  (Figure  C-4) 

An  AC&W  site  was  installed  on  Hill  431.  A  perimeter  system  and  intensified 
surveillance  on  approach  routes  to  the  site  were  deployed.  The  AC&W  site  was 
equipped  with  a  Receiver/Interface  (with  processor),  and  a  display  so  that  activity  in 
the  immediate  vicinity  of  the  site  could  be  monitored  by  site  personnel.  Processed 
alarm  data  from  these  additional  sensor  arrays  w'as  also  relayed  by  a  long  range 
transmitter  (LRT)  to  the  air  base  so  that  the  complete  HESS  status  could  be  accessed 
at  the  CSC. 

C.3  (C)  DISCUSSION 

The  inherent  modular  design  of  the  WARS  System  made  it  easily  adaptable  to  each 
phase  of  the  air  base  and  associated  BESS  development.  Initially,  a  receiver/ 
interface  and  simple  Information  display  met  the  needs  of  the  small  facility.  As  the 
base  expanded,  RSDCS  equipment  was  easily  incorporated  into  the  HESS  and,  at  full 
expansion,  the  complete  CSC  data  processing  and  m.anagement  system  w'as  added. 

C.4  (C)  CHANGES  WHEN  THE  RELA Y  IX) ES  NOT  HAVE  A  PROCESSOR 

Consider  the  development  process  if  a  modular  system  had  not  been  used.  In  the 
first  phaf.e  of  development,  the  base  would  either  have  used  no  automatic  data  processing 
at  all  or  used  automatic  data  processing  equipment  that  was  much  loo  elaborate  for  the 
situation.  With  no  data  processing,  operators  would  have  performed  all  the  analysis  of 
alarm  signals,  and  several  well-trained  men  would  have  been  required.  In  Phase  II,  a 
data' processing  capability  would  surely  be  required.  The  data  processor  would  be 
installed  at  the  CSC  and  would  be  adequate  for  handling  the  system  expansion  under 
Phase  II  and  Phase  in.  Servicing  the  AC&W  site  installed  in  Phase  IV  would  be 
awkward  without  local  processing.  Either  a  separate  RF  link  from  the  central  station 
back  to  the  AC&W  site  or  manual  readout  at  the  site  would  be  required. 
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Figure  C-3  (C),  Air  Base  and  BESS  Development,  Phase  III  (U). 
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Figure  C-4  (C).  Air  Base  and  BESS  Development,  Phase  IV  (U). 
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C.5  (C)  CONCLUSIONS 

Substantial  advantages  are  obtained  during  system  development  by  using  a  modular 
system  with  processors  in  the  receiver/ interface.  In  addition,  the  local  processor 
permits  installation  of  small  systems  without  a  large  investment  in  trained  manpower 
for  monitoring  a  full,  poorly  utilized,  CSC  processor  unit.  An  orderly  transition  from 
local  processing  to  a  complete  CSC  data  processing  and  management  system  may  be 
achieved.  There  is  no  degradation  of  system  effectiveness  during  the  change-over. 

Both  local  processing  and  central  processing  have  a  distinct  place  in  the  WARS 
System.  Both  capabilities  are  necessary  to  provide  a  flexible,  cost-effective  system. 
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